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Apache Shiro £ Java B— 1M &£1E52. Bal, #A8 Apache Shiro BIA#MSK#E, B NEBEHESE, L Sp
ring Security, AI8ERAE Spring Security AYINEERK, (BRELIR LIEIN s HAZEZIAE TR,
LUER/INTEIERY Shiro SEEB T » WTFEMEEENT, XNV UE, stEBRSARE AT T .

REREINBEARR Shiro A, F=I2HITRIESE, BEER.

Shiro SJLAAEEBZHITTA B EBISIFHINFE, EAXSLARBE JavaSE g, teJLIfE JavakEE #hi&, Shiro
BILAESBOEAIIEAE: TAE. B0, INZE. 218, 5 Web £5. £77% . XAHERITEEZHIG, ™A Shiro
1 API B 2IFEEE; HEARINE S TEFR:

Authentication Authorization

Primary Concerns

Session Cryptography

Management

Y
Web Support Caching

) v )

Concurrency | Testing | "Run As" Rempﬁ;nher

Supporting Features

Authentication: BIDAILE / R, WIEAFEASEERNASD;

Authorization: 121, BMRIGIE, IFENSINERBRESREE MR, BIFABFE5seMERE, U
A9gN: WIEENAFREEHREE A .. SEMNENGERENAFNENZRESEEE MR,

Session Manager: SiREE, BEFREREMERSE, REIEREZE, ERNFEEESESIET; 218
ALLREE JavaSE ?MERY, BaJLUE0 Web M ERY;

Cryptography: %, R®RIFEIENZ SN, NEBINEFERIERE, MARBEXEFE;
Web Support: Web 3715, aILIIEEBRZHIEME] Web IFE;
Caching: &7, tkiNBEFERE, HAFER. B8 / MR UEXES, XETLURSIEE,;

Concurrency: shiro StiFZ&ENANFEIGIE, BIINE— N XRERFES— &R, sUCiEBEIEED
=;

Testing: 2N THF;

Run As: fSF—PARPEREAS—IREP (R ) BSHRTHE;



Remember Me: 123, XM 2IFFENNEE, BI—XERRE, NABRMNEFABEEZERT

iBff—m, Shiro F2E4HPAR . 4HPR,; XEFRI[XNB TR/ I2H;, AEBIHEMNAYEENS Shi
ro BiH],

BTEHAID BIMINEBFIRERREE Shiro RIZRM, SITF—PIFRIESR, MINBRENIZEBIFERREZ TR
B9 API, B API 2£9888; MAEIRERE, ENzE— AT RIS, RBIIEESSZEANRFREENSEN,
SHIIESRE AR B BT K,

B5E, BAININERE Shiro IE, BIAMN FBE R ERISKRIIZRINTER Shiro SepkTIF. 2ITE:

APE Ig::émn (the current ‘user’)
Securﬁ;l':;gnager (manages all Subjects)
(access your security data)

FJLIER: NMAREEESENXNSE Subject, EEEE1R Shiro BIXIIM API #ZOF2 Subject; EEN APIHY
BN

Subject: Fi&, £FTHEI ‘AP, XTMERPA—ER2— " EFRNA, SHINBREMTHIRAER Subj
ect, WIMENCH, HEALE; BI—MHSES; A Subject #B4FEZ SecurityManager, 5 Subject RIBF
BREHSEITA SecurityManager; aTLIE Subject INAZ—NJE; SecurityManager 4 2sEFRAIHIT
=

SecurityManager: & E1E28; BIFME5Z2EXIEIEE<5 SecurityManager X5; BESIEERE S
ubject; FAILIEHER Shiro B9%0, ERESEIBNBHEMABEHITRE, WRFIID SpringMVC, {RA]
LUEEER DispatcherServiet BiimizhlgE;

Realm: 13, Shiro MM Realm SAENZE£#iE (WBF. B, ™R ) , FiREiX SecurityManager Z3GiIEFH
FB1%, BBAECEEMN Realm FEVEN AP #THHRUBMERFRSHEEEXE; BEEM Realm E2IHFHE
MNMAIABE [ AR TR P EE8eH TIR(E;, ATLUE Realm &R DataSource, BIZE2EHIER.

IR RTINS, &EEA— Shiro NA:

1. RFEEEE Subject SREATIMEFIEIN, M Subject XZ&FE45 SecurityManager;



2. FRAIEELS Shiro Y SecurityManager £\ Realm, Mimit SecurityManager 86521 & 2RI R EMY
PRI THIMT o

ML EBRILAED, Shiro FRE4EHFAERF / BIR, MEEE Realm itFZARBCEAN.

ST SRBATRM Shiro PIRBSRE T Shiro f9224, S0 FEATR:

ors 3 o | | Sangics
-] -

NET Python Swing | | weenve PSR

(Subject) Subject Subject | | (Subject) (Subject)

VM / N Wm ! In-Process

-

o

Security Manager c
r
¥
p
t

Cache g
Manager r
a

[

h

y

Subject: £, FUBREFRFTLURHATTUSNARERN “BFR";

SecurityManager: #27F SpringMVC #H DispatcherServiet (& Struts?2 #89 FilterDispatcher; £ S
hiro BYOE; FRrB BRI EEREIY SecurityManager #1724, SEIEEE Subject. BRZFHTIAIE
B, k&g BEENEE,

Authenticator: TAIEEE, RERFMIANEDN, XE— M ESR, WRAFRE Shiro BUARARLF, FTUAEENEE
m; HEENEER ( Authentication Strategy ) , BMtARBR FERFIANLEIYT;

Authrizer: #1235, siEpOESRE, ARREEARESEENRETHENANRIE, BEHERFERRINAEFAY

IERLETHRE;

Realm: BILIE 11824 Realm, AJLUANRRESLAEIER, BIATRINZEAN; FLIUE JDBC 2
W, tBEJLAZ LDAP SLH, skEBRFLIES; mAFRM; T2 Shiro ROERIREF / ARFAEERR LL
AFEECEE; PTLATR I —REN AP EFEZESLIE 28 Realm;

SessionManager: $1RE5d Serviet FiLIZFNE Session A9EE, Session leEEBALSETHEDE
8, XMBHRLRE SessionManager; i Shiro AN LURTE Web g, BAILARTENEEN JavaSE



BI1EFN M

WR. EJB FIIE; FrBIE, Shiro iR T —1ECH] Session kREEERSNAZERRERIENE; XY
&, EEanEAIE Web IMEA, RIFFHAR—E Web kS8, EEX LT H EJB RS, XATEIEMSIRSEEHY
RIEHIERE— MY, XPEHERITLISSME S HHRE (IHEEIEREI Memcached iRSS:E ) ;

SessionDAO: DAO AZREAIT, #HIBERENSE, BFEIER CRUD, ELinF(1EE Session (RFEIEE
%, BRARILASCINE 2/ SessionDAO, @il JDBC BRIEHERZE; Lhin8IE Session iEI Memcached
F, ATLASEEIE 2R Memcached SessionDAQO; 54k SessionDAO FEJLAER Cache iH7E7F, LIRS

b .
BE,

CacheManager: &f7iZHizs, REEWAF. B, NRFNEFN; RAOXLEHEES LROEXNE, HE
EEFPERLIESIHEAIMERE

Cryptography: Zf3#&IR, Shiro 25 7 —LERAYINEEARTINEZLINE / BERY.

Flitt Shiro ZRREAHFHINRT T, ETFREEFS Shiro RIEMHE
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£ 2 3 BHIIE 13
BHIE, BITER PSSR 2R . —RIRENMINS ) ID —LEirREEREFBMFHEMAAN, W
RESMIE, AFS / EERIER.
£ shiro &1, FAPEERM principals (549 ) #1 credentials (ERR ) £& shiro, MR EEGIERF S

principals: 515, BIFARREM, AILARTHIRA, MAFRE. wfes, W—Rin, — P EEKELUBZ p
rincipals, {BRE— Primary principals, —fREBFE | Zi5 /| FNS,

credentials: iEBE / FiE, BIRBFAMBNIZEE, NS/ HFIERE,
& WY principals #0 credentials B&FLRAFE / BT . # MREHIT—IPNERPNSHIAILE.

SINEMEXRRI SR ZRTEEIA Subject & Realm, 7332 E AR IIEEARAIEIER .
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AXEH Maven 1352, EItFEE—= Maven fiR . B0 ESIEKE:

<dependencies>
<dependency>
<groupld>junit</groupld>
<artifactld>junit</artifactld>
<version>4.9</version>
</dependency>
<dependency>
<groupld>commons—logging</groupld>
<artifactld>commons-logging</artifactld>
<version>1.1.3</version>
</dependency>
<dependency>
<groupld>org.apache.shiro</groupld>
<artifactld>shiro—core</artifactld>
<version>1.2.2</version>
</dependency>
</dependencies>

™0 junit. common-logging & shiro—core &EHENAT ,
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1. BEAESE—LAERBM / EFE (shiro.ini)

[users]
zhang=123
wang=123

LLEAMER ini BeESX4, 81T [users] I8 & 7R ER: zhang/123. wang/123,
2. WEAH ( com.github.zhangkaitao.shiro.chapter2.LoginLogoutTest )

@Test
public void testHelloworld() {
/1. $kEXSecurityManagerT/ , WAMERIniEEESE#aSecurityManager Factory<org.apache.shiro.mgt.SecurityMar
new IniSecurityManagerFactory("classpath:shiro.ini");
112 B&ISecurityManagersEfl FH48EL5SecurityUtils  org.apache.shiro.mgt.SecurityManager securityManager = factor
SecurityUtils.setSecurityManager(securityManager);
/13 BEISubject & B &/ZBESHIGIEToken ( BN S5/EIE )
Subject subject = SecurityUtils.getSubject();
UsernamePasswordToken token = new UsernamePasswordToken("zhang", "123");
try {
4. &%, BIBMHIIE
subject.login(token);
} catch (AuthenticationException e) {
115, BHpYIERM
}
Assert.assertEquals(true, subject.isAuthenticated()); /iS5 BEFRB&%:3
/6. 1B
subject.logout();

« BS@E new IniSecurityManagerFactory FgE— ini Be&X/43KE)E— SecurityManager T
I

o EETXREN SecurityManager F48E%) SecurityUtils, X2—1M2BIRE, RE—IXEIT;

* @Y SecurityUtils 5%l Subject, EXBrI4FERIZRILIE; WRAE web INETEIBRERII T EMIRY]
E; AEREBMILIERN Token, WMAFE / &i5;

» 1EF subject.login FiE#HITER, HEBIZEIEL SecurityManager.login BiE#HITER;
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o WRBHIGIERMIERTA AuthenticationException st EF3E, EAYAN: DisabledAccountExceptio

n (ZEIKS ) . LockedAccountException (#IEHINKS ) . UnknownAccountException ( $&i=HY

K= ) . ExcessiveAttemptsException ( BEREMIREIIZ ) . IncorrectCredentialsException ( &=
AYEIE ) . ExpiredCredentialsException (IZHARVEIE ) &, BEAEEEEMWEXER; WTFREHEIRE
SRR, RFERN “BRE/ BRERT MAR “‘BREER7 / ‘B’ , BHiE—LERsRPIEx

RS E;

+ =EALUIER subject.logout 1B, HEH#ZEEL SecurityManager.logout 5iAIR S o

NN ERISR S BHIIERISER:

1.

WERRS [ FiE, BINABRE [ &6,

A Subject.login HITES, MNRLMISERIHERAY AuthenticationException &%, {RIEREIR~ER

BIRER; BNERRI;

=EER Subject.logout #HTIRHIRIE

a0 EMRHAISLANEIRR:

FAFE | ZRSERILE ini BCEXH, LISHEEUINEIEEFE, BENHEENEFE;

FRFS1p Token AJEENMNUNERFRE / 29, BAIREEEEMN, WERNRITRAFS / #iE / FSEIT
ﬁio
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%{ Alﬂfuw

® Jogin{token)
(2)

Security Manager

AN

1. B7oER Subject.login(token) #17&%, H&HBmhZIEL Security Manager, JERZBI/ET Secur
ityUtils.setSecurityManager() 128 ;

2. SecurityManager REEIENSMHKILZIE; ©aZEitia Authenticator BTSHIGIE;

3. Authenticator Z2EIFHISMHIEIEE, Shiro APl OIS MAEAND S, tatelUABENXIEABCHISE
m;

4. Authenticator AJRESZEITLAMEMNAY AuthenticationStrategy #4172 Realm BIIE, 2AA ModularRe

almAuthenticator £ AuthenticationStrategy #1752 Realm SpIIIE;

5. Authenticator £IEHERAY token fEAN Realm, M Realm SREXBMHIGIEER, R &HRE / MESERE
TREMIGTEELEK T . WALATLIERE S Realm, EgBBENAYINE K EREHTIHE .
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Realm

Realm: 1%, Shiro MM Realm SREXVZ £ (WHAF. BE. R ) , #RiX SecurityManager Z34iEF
FB, BAECEEMN Realm ABUERAIBFPHTHRIBERFRBHEEEE; BHEM Realm BEIFFHE
REAE [ BIRETIIEA P R EaeHTIRIE; mTLUE Realm &hk DataSource, BILEHIER. WH(1Za0
1Y ini BEeE A TUE{#EA org.apache.shiro.realm.text.IniRealm.

org.apache.shiro.reaim.Realm O~ :

String getName(); /ARE—ME—AIRealmZ =

boolean supports(AuthenticationToken token); //#irittRealmE&sziF It Token
Authenticationinfo getAuthenticationIinfo(AuthenticationToken token)

throws AuthenticationException; //4AR¥ETokensKEUAIEZE

B Realm Bt &
1. BENX Realm 3£ ( com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1 ) :

public class MyRealm1 implements Realm {
@Override
public String getName() {
return "myrealm1";
}
@Override
public boolean supports(AuthenticationToken token) {
IMZ#UsernamePassword TokenZ:EH Token
return token instanceof UsernamePasswordToken;
}
@Override
public Authenticationinfo getAuthenticationInfo(AuthenticationToken token) throws AuthenticationException {
String username = (String)token.getPrincipal(); /{524
String password = new String((char[])token.getCredentials()); /{5243
if(I"zhang".equals(username)) {
throw new UnknownAccountException(); /AR ZEIR
}
if(1"123".equals(password)) {
throw new IncorrectCredentialsException(); //2NSRZEIR
}
IBIREABINIESGIERLT, R[EI—PAuthenticationInfosLEL;
return new SimpleAuthenticationinfo(username, password, getName());
}
}&nbsp;
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2. inl BEEBXMHEEBEN Realm L (shiro—realm.ini)

\#EBB—realm
myRealm1=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1
\#HEEsecurityManagerfiirealmssEil
securityManager.realms=$myRealm1&nbsp;

BT $name KSIAZEIRY realm EX

3. MiAHEZSE com.github.zhangkaitao.shiro.chapter2.LoginLogoutTest A9 testCustomRealm iz
Bk, REEEZEIR shiro.ini BEES45AL shiro—realm.ini BIET

% Realm &
1. ini BB ( shiro—-multi-realm.ini)

\#7=EB— realm
myRealm1=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1
myRealm2=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm2
\#HEEsecurityManagerfiirealmssEil
securityManager.reaims=$myRealm1,$myRealm2&nbsp;

securityManager £1%88 realms 1EEMIFEHITEMIANIE. HHAMEREREEINFIARIERE T Realm

IR, MR “securityManager.reaims=$myRealm1,$myRealm?2” , BB4securityManager £1%828
realm FEBERVINFHITER (RILFRE realms B, HEBmh&M) , SRHINERIERE ream f5, HiigHE
18 realm B RRE, a1 “securityManager.realms=$myRealm1” , BB4 myRealm2 A& EEHEEH

xo

2. MiAHEZS%E com.github.zhangkaitao.shiro.chapter2.LoginLogoutTest A9 testCustomMultiRealm
MW 7%

Shiro ELAIRAY Realm
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I Resln

H

& Cacha n{ﬁaﬂ.-

il

) huthenticatingheslm

T

) Authori ringhealn

IR
| |

£ SimplehceountBealn £ JdbcEealn L JadiLdspReals & AbziractldapRealn
£ TextConfigurationfealn £ ActiveDirectoryRealm

Y

C FropertiezBealn L IniRealn

LUE—R&4% AuthorizingRealm (121X ) BIRJ; H44& T AuthenticatingRealm ( EISHAIRIE ) , MEWEE
4877 CachingRealm (HBEEFXLI ) . HPFZEBIALIUT:

org.apache.shiro.realm.text.lniRealm: [users] B8 ERFE / BBREBE; [roles] EiniEEAERIMN

RIEE;

org.apache.shiro.realm.text.PropertiesRealm: user.username=password,role1,role2 8RS | &
BREMAE; role.rolel=permission,permission? iIsEBERINIREE;

org.apache.shiro.realm.jdbc.JdbcRealm: &iJ sql EEHEMAYEE, W “select password from users w
here username = ?” FKEVAHFZERS, “select password, password_salt from users where username =

“

?7 FREVFPEIELL; “select role_name from user_roles where username = ?” FEVABEFPAE; “sel

ect permission from roles_permissions where role_name = ?” SREVAEIITNAISIRES; BaJLUEBEE
RZAY api #HITEENX sql;

JDBC Realm {5

1. BURERER AR
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<dependency>
<groupld>mysqgl</groupld>
<artifactld>mysql-connector—java</artifactld>
<version>5.1.25</version>

</dependency>

<dependency>
<groupld>com.alibaba</groupld>
<artifactld>druid</artifactld>
<version>0.2.23</version>

</dependency>&nbsp;

AIEFERE mysql E3EEN druid EZEt;

2. BIBUREE shiro Ti=3k%: users (BF& /%%3) . user_roles (FBF /B ) . roles_permission
s (AeE /R ) , BRE2E8 shiro—example—chapter2/sql/shiro.sql; FERII—MNREFIER, BRE / Z15
79 zhang/123;

3. ini Bi2& ( shiro—jdbc—realm.ini)

jdbcRealm=org.apache.shiro.realm.jdbc.JdbcRealm
dataSource=com.alibaba.druid.pool.DruidDataSource
dataSource.driverClassName=com.mysql.jdbc.Driver
dataSource.url=jdbc:mysql://localhost:3306/shiro
dataSource.username=root
\#dataSource.password=
jdbcRealm.dataSource=$dataSource
securityManager.realms=3$jdbcRealm&nbsp;

1. TER = 2REXZZBMEE— L

1

2. ZEFE. B =B BshERENAY setter 75EHTIRME
3. $TER SIAZRIRI—TXIRLY)

4. LR35 2E8 com.github.zhangkaitao.shiro.chapter2.LoginLogoutTest HY testJDBCRealm 75
%, MZBERYRHAXS.
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Authenticator X AuthenticationStrategy

Authenticator FIERERRIIIERFIKS, 2 Shiro API RSB IGIEFZORINCR:

public AuthenticationInfo authenticate(AuthenticationToken authenticationToken)
throws AuthenticationException;&nbsp;

SNIRIGUERLTN, KiR[E] Authenticationinfo IRIHER; WERHEETEMHREIE; NRIGIERBISHE LAY

AuthenticationException SCEL .

SecurityManager #0447 7 Authenticator, S9MAE—> ModularRealmAuthenticator SCHl, HEFiE4A
Z Realm #{TI6IE, IIEMNIEIT AuthenticationStrategy #EOEE, EOARMHAISCIN:

FirstSuccessfulStrategy: REZE—> Realm iEINAIET, RIR[EIE— Realm S4HIIERINATAIES
B, Hittpy2Rg;

AtLeastOneSuccessfulStrategy: REBE— Realm IQIEALINENR], #0 FirstSuccessfulStrategy A&, &
EIFfE Realm BAIGIERIIAVAILEEE;

AllSuccessfulStrategy: FifE Realm ks InA &I, BIREIFTE Realm SOIIEMRIIAVAIEEE, R
B— KM T .

ModularRealmAuthenticator BRIAER AtLeastOneSuccessfulStrategy K& .

BRISFHAIBE= realm:

myRealm1: APE / Bi3A zhang/123 B3pkITH, BiIREIS) / EER zhang/123;

myRealm?2: A& [ Z(88 wang/123 iFpkh, BiREIS) / EIEA wang/123;

myRealm3: A& [ B/3A zhang/123 B3pLTH, BiIREISM / &8 zhang@163.com/123, #1 myRealm
1 TENRRERISHE

1. ini BEBX4 (shiro—authenticator—all-success.ini)

\#gEsecurityManagerfifauthenticatorsCi
authenticator=org.apache.shiro.authc.pam.ModularRealmAuthenticator
securityManager.authenticator=$authenticator
\#EEsecurityManager.authenticatorfiauthenticationStrategy
allSuccessfulStrategy=org.apache.shiro.authc.pam.AllSuccessfulStrategy
securityManager.authenticator.authenticationStrategy=3%allSuccessfulStrategy

myRealm1=com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1
myRealm2=com.github.zhangkaitao.shiro.chapter?2.realm.MyRealm?2



myRealm3=com.github.zhangkaitao.shiro.chapter?2.realm.MyRealm3
securityManager.reaims=$myRealm1,$myRealm3

2. Mt ( com.github.zhangkaitao.shiro.chapter2.AuthenticatorTest )

private void login(String configFile) {
/M. $KBXSecurityManagerL/, UtAMERINBCESAHFIIaKSecurityManager
Factory<org.apache.shiro.mgt.SecurityManager> factory =

new IniSecurityManagerFactory(configFile);

/2. 183SecurityManagersLl FH48ELsSecurityUtils
org.apache.shiro.mgt.SecurityManager securityManager = factory.getinstance();
SecurityUtils.setSecurityManager(securityManager);
/13 8EISubjectR IR E/ZBEMINIEToken ( BIFFSB/5EIE )
Subject subject = SecurityUtils.getSubject();
UsernamePasswordToken token = new UsernamePasswordToken("zhang", "123");
subject.login(token);

o izt AllSuccessfulStrategy pIh:

@Test
public void testAllSuccessfulStrategyWithSuccess() {
login("classpath:shiro—authenticator—all-success.ini");
Subject subject = SecurityUtils.getSubject();
88— BnEs, HE8E T ReamIEKINNSHER
PrincipalCollection principalCollection = subject.getPrincipals();
Assert.assertEquals(2, principalCollection.asList().size());
}&nbsp;

B0 PrincipalCollection &7 zhang #1 zhang@163.com B8,
M AllSuccessfulStrategy %M :

@Test(expected = UnknownAccountException.class)
public void testAllSuccessfulStrategyWithFail() {
login("classpath:shiro—authenticator—all—fail.ini");
Subject subject = SecurityUtils.getSubject();
}&nbsp;
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shiro—authenticator—all-fail.ini 5 shiro—authenticator—all-success.ini ~AEIAVBECER(FR T securityMan

ager.realms=$myRealm1, $myRealm?2; BEP myRealm I&IiF5M



52 E BN | 24

IFF AtLeastOneSuccessfulStrategy #1 FirstSuccessfulStrategy RIX 3, 15288 testAtLeastOneSucce
ssfulStrategyWithSuccess #1 testFirstOneSuccessfulStrategyWithSuccess M 5% . WE—AREm—
EIREIMEIIEAIIAY Realm FUIAMEER; B— 1T R2REREE—MGIERKIIAY Realm ASINEEE .

BE X AuthenticationStrategy £, E%REH API:

/ITEFTBRealmISIEZ BIVE R

AuthenticationInfo beforeAllAttempts(

Collection<? extends Realm> realms, AuthenticationToken token)
throws AuthenticationException;

IIfEE ReamZaniE A

Authenticationinfo beforeAttempt(

Realm realm, AuthenticationToken token, Authenticationinfo aggregate)
throws AuthenticationException;

IIfEE MReamZ IEERA

AuthenticationInfo afterAttempt(

Realm realm, AuthenticationToken token,

AuthenticationInfo singleRealminfo, Authenticationinfo aggregatelnfo, Throwable t)
throws AuthenticationException;

IITEPFBReamZ fEVAR

AuthenticationInfo afterAllAttempts(

AuthenticationToken token, AuthenticationInfo aggregate)

throws AuthenticationException;&nbsp;

E A8 AuthenticationStrategy SEAIERBRTIRESHY, FrEEXEETZOBENANAEEEENT—XR
f2; B RO LTS FH /IREISE—MNEIERIIANAEEE

BE X SLIRT—AR 4% 7% org.apache.shiro.authc.pam.AbstractAuthenticationStrategy BI®], BE{RmJLISE
13 com.github.zhangkaitao.shiro.chapter2.authenticator.strategy 8T OnlyOneAuthenticatorStrate
gy #0 AtLeastTwoAuthenticatorStrategy .

R EARNBHGITEHIETE 7, XTF AuthenticationToken . AuthenticationInfo 1 Realm B9iFMR{FEHE4E

TEMEENE.
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A, tBndisasss, BITER A pEhEREhnELe R (AGR R E/REEIE/ REREE ) . EENPE TR
O FEEITSR: FK (Subject) . &R (Resource) « fR ( Permission) « A& (Role) .

E57N
K, BMBEINARIAR, £ Shiro 1§ Subject (LFRIZAF . BRREENEZ I HIaENATEIR .

FERFBRP R LUAIMOFEIARTE, toanipia JSP . SEMESLMIR. BB MSSE, HEOYAS
SHEEE. B REENE 5.

PR

LZEREPRIREFENEN, BINRENTURTENAFRRRERERIFEENERAIN . BIRE RN
RHAFETERRENRR, W HERAFYIRRE

BEAMENESURMRREREUE (BMRSEHEEZE CRUD (1BEs ) TUMPRIZH) )

FIENNHEEE, © .

ERLIER, NIRRT BREEREENERIIF], BRMAEENZFELAURERRRIT, TREEEX
PUTIX MR PTLUEEEFEIESRETEAF, BEXB AR ERENER LM ARE (BER ) , Shi
ro FeEHIXHER, MERKIARREMH,

Shiro SZHAEAEAR (AIFRFEIRAIEFENIR ) FIREAUR (RIEEDBFROSIR, BISEAIREIR) , /B

HBONE.

Re

RERERTIRMEES, JLUERANIRIES, —REXTHRNSETFHAFRAEmFA2M0R, BIXtFRAR LA
BE—ANR, WFINRATLLRSE ., AR MBLE. AR E. CTO. FRTREINEHNEAE, FRNME
BRE—HRERINR

ime:

AEZEIASRRIEAFERERIFIIR, IENAS CTO. FARRE .. FRTREMILIERITEM, RE
RAFFF A TAZIDERFTEONL, AT EM R AFMBREN S, BENAS CTO. BRDEAIUEER
F. BENXR;, A —RARITFRARSDBEERR . 8 RT, FEERXABTERASEAENFIINE
tEhifibRis; BDRIERLIAE BRI TIHEAY, WERM, WMRHTIEATEEMR S IREN.

ErAt:
FREFTBINREFIEREHOENSR, AERE—EMIRES; XERRMIMEEREHOENTER, JE
ENBERERINRESPBIRENTT; TREXZARAE; BRI ERURIR/SLAINRMY; NERHM.

15 google #% “RBAC” 1 “RBACH#R” 723l 7# “EFAenvinaizsl” “EFXRASEES](Resourc

e—Based Access Control)”
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B0

Shiro SZ#F=7ATAIZIN:
RIET: WIS iflelse SRR :

Subject subject = SecurityUtils.getSubject();
if(subject.nasRole( “admin” )) {
11BEBR
}else {
117X PR
}&nbsp;

I BEERTH Java iE EMERNANERTRN:

@RequiresRoles("admin")

public void hello() {
1IBRR

}&nbsp;

RESPREMEENNEE;

JSP/GSP #7%: £ JSP/GSP mimE@Id BN AR TR
<shiro:hasRole name="admin">
<I— B —>

</shiro:hasRole>&nbsp;

[EEEER KSR MR U TER



i

ETFmepmnaEd (Blae)
1. FEini EEEXHECERFRENAE (shiro—role.ini)

[users]
zhang=123,role1,role?
wang=123,role1&nbsp;

MUEN: “ARE=Z8me1, Ae2” , IRFTEENATHNBFRESEENASR, HEEAEENE Realm
hIREIABES, EIHENR Shiro FRAE4HFRAFP-AEERE, FENMREM, Shiro RERHENAIEOTSER
IE, BEEN BTSSRI AE.

2. WAH ( com.github.zhangkaitao.shiro.chapter3.RoleTest )

@Test
public void testHasRole() {
login("classpath:shiro—role.ini", "zhang", "123");
IIF RS RE: rolel
Assert.assertTrue(subject().hasRole("role1"));
/¥ ERERAE: rolel and role?2
Assert.assertTrue(subject().hasAllRoles(Arrays.asList("role1", "role2")));
/HREERAE: rolel and role2 and Irole3
boolean(] result = subject().hasRoles(Arrays.asList("role1", "role2", "role3"));
Assert.assertEquals(true, result[0]);
Assert.assertEquals(true, result[1]);
Assert.assertEquals(false, result[2]);
}&nbsp;

Shiro 12t 7 hasRole/hasRole BF#IKAFPEREHEE N AE/FEUNIR,; EBER2ERM hashAnyRole A
TR EERLRPRPIE—.

@Test(expected = UnauthorizedException.class)

public void testCheckRole() {
login("classpath:shiro—role.ini", "zhang", "123");
IWEHERE: rolel
subject().checkRole("role1");
IHr=iRERAE: rolel and role3 LM E S E
subject().checkRoles("role1", "role3");

}&nbsp;
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Shiro £4#9 checkRole/checkRoles #1 hasRole/hasAllRoles FREIRIH A EEAFIFT HBRIIER Fns U

nauthorizedException &% .

AETAREnEEE (AiEXAe) Ml T, XMSRREMBNRESH S HIT T A, B28
—RABE T IBAMFBRIEUAENA CHRIEPT B ARSI TINER, Xl 2B ISR .

EF&ERSOES (Brae)
1. Eini BEEXHEERFRENACRAE-PREER ( shiro—permission.ini)

[users]

zhang=123,role1,role?2
wang=123,role

[roles]
role1=user:create,user:update
role2=user:create,user:delete&nbsp;

MU “APE=EE, At Ae2” ‘Ae=fUR1, fR27 , MESRERFEKIIAE, ARRESRES
BHEIIR; AIAERIPRES; Shiro BFEAHTINRRI4HR, FEHNEY Realm IREHEMNAIRES . R
REGP ‘RAP—Ae” ZENXREIE,

2. MiztAB ( com.github.zhangkaitao.shiro.chapter3.PermissionTest )

@Test

public void testlsPermitted() {
login("classpath:shiro—permission.ini", "zhang", "123");
/IFIETRERIR: user:create
Assert.assertTrue(subject().isPermitted("user:create"));
IFIFHAEIR: user:update and user:delete
Assert.assertTrue(subject().isPermittedAll("user:update", "user:delete"));
IFIETEEIR: user:view
Assert.assertFalse(subject().isPermitted("user:view"));

}&nbsp;

Shiro 12t T isPermitted #0 isPermittedAll BFHIMAFRERESHEEE M PIREEAENIR, tigEREtu isPer
mittedAny BFHIEHEEE—MURAYEDO

@Test(expected = UnauthorizedException.class)
public void testCheckPermission () {
login("classpath:shiro—permission.ini", "zhang", "123");
IWr=RERIR: user:create
subject().checkPermission("user:create");
/S IBER: user:delete and user:update

subject().checkPermissions("user:delete", "user:update");
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/BFSIHBERIR: userview LKt HSE
subject().checkPermissions("user:view");
}&nbsp;

BREEMIE R FTSME UnauthorizedException &% .

FEFRREDEES (EXA) BTl T, BRLIEFSRASIEHES, XMAHA—RINE “ &R
MR #BET , BERRFERAANE,; XS AFEHENRBELESBE—TRFIAEN, T2
BRI LN, KE/N . BRELIERITERHMERR, F2EF ‘BR—Re, AR—NR (&K
R RF) 7 ZIERRR.
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Permission

| = RER AR

M “REARRFT: B WREO D7 BIXIBARIRAIE D SEA BT LA TH AR . ERUASIFBECFIR
FRER, 7 RRRFAREEEORIDE; 7 2RSSR, 7 BRESRIRARIE/IEM,
1. BPRIREMBR

subject().checkPermissions("system:user:update");

FFBERIR “system:user” B9 “update” 1R

2. BPRES MR

roled1=system:user:update,system:user:delete

AT U RS T

subject().checkPermissions("system:user:update", "system:user:delete");

FFPRBEEIR “system:user” #9 “update” 1 “delete” MR, N EATLAESHL:

ini BLE (F=rAE4HE system:user EiEAY update #1 delete R )
role42="system:user:update,delete"

EET LB TR H T

subject().checkPermissions("system:user:update,delete");

“

B “system:user:update,delete” IEIE “system:user:update, system:user:delete” Zi&a@AY, B2

[ kB NANBEIL o

3. BN RAREIUR

ini ic&
roleb51="system:user:create,update,delete,view"

AT U RS T

subject().checkPermissions("system:user:create,delete,update:view");



BREBERR “system:user” # “create” . “update” . “delete” 1 “view” FrBERIR, 0 ERJLIES
Ak

ini BB (FRAE 5 B8 system:user BIFFERUR )
roleb52=system:user:*

wELIEER (EF LX) ¢
roleb53=system:user

ARSI TR F BT

subject().checkPermissions("system:user:*");
subject().checkPermissions("system:user");&nbsp;

“

BT “system:user:*” IRIEF “system:user:create,delete,update:view” BJLA, {BERITEKERKIZH .
4. FRERIREEIER

ini ic&

role61=*:view

REBI AN RS HI T

subject().checkPermissions("user:view");

BFBEERE=RER “view” FIBRIR. FZFIRAIRE “"system:userview” , BPAFTE “roleb=:vie
w” XHESAT

5. SERIKBIRIIR
o BATEIEAMIUR
ini Bic&
role71=user:view:1
XIEIR user B 1 SEEIAAE view R .
PAEEIT AN RS HI R
subject().checkPermissions("user:view:1");

© BAPELAIZMR



B IEFHEIN| 33

ini BcE

role72="user:update,delete:1"
IR user B9 1 SLAIEE update. delete IR,
AT AN RS F T

subject().checkPermissions("user:delete,update:1");
subject().checkPermissions("user:update:1", "user:delete:1");&nbsp;

© BABIFTBIIR
ini Bic&
role73=user:*:1
XIEIR user B9 1 SEHHRBFRIBEIIR .
PAEEIT AN RS HI R
subject().checkPermissions("user:update:1", "user:delete:1", "user:view:1");
* FESLAIEAMIUR
ini Bic&
role74=user:auth:*
XIEIE user B9 1 SEHHRBFRIBEIIR .
PAEEIT AN RS HI R
subject().checkPermissions("user:auth:1", "user:auth:2");
* FELBIFBIIR
ini Bic&
role75=user:*:*
XIEIR user B9 1 SEHHRBFRIBEIIR .
PAEEIT AN RS HI R

subject().checkPermissions("user:view:1", "user:auth:2");
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6. Shiro MR FFERERAERD HILLTE

a0 “userview” EMNMTF ¢ userview:* 7 ; M “organization” EMTF “ organization:* " 8iF “ organizatio

nxr 7o BILAUX AR, XSS 7 RISRICEL o

5oMn “ user* ” AJLADLECEN ¢ user:delete 7 . ¢ user:delete " AJLAPLECUO “ user:deleter! 7 . ¢ use
r*1 7 AILALESRN “userview:1” o “user” BILALEE ¢ user:view " 3% ¢ userview:1 7 &, BD * AJLADLAC
FrE, A0 * LA TRIZRICES; B24a0 “ *view ” ABEILEC “ system:userview ” , BEER “ “*vie
w”, BIEETESIEERS (Z1ESMEESD * K0T ) .

7. WildcardPermission
WTFARMHAENEEMNAY:

subject().checkPermission("menu:view:1");
subject().checkPermission(new WildcardPermission("menu:view:1"));&nbsp;

ERA AL ERNEERFFEESE.
8. fERE)R

BECAF LR S L F AR EE LRk EE SN, FEtFERHERNE, ER—REFRIMIRFTERZ, B
LR S EFRIBHEERE, INRXFERERIA R ERIA T LIS AR PR AL RE B P AR ILAC . 55
HPEFIRB IR RIGIEAIREIEE AR AZINER, JEENEIMRNIERE . LIS BIEsqIE g
DN ERURFFFERZ KRB S IRT TR 7 I RIVAC .
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Y 2

® .isPermitted*/hasRaole*
(2)

Security Manager

AN
1. Bt Subject.isPermitted*/hasRole* [, HE2ZIE4S SecurityManager, T SecurityManager
EESZEITLA Authorizer;

2. Authorizer SEIFAIENE, WRBATERL isPermitted( “userview” ), HE%£iBid PermissionR
esolver BFFFEREEHALERAY Permission SLHl;

3. EHTIEINZAEI, EXEMAENA Realm 3kEX Subject 1ERAYIA B/ARA T ILAENRIAE/AUR;

4. Authorizer ¥ Realm FIAE/SIREEFMEANNE, IIREZ21 Realm, £&F1E4 ModularRealm
Authorizer T EIRFIKT, NSRITELN isPermitted*/hasRole* £iR[E] true, HRIR[E] false TSNk
g8

ModularRealmAuthorizer #4572 Realm ILELRIE:

o BESEHENA Realm 2L 7 LH T Authorizer;
o WISESLEN T Authorizer, BRAEERBEMEMNAY isPermitted*/hasRole* O {TILES;

o WIEBE— Realm ILEHRANIRIE] true, BNIR[E false.

AR Realm HITENANE, MiZ4t# AuthorizingRealm, EifRiER:
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o WA hasRole* , MEEFKEL Authorizationinfo.getRoles() SENRIBELVIREIRT; B5cansRiEmRa
isPermitted( “user:view” ), BE5ci@id PermissionResolver S RF T REERBNAY Permission 3&
fl, ERAER WildcardPermissionResolver, BfEAEERFAY WildcardPermission;

» JB1Z AuthorizationInfo.getObjectPermissions() 5%l Permission SLAIES; @id Authorizationinfo.g
etStringPermissions() E3I= & RESFHEIY PermissionResolver f##fr Permission SL; SARE5xHET
BFfAEE, FiEid RolePermissionResolver S AEEIIMNANIRES ( BIARBELH, FTLIECE
) ;

* EEEA Permission.implies(Permission p) B NSENISIRELE:, (IRELEAINLRE] true, &M fal

S€o
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Authorizer. PermissionResolver;RolePermissionResolver

Authorizer RUBRE2HTIEI (IBa)RE] ) , 2 Shiro API hiEZ OO S, EiRHTHENBE/ATRY
WrizO, BiAiES%EHE Javadoc., SecurityManager 4% 7 Authorizer #0, Bi2#T ModularRealmAuth
orizer BB F % Realm BIHIEILES . PermissionResolver BTN R=FFERE) Permission 5L, M Role
PermissionResolver AT RIEA EMATENANIRES .

FANTLUBIZAT ini BeEE X Authorizer LI

authorizer=org.apache.shiro.authz.ModularRealmAuthorizer
securityManager.authorizer=$authorizer&nbsp;

33F ModularRealmAuthorizer, A AuthorizingSecurityManager SE#IAK TR B EHERNAY real
miIgEHZE, HIELIBSERHE setRealms() HiA#HTEE . XWTFEIECH authorizer AJLAZ%E Modul
arRealmAuthorizer SLIIRIE], ELCFAAIRMEREIT o

128 ModularRealmAuthorizer FY permissionResolver, E£BzNg&EFEMNAY Reaim £ ( HSEI T Perm

issionResolverAware ¥01) , #0:

permissionResolver=org.apache.shiro.authz.permission.WildcardPermissionResolver
authorizer.permissionResolver=$permissionResolver&nbsp;

& ModularRealmAuthorizer B rolePermissionResolver, E&B&IgEZIBNA Reaim F (HESLW T R

olePermissionResolverAware 0 ) , #0:

rolePermissionResolver=com.github.zhangkaitao.shiro.chapter3.permission.MyRolePermissionResolver
authorizer.rolePermissionResolver=$rolePermissionResolver&nbsp;

4
1. ini B2& ( shiro—authorizer.ini)

[main]

\#BE Xauthorizer

authorizer=org.apache.shiro.authz.ModularRealmAuthorizer

\#EE M permissionResolver
\#permissionResolver=org.apache.shiro.authz.permission.WildcardPermissionResolver
permissionResolver=com.github.zhangkaitao.shiro.chapter3.permission.BitAndWildPermissionResolver
authorizer.permissionResolver=$permissionResolver

\#EENXrolePermissionResolver
rolePermissionResolver=com.github.zhangkaitao.shiro.chapter3.permission.MyRolePermissionResolver
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authorizer.rolePermissionResolver=$rolePermissionResolver
securityManager.authorizer=$authorizer

\#EE X realm —EZfEsecurityManager.authorizett{E< 5 ( RAEAAsetRealms& & realmsig&s5authorizer, H4ESE TR
realm=com.github.zhangkaitao.shiro.chapter3.realm.MyRealm
securityManager.realms=$realm&nbsp;

& securityManager B9 realms —EZMEI&E, FATER SecurityManager.setRealms At&4& realm
S IREYA authorizer, F AT Realm 188 permissionResolver #1 rolePermissionResolver, 34b, g
A IniSecurityManagerFactory €J#£#J IniRealm, EAE¥IIAAIRAFROSR A SEE G EER9%IIE Permis

sion I&EREANT .
2. EX BitAndWildPermissionResolver X BitPermission
BitPermission FAFLBAE S LAINER, W0FINE

BORFRFRIB: + BREFEES + RMA + 261 ID; LA+ Fkahan@id + 2E; SR 0 FXr=pratiR; 15
12 ( Z#E): 0001) « 21482 ( Z#E: 0010) « 4 fip& ( =#&I: 0100) « 8 &FF (—i#t#l: 1000) ; @0 +u
ser+10 {RITEIR user HBE1EH | EENVIR,

public class BitPermission implements Permission {
private String resourceldentify;
private int permissionBit;
private String instanceld;
public BitPermission(String permissionString) {
String[] array = permissionString.split("\+");
if(array.length > 1) {
resourceldentify = array[1];
}
if(StringUtils.isEmpty(resourceldentify)) {
resourceldentify = "*";
}
if(array.length > 2) {
permissionBit = Integer.valueOf(array[2]);
}
if(array.length > 3) {
instanceld = array[3];
}
if(StringUtils.isEmpty(instanceld)) {
instanceld = "*";

}

@Override

public boolean implies(Permission p) {
if(!(p instanceof BitPermission)) {



return false;

}

BitPermission other = (BitPermission) p;

if(1("*".equals(this.resourceldentify) || this.resourceldentify.equals(other.resourceldentify))) {
return false;

}

if(!(this.permissionBit ==0 || (this.permissionBit & other.permissionBit) != 0)) {
return false;

}

if(1("*".equals(this.instanceld) || this.instanceld.equals(other.instanceld))) {
return false;

}

return true;

}
}&nbsp;

Permission #O2#tT boolean implies(Permission p) 73BT HI¥rN R ITHECAY;

public class BitAndWildPermissionResolver implements PermissionResolver {
@Override
public Permission resolvePermission(String permissionString) {
if(permissionString.startsWith("+")) {
return new BitPermission(permissionString);

}

return new WildcardPermission(permissionString);

}
}&nbsp;

BitAndWildPermissionResolver LI T PermissionResolver ##0, FRENIEFZHFEEH/LL “+7 FFksk
AT R =585 BitPermission 8% WildcardPermission

3. EX MyRolePermissionResolver

RolePermissionResolver BFiRIEAREFFRTETEEINRES

public class MyRolePermissionResolver implements RolePermissionResolver {
@Override
public Collection<Permission> resolvePermissionsInRole(String roleString) {
if("role1".equals(roleString)) {
return Arrays.asList((Permission)new WildcardPermission("menu:*"));

}

return null;

}
}&nbsp;

IHEAbRISEERIE S, WNSRAFHE rolel, BBABIREI—D “ menu* 7 AR,
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#

4. BEX Realm

public class MyRealm extends AuthorizingRealm {

@Override

protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection principals) {
SimpleAuthorizationInfo authorizationInfo = new SimpleAuthorizationlnfo();
authorizationInfo.addRole("role1");
authorizationInfo.addRole("role2");
authorizationInfo.addObjectPermission(new BitPermission("+user1+10"));
authorizationInfo.addObjectPermission(new WildcardPermission("user1:*"));
authorizationinfo.addStringPermission("+user2+10");
authorizationInfo.addStringPermission("user2:*");
return authorizationInfo;

}

@Override

protected Authenticationinfo doGetAuthenticationIinfo(AuthenticationToken token) throws AuthenticationException {
/fF0com.github.zhangkaitao.shiro.chapter2.realm.MyRealm1. getAuthenticationinfofti3—#£, =g

}
}&nbsp;

ILEATERA 148 7% AuthorizingRealm MARSLH Realm #0; #EEZFA AuthorizingRealm, E9: Authentica
tionlnfo doGetAuthenticationinfo(AuthenticationToken token): FIFENEAIGIFEE.,; AuthorizationInf
o doGetAuthorizationInfo(PrincipalCollection principals): FEIERFP BRSNS E . XA T

WM RBRFEZSHIIEN REZIRNE N IIHEEM AR R EUEIEE . XIF Authenticationinfo #1 Authori

zationInfo iI528& H Javadoc kBB EZEOEE,
BINRATTLMER JdbcRealm, EE2MAGRFNT:

1. #1147 sqgl/ shiro—init—data.sql FHEAEXHIEEIE;

2. {#H shiro—jdbc—authorizer.ini BE&E X4, TEIRZE jdbcRealm.permissionsLookupEnabled A true
KABENRES .

HRIAE T B EAREERNIB TN “+usert+10” EEZ INI Be&SE, BMFEH IniRealm =k, EH In
iRealm 1£ new e SETIXLAIR=ME, BUAER T WildcardPermissionResolver 55at, BRItbAt=2
—MRIHNR, WRRAEGER (AMERMRMATE ) AT IR eI LA IIEENX permissionRes

olver RYIaJRR ,
5. MBI

public class AuthorizerTest extends BaseTest {
@Test
public void testlsPermitted() {
login("classpath:shiro—authorizer.ini", "zhang", "123");



FEIF N4

/IFIETRERIR: user:create
Assert.assertTrue(subject().isPermitted("useri:update"));
Assert.assertTrue(subject().isPermitted("user2:update"));
[1EIE ZHFI A RN R
Assert.assertTrue(subject().isPermitted("+user1+2"));//# &R
Assert.assertTrue(subject().isPermitted("+user1+8"));//ZEEIXR
Assert.assertTrue(subject().isPermitted("+user2+10"));/FrE N EE
Assert.assertFalse(subject().isPermitted("+user1+4")):/iZ B MR R
Assert.assertTrue(subject().isPermitted("menu:view"));//i@idMyRolePermissionResolverf#iS2IHI R
}
}&nbsp;

BTN EE B LS BENRIIET « SIMNAAARZIF hasAnyRole/isPermittedAny iXFh S VAER, &
PASEFHHI—R ( B2 shiro ¥ ESCI NOT. AND. OR SURISIE ) #HTESEA ERMIXNER, EiXEXY
EhiBIgES AuthorizingRealm BRIIGIESESLINA .



INI BEc &
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ZRIEDHIEEEME—L INI BeERIN T, WNRARERIZA Spring Z2£A9 oC/DI &F2Ea%1E, Shiro 121
19 INI BBt 2IEE MR, BIILIERRAE— loC/DI e, (EEXIIEFEN—MREITR securityManage
r 75
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IRIIZFR SecurityManager

MZEIK Shiro ZREERTLIESL, Shiro 2RISR SecurityManager HTSHIGIEFIEINA; Hel2EiE
REREERN, XTNRELEZEBETNNARFE—TEIE, EIt Shiro 124t SecurityUtils 1E3&(]
HECHEEH, HEREEREF.

79 Shiro FIZEERE POJO B9, HULLERBZMENED loC SR, (ERF1—MRAY loC FEMXBIETF, Sh
iro MEXISR securityManager FFiaSAn; Shiro SZIFRMKEHEN: public SSMIEEXNRAVBIE . setter {KFH
ENG

1. 45 Java {E85;% ( com.github.zhangkaitao.shiro.chapter4.NonConfigurationCreateTest ) :

DefaultSecurityManager securityManager = new DefaultSecurityManager();

/% &authenticator

ModularRealmAuthenticator authenticator = new ModularRealmAuthenticator();
authenticator.setAuthenticationStrategy(new AtLeastOneSuccessfulStrategy());
securityManager.setAuthenticator(authenticator);

/& &authorizer

ModularRealmAuthorizer authorizer = new ModularRealmAuthorizer();
authorizer.setPermissionResolver(new WildcardPermissionResolver());
securityManager.setAuthorizer(authorizer);

/% ERealm

DruidDataSource ds = new DruidDataSource();
ds.setDriverClassName("com.mysql.jdbc.Driver");
ds.setUrl("jdbc:mysql://localhost:3306/shiro");

ds.setUsername("root");

ds.setPassword(");

JdbcRealm jdbcRealm = new JdbcRealm();

jdbcRealm.setDataSource(ds);
jdbcRealm.setPermissionsLookupEnabled(true);
securityManager.setRealms(Arrays.asList((Realm) jdbcRealm));

/& SecurityManagerZ &%SecurityUtils SE2F(FER
SecurityUtils.setSecurityManager(securityManager);

Subject subject = SecurityUtils.getSubject();

UsernamePasswordToken token = new UsernamePasswordToken("zhang", "123");
subject.login(token);

Assert.assertTrue(subject.isAuthenticated());

2. ZEMHY INI E2& ( shiro—config.ini)

[main]
\#authenticator
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authenticator=org.apache.shiro.authc.pam.ModularRealmAuthenticator
authenticationStrategy=org.apache.shiro.authc.pam.AtLeastOneSuccessfulStrategy
authenticator.authenticationStrategy=$authenticationStrategy

securityManager.authenticator=$authenticator
\#authorizer

authorizer=org.apache.shiro.authz.ModularRealmAuthorizer
permissionResolver=org.apache.shiro.authz.permission.WildcardPermissionResolver

authorizer.permissionResolver=$permissionResolver
securityManager.authorizer=$authorizer

\#trealm
dataSource=com.alibaba.druid.pool.DruidDataSource
dataSource.driverClassName=com.mysql.jdbc.Driver
dataSource.url=jdbc:mysql:/localhost:3306/shiro
dataSource.username=root
\#dataSource.password=
jdbcRealm=org.apache.shiro.realm.jdbc.JdbcRealm
jdbcRealm.dataSource=$dataSource
jdbcRealm.permissionsl.ookupEnabled=true
securityManager.realms=$jdbcRealm&nbsp;

BMfEis3zART loC BRERIANR, W ERCEBRREZIEMRRT:

1. MWRE = 2RERS BEXITER public TSIIIEEEIEITR

2. WRE. BHEE =B BSTEM setter BiXREREE

3. MRE. BHE =% WR3IA BETEA setter TRREWRSIA

3. Java X3 ( com.github.zhangkaitao.shiro.chapter4.ConfigurationCreateTest )

Factory<org.apache.shiro.mgt.SecurityManager> factory =
new IniSecurityManagerFactory("classpath:shiro—config.ini");
org.apache.shiro.mgt.SecurityManager securityManager = factory.getinstance();

/I¥&SecurityManagenZ &% SecurityUtils H1E2SER
SecurityUtils.setSecurityManager(securityManager);
Subject subject = SecurityUtils.getSubject();

UsernamePasswordToken token = new UsernamePasswordToken("zhang", "123");

subject.login(token);
Assert.assertTrue(subject.isAuthenticated());&nbsp;

a0 ESEEEM Shiro INI BeEAIRENVERIAY securityManager S

1. BOABIRELIE—NEFA securityManager, 28! org.apache.shiro.mgt.DefaultSecurityManager

RIZRIARY SecurityManager, SIREBEN, REE

£ ini BBEXERISE  “securityManager=Security

Manager sSEBI2E” BIR], BFWIUA securityManager, EEtRiaadR;
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2. IniSecurityManagerFactory 2¢€l& securityManager (I, EEEZ— ini BB XHIRER, HXiF
“classpath:” (ZKB&2) . “file:” (XHEFRZ) . “url:” (W) =MEEEEX, BMARXHRSE;

3. EEFREN SecuriyManager £, S B2 BIR—RE .

M ERTLAEE Shiro INI BB B XASRME T — 1M EE/Y oC/DI A EEREENHEE, [BE2EM security
Manager X MEXNSRFFIE SN
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ini BEE 21T Java #RY properties ( key=value ) , IR TIE key/value 3ERWEEE, key 2B

HOFEENT, MARBNMCENX . TE INIEBEDX:

[main]

\HEM T 3RS securityManager & EkERHIEC &
securityManager=org.apache.shiro.mgt.DefaultSecurityManager
securityManager.realms=3$jdbcRealm

[users]

e TURF/EBREAENES, BRE=-51, A1, A2
username=password,role1,role?

[roles]

VHER TRERNEZEXENESE, BE=IR1, XR2
rolel=permission,permission2

[urls]

T web, 1R XHweb urlZEAEXMEE, url==EsE[25], =iz
/index.html = anon

/admin/** = authc, roles[admin], perms["permission1"]

[main] %

R TIHRITR securityManager REUREIRTRAIELE .

BIER
securityManager=org.apache.shiro.mgt.DefaultSecurityManager

HigiSss iz public =&19i8s8, BT R EICIEIBERMAISLA) .
HEE(E setter A

dataSource.driverClassName=com.mysgl.jdbc.Driver
jdbcRealm.permissionslL.ookupEnabled=true&nbsp;

< BxAA jdbcRealm.setPermissionsLookupEnabled(true), fIFixXfhESEESE6SEEER,

IS5\ setter iEA

authenticator=org.apache.shiro.authc.pam.ModularRealmAuthenticator
authenticationStrategy=org.apache.shiro.authc.pam.AtLeastOneSuccessfulStrategy

authenticator.authenticationStrategy=%authenticationStrategy
securityManager.authenticator=$authenticator&nbsp;
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£Bnhi@iY securityManager.setAuthenticator(authenticator) ;A5 | FA#KE .

HBRERM setter iEA
securityManager.authenticator.authenticationStrategy=$authenticationStrategy

W FFXMERE S T setter iEA.

byte 48 setter ;EA

\#tbaseb4 byte[]
authenticator.bytes=aGVsbG8=

\#thex byte[]
authenticator.bytes=0x68656c6¢c6f&nbsp;

ANFZE(EA Basebd #H174wI5, taILAER Ox +7iftHl.
Array/Set/List setter ;A

authenticator.array=1,2,3
authenticator.set=$jdbcRealm,$jdbcRealm&nbsp;

Z4ziEEsg ¢, 7 pEl
Map setter ;FA
authenticator.map=$jdbcRealm:$jdbcRealm,1:1,key:abc

B2 map=key: value, key: value, AILGFANEENSIBE, FEMNEHEEEGE (AMFEEZEEAR

=BER ) .
SEBME [ IENIE

realm=Realm1

realm=Realm12
authenticator.bytes=aGVsbG8=
authenticator.bytes=0x68656c6¢c6f&nbsp;

BB ERIBAYEN
MK BENESEEE S shiro—config-main.ini.
[users] &85>

RERFZ / EBRREAE, B ‘AR =0, A1, B22" , AeHsYJaR. U
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[users]
zhang=123,role1,role?
wang=123&nbsp;

FI—RRERERE | INEEFE, BEETNE.

[roles] &B%

EERERNRZERXER, 18X: “Be =8R1, fRE 27 ; :
[roles]

role1=user:create,user:update

role2=*&nbsp;

IMRREALRBYNAMIR, AJLAARE roles, BEFFINIBESEENET .

[urls] &85>

a

BCE url RIBRAYE=EEEZEAIRR, 80 “url = 28

i

(28], £EER 28], W

I

[urls]
/admin/** = authc, roles[admin], perms["permission1"]&nbsp;

BN web H#XET .






TS NEERFMEETR L, NZINE / ERERRETFME, MASFEENERE. il Zaia9 600w csdn kSt
XA EIREEMRAIRK, EILNINE / ERA T EREES .
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Shiro 12T baseb4 #1 16 HHI=F B4R / FRAE3RY AP 235, H{E—L9RmBRBERIE. Shiro REBHI—LEEEE
BTN | =EMERE T base64 #1116 HHI=&FE,

String str = "hello";

String base64Encoded = Base64.encodeToString(str.getBytes());
String str2 = Base64.decodeToString(base64Encoded);
Assert.assertEquals(str, str2);&nbsp;

BT EAaILAUR T baseb4 4R / fRiDIR{E, BZ APIE2%EH Javadoc,

String str = "hello";

String base64Encoded = Hex.encodeToString(str.getBytes());
String str2 = new String(Hex.decode(baseb4Encoded.getBytes()));
Assert.assertEquals(str, str2);&nbsp;

‘BT EA R RTLART 16 = RdmeD / fRIRIRIE, BE API &% H Javadoc.,

BE— AR EARIRNZE CodecSupport, 127 toBytes(str,"utf-8") / toString(bytes,"utf-8") AAF7E by
te 48 /String Z[@J%&#k
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EYRE—RBTENIENREEE, B ATENGEL, —RESTFHEBZEEE, ERNEGIEE
g0 MD5. SHA %, —REH TSI RIFIRM— salt (&) , HWNIZEERS “admin” , FERBEHER ¢

1232f297a57aba743894a0e4a801fc3” , AILAZI—LE mdb BEMIGRE ZRIBITHSNESEIER “admi

n” , BIUNREENEGETEI A RZEBRER S, BTN —EREREIENTHEE, WRFE
D (BPEL) 5 XAFEPIRONRE “EBE + BFPE +ID7 , XFAERATES BN R SEERRAR .

String str = "hello";
String salt = 123"
String md5 = new Md5Hash(str, salt).toString();/A&rT LA toBase64()/toHex()&nbsp;

WMEBEEEE “123” MD5 &3 “hello” . SHMFIRTAERTLISERZIAEL, a0 2 k&% x: md5(md5(st
rN): “new MdbHash(str, salt, 2).toString()” -

String str = "hello";
String salt = 123"
String shal = new Sha256Hash(str, salt).toString();&nbsp;

{EF SHA256 EiXERMBNAYESIEIE, HINEBI SHAT. SHAS2 Fi%.
Shiro 2 7B ABRIEG S :

String str = "hello";

String salt = 123"

[IRERERAMessageDigest

String simpleHash = new SimpleHash("SHA-1", str, salt).toString();&nbsp;

EITER SimpleHash IHEERGIE L, HASMFERT Java B9 MessageDigest L,
R THEFER, Shiro 127 HashService, BHARM T DefaultHashService LI,

DefaultHashService hashService = new DefaultHashService(); //BRAEEZSHA-512

hashService.setHashAlgorithmName("SHA-512");

hashService.setPrivateSalt(new SimpleByteSource("123")); //#Atk, BRAT

hashService.setGeneratePublicSalt(true);//2BEmM AL, Bhilfalse

hashService.setRandomNumberGenerator(new SecureRandomNumberGenerator());//BFER AT . BOAFHX D

hashService.setHashlterations(1); /4 Hash{ERECIREL

HashRequest request = new HashRequest.Builder()
.setAlgorithmName("MD5").setSource(ByteSource.Util.bytes("hello"))
.setSalt(ByteSource.Util.bytes("123")).setlterations(2).build();

String hex = hashService.computeHash(request).toHex();&nbsp;
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1. B%eliE— DefaultHashService, BIAFER SHA-512 &;

2. LU@iT hashAlgorithmName B ESREx;

3. BILUEE privateSalt IRE— AR, HEESGIINENSAPEANNLERBREE—1 R
4. AJLAEId generatePublicSalt BHERFIRBENRRENER FREEMRAE;

5. BILUZE randomNumberGenerator BB FER AR ;

6. HJLARE hashlterations BHEFRIESENAINZIERIREL;

7. FEME— HashRequest, EAEE. #iE. /& EXE.

SecureRandomNumberGenerator BBF4Ep— 1 BENEL:

SecureRandomNumberGenerator randomNumberGenerator =
new SecureRandomNumberGenerator();

randomNumberGenerator.setSeed("123".getBytes());

String hex = randomNumberGenerator.nextBytes().toHex();&nbsp;
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Shiro IREXIFRICINE / MBEZEIERISZHRF, 21 AES. Blowfish &; SR BRENIIEITRING / BEE LS
£, RRIRAATRER M

AES &ESLIR:

AesCipherService aesCipherService = new AesCipherService();
aesCipherService.setKeySize(128); /& &keyKE

/1% Rkey

Key key = aesCipherService.generateNewKey();

String text = "hello";

/1IN

String encrptText =

aesCipherService.encrypt(text.getBytes(), key.getEncoded()).toHex();
V)2

String text?2 =

new String(aesCipherService.decrypt(Hex.decode(encrptText), key.getEncoded()).getBytes());
Assert.assertEquals(text, text?2);&nbsp;

BZEXESE M com.github.zhangkaitao.shiro.chapterb.hash.CodecAndCryptoTest,.
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PasswordService/CredentialsMatcher

Shiro 12t T PasswordService }. CredentialsMatcher FBFHEENIZRZ18 K 1P IBRS -

public interface PasswordService {
I NBEB X ZRB 5 R X ZHS
String encryptPassword(Object plaintextPassword) throws lllegalArgumentException;

}

public interface CredentialsMatcher {

//ISEE R P HINRItokenRYEIE (FRINZ ) SESGHRHAIEIE (2= )

boolean doCredentialsMatch(AuthenticationToken token, Authenticationinfo info);
}&nbsp;

Shiro BHMEMH T PasswordService LI DefaultPasswordService; CredentialsMatcher 3£ Passwor
dMatcher & HashedCredentialsMatcher ( Ei&X ) .

DefaultPasswordService &t & PasswordMatcher SLH & EAIZEINE SRS
1. X Realm ( com.github.zhangkaitao.shiro.chapter5.hash.realm.MyRealm )

public class MyRealm extends AuthorizingRealm {
private PasswordService passwordService;
public void setPasswordService(PasswordService passwordService) {
this.passwordService = passwordService;
}
/& doGetAuthorizationlnfo, BRSNS
@Override
protected Authenticationinfo doGetAuthenticationIinfo(AuthenticationToken token) throws AuthenticationException {
return new SimpleAuthenticationinfo(
"wu", passwordService.encryptPassword("123"),
getName());
}
}&nbsp;

NTHEE, BEEN— passwordService RIIEZER, LPrMERAITEETT Service Ef#MA passwordServic
e INEEBHEREIRRE .

2. ini B2& ( shiro—passwordservice.ini )
[main]

passwordService=org.apache.shiro.authc.credential. DefaultPasswordService
hashService=org.apache.shiro.crypto.hash.DefaultHashService
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passwordService.hashService=$hashService
hashFormat=org.apache.shiro.crypto.hash.format.Shiro1CryptFormat
passwordService.hashFormat=$hashFormat
hashFormatFactory=org.apache.shiro.crypto.hash.format.DefaultHashFormatFactory
passwordService.hashFormatFactory=$hashFormatFactory
passwordMatcher=org.apache.shiro.authc.credential.PasswordMatcher
passwordMatcher.passwordService=$passwordService
myRealm=com.github.zhangkaitao.shiro.chapter5.hash.realm.MyRealm
myRealm.passwordService=$passwordService
myRealm.credentialsMatcher=$passwordMatcher
securityManager.realms=$myRealm&nbsp;

« passwordService {#F8 DefaultPasswordService, INREVHEHLRLIEEN;
» hashService X & ZFEHERI HashService, EOAFER DefaultHashService ( 2AIA SHA-256 &
%) ;

* hashFormat FFXIEGIHAYEHTERNNE, BRAER Shiro1CryptFormat, S4MEMT Base64Format
1 HexFormat, XFA salt BIZREIEEE ML ParsableHashFormat 2AG1E salt i 8RB IE;

* hashFormatFactory B FRIBEZESRIBZIRIZREF] salt; RWNRERI SHA &%, BBASER—
A salt, It salt EEFREFRIEYIEHNEFLEZ ESENNZBLLRETER; BRAER DefaultHashForm

atFactory;
* passwordMatcher & PasswordMatcher, E2— CredentialsMatcher sLI{;

¥ credentialsMatcher l#{E% myRealm, myRealm [8#Z4%/% T AuthenticatingRealm, EfEER get
Authenticationinfo 757E3REXE!I Authenticationinfo (58f5, &f#H credentialsMatcher RIEIEEIRES

UCHS, ANSRARILESEHE IncorrectCredentialsException &% .
3. MitAHiEZS®E com.github.zhangkaitao.shiro.chapter5.hash.PasswordTest.

BT LUASERLE shiro-jdbc—passwordservice.ini, 1&#7T JdbcRealm BRI, MidensscAA sql/s
hiro—init—data.sql ¥J3aHBEFEIE.

WM EBRRIRER: salt (REEEPIES; BN ZBEIRREIRE
HashedCredentialsMatcher SCIIZRE3GFARSS

Shiro 12T CredentialsMatcher RIEIZILIN HashedCredentialsMatcher, #F12Z Bl PasswordMatcher
AEMNE, eREFEEWIE, BRLURHBECE, MASMEIERLE, BEMZEETIENELEESD
5, RAsRMtECHIE.

1. ERERERIHE

ILEALEAIER MD5 &%,  “Z83 + & (FFS + BN 7 RS ERESIE:
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String algorithmName = "md>5";

String username = "liu";

String password = "123";

String salt1 = username;

String salt2 = new SecureRandomNumberGenerator().nextBytes().toHex();

int hashlterations = 2;

SimpleHash hash = new SimpleHash(algorithmName, password, salt1 + salt2, hashlterations);
String encodedPassword = hash.toHex();&nbsp;

MRESHAER, EEAHIEHF / EBTEERI EEXREED, BEMNERE salt2 EAEUERE (
REAIREIIEEE : md5(Md5(ZRE +username+salt?)) )

2. &k Realm ( com.github.zhangkaitao.shiro.chapter5.hash.realm.MyRealm?2 )

protected Authenticationinfo doGetAuthenticationInfo(AuthenticationToken token) throws AuthenticationException {
String username = "liu"; /A& Ksalt1
String password = "202ch962ac59075b964b07152d234b70"; /1N /ERIZH3
String salt2 = "202ch962ac59075b964b07152d234b70";
SimpleAuthenticationinfo ai =
new SimpleAuthenticationInfo(username, password, getName());
ai.setCredentialsSalt(ByteSource.Util.bytes(username+salt?)); //E2 2R Z +HEy1%
return ai;
}&nbsp;

IEAb s 2R 1 A4 B ROTEREIRLEZE ) SimpleAuthenticationinfo, &@iT SimpleAuthenticationinfo #J cr

edentialsSalt i&&zh, HashedCredentialsMatcher £BEmHRBIXMER

WNREA JdbcRealm, EEEXEAEAFEE (818 ) B9 sql:  “select password, password_salt from us
ers where username = ?” , MAIAELE A username+password_salt £Ba%, FRLAFZEZ@BIUT ini &

& ( shiro-jdbc-hashedCredentialsMatcher.ini ) & :

jdbcRealm.saltStyle=COLUMN
jdbcRealm.authenticationQuery=select password, concat(username,password_salt) from users where username = ?
jdbcRealm.credentialsMatcher=$credentialsMatcher&nbsp;

o saltStyle FRERZRD + EhAIHLE], authenticationQuery 5£—7I 2583, $E_FI21h;

« 1817 authenticationQuery 15 EZE & EEIE SQL;

IAMAEEE Shiro BRIAER T apache commons BeanUtils, ZRHAZRHTT Enum ZEBUEEA, HATEEH
CIiEM— Enum 3388 “BeanUtilsBean.getinstance().getConvertUtils().register(new EnumConvert

er(), JdbcRealm.SaltStyle.class);” BifiEE2ExRH] “com.github.zhangkaitao.shiro.chapterb.hash.Pa

sswordTest” AR,
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BT LUASERLE shiro-jdbc—passwordservice.ini, &7 JdbcRealm BRI, MidensscAA sql/s
hiro—init—data.sql #JaC R EIE .

3. ini it& ( shiro—hashedCredentialsMatcher.ini )

[main]

credentialsMatcher=org.apache.shiro.authc.credential. HashedCredentialsMatcher
credentialsMatcher.hashAlgorithmName=md5
credentialsMatcher.hashlterations=2
credentialsMatcher.storedCredentialsHexEncoded=true
myRealm=com.github.zhangkaitao.shiro.chapter5.hash.realm.MyRealm2
myRealm.credentialsMatcher=$credentialsMatcher
securityManager.realms=$myRealm&nbsp;

 18iZ credentialsMatcher.hashAlgorithmName=md5 I8E&FI &£ md5, FEFEMZIEITAI—E;
* credentialsMatcher.hashlterations=2, BZIEIRE, FEFERZRBIIAIEN;

« credentialsMatcher.storedCredentialsHexEncoded=true &= REBFEEZIEHNZEN 16 #5F, =
FIERZEBATE—E, BHAR basebs;

IHAMREEFERIFLE HashedCredentialsMatcher BIEAZEEZF L RZBINNEEZ—# . 5% HashedCred
entialsMatcher £BzM#EIE Authenticationinfo FIZEEIZ B2 SaltedAuthenticationInfo 33XEX credentials

Salt &,
4. MiLAAES%E com.github.zhangkaitao.shiro.chapter5.hash.PasswordTest,
FREIXERS

WE 1 NN RZRRESEI 50X, NRSIFHREGEIT 5 XFEHE 1 /8T, 1 /\ETEXER, NEEEER
S, ATLASEEIN 15k, LULLSEHE, BRLEERIEDIRRRE . HI@id4%% HashedCredentialsMatcher, Bf&E
H Ehcache icEEiAHF0FBATATE]

com.github.zhangkaitao.shiro.chapter5.hash.credentials.RetryLimitHashedCredentialsMatcher:

public boolean doCredentialsMatch(AuthenticationToken token, AuthenticationInfo info) {

String username = (String)token.getPrincipal();

/Iretry count +1

Element element = passwordRetryCache.get(username);

if(element == null) {
element = new Element(username , new Atomiclnteger(0));
passwordRetryCache.put(element);

}

Atomiclnteger retryCount = (AtomicInteger)element.getObjectValue();

if(retryCount.incrementAndGet() > 5) {
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/fif retry count > 5 throw
throw new ExcessiveAttemptsException();

}

boolean matches = super.doCredentialsMatch(token, info);
if(matches) {

/[clear retry count
passwordRetryCache.remove(username);

}

return matches;
}&nbsp;

W DB tELv S, BIANER BN IERSIR cache FHIIER; BN cache PRUEIRE +1, WERBE 5
REANERERRBEHEIRXE T .
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Realm

[ Realm ] B [ Authorizer ] 39 EELIFMANEIL Realm T, EFREXRE— T —RESLIMETH Realm 1
(G

1. BN KER

A e s R

BIFF - AEZEREXNEXER, A - RZERSMEXE; BRFMINIRZBEIREETXER;, TRA
SRIGIERT B ABRIGIE, AEREMIRES, BIFMBNERAe,; HLPPRMIZMNEIEIR (158, URL. I
HEZH. Java B5ix% ) 1, BIOZENRFRISEFMEEIRRELAF, (ERERIATERN, BRI —MUR
%=, [ZEw6l] BoEMRTENERSEN.

FAFLAERE: RS (id). AFPE (username). %43 (password). b (salt). 2EHE (locked); EEMER
FHERPER, HLRFFEA Enum FREE, JULHESRNBFREIH. AeXAeiE: « %S (
d). AEIMRRT (role) . A (description) . &AM (available ) ; EFAEIMITHETERERFIHTER
XAEEHIT, BARTUEHEEREETN. EEURRSAELURIREHNE. MIRTAEIE: &S (|

d) . IRMRR (permission) . & (description) « 2&8A (available ) ; & XA EUFEE

BINEBRPMRREN: BF - ALK (AFRRS. AeERS, BASGAHESER) ; AE - NRTE (Ae
wS. NWRwsS, BEEEGREGER) .

sql BELMBESERABHAY sgl\shiro.sql #0 com.github.zhangkaitao.shiro.chapter6.entity 3FRAISLAK
2. MEES

NTHEEURERIE, AT “org.springframework: spring—jdbc: 4.0.0.RELEASE” #&kifi, BSARE sprin
g4 RARY, BfEA_EF spring3 TX 5!, EMEFHIESERIBAY pom.xml,

3. X Service & Dao
RNTEBAOBRM, JILIARAIIHEE, EMbAYnTLAE SsCHBIAT .

PermissionService



public interface PermissionService {
public Permission createPermission(Permission permission);
public void deletePermission(Long permissionld);

SCIREZRRICIE / MIBREIR o

RoleService

public interface RoleService {

public Role createRole(Role role);

public void deleteRole(Long roleld);

IEINAE-RZ EXER

public void correlationPermissions(Long roleld, Long... permissionlds);
IR RE- R ZEIXR

public void uncorrelationPermissions(Long roleld, Long... permissionlds);//
}&nbsp;

HXFF PermissionService 27 KB | #iRKEXBE - NIRINEE,

UserService

public interface UserService {

public User createUser(User user); //8IZEKF

public void changePassword(Long userld, String newPassword);/&4 %55
public void correlationRoles(Long userld, Long... rolelds); /iFIIBR-BexER
public void uncorrelationRoles(Long userld, Long... rolelds);// ¥R -AEXER
public User findByUsername(String username);// t{RiEFPEZ&EH AR

public Set<String> findRoles(String username);// {RIEAFRZEXEAE

public Set<String> findPermissions(String username); //A{RIEFARZEHEIR
}&nbsp;

% 6 & Realm REXXIR
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IEAMER findByUsername. findRoles & findPermissions RE#H AP Z3TNAKS . BERIREE. 2

59 Realm BA{ERXLTSAREHAXER .

UserServicelmpl

public User createUser(User user) {
[INZ=2Z45
passwordHelper.encryptPassword(user);
return userDao.createUser(user);

public void changePassword(Long userld, String newPassword) {
User user =userDao.findOne(userld);
user.setPassword(newPassword);
passwordHelper.encryptPassword(user);
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userDao.updateUser(user);
}&nbsp;

TECUERMK P RS U RE AT B R B A I IBIREERFELS PasswordHelper .
PasswordHelper

public class PasswordHelper {
private RandomNumberGenerator randomNumberGenerator =
new SecureRandomNumberGenerator();
private String algorithmName = "md5";
private final int hashlterations = 2;
public void encryptPassword(User user) {
user.setSalt(randomNumberGenerator.nextBytes().toHex());
String newPassword = new SimpleHash(
algorithmName,
user.getPassword(),
ByteSource.Util.bytes(user.getCredentialsSalt()),
hashlterations).toHex();
user.setPassword(newPassword);
}
}&nbsp;

ZJaHI CredentialsMatcher STEZ2F0ULAMNZRIE X —4E . user.getCredentialsSalt() ##Bh75%1&[E] usernam

e+salt,

AT HaERE, XF DAO/Service B9#EORIH, BEfEE&EEiBcom.github.zhangkaitao.shiro.chapter

6. BIMNES%E Service ERIMIEAHI com.github.zhangkaitao.shiro.chapter6.service.ServiceTest,
4, X Realm

RetryLimitHashedCredentialsMatcher
MBERAE—E, FEFASIRBT, B2EIRS com.github.zhangkaitao.shiro.chapter6.credentials.R
etryLimitHashedCredentialsMatcher,

UserRealm
BIMESE Service BRIMIASI com.github.zhangkaitao.shiro.chapter6.service.ServiceTest.

public class UserRealm extends AuthorizingRealm {
private UserService userService = new UserServicelmpl();
protected Authorizationlnfo doGetAuthorizationInfo(PrincipalCollection principals) {
String username = (String)principals.getPrimaryPrincipal();
SimpleAuthorizationInfo authorizationInfo = new SimpleAuthorizationinfo();
authorizationInfo.setRoles(userService.findRoles(username));
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authorizationInfo.setStringPermissions(userService.findPermissions(username));
return authorizationlnfo;

}
protected Authenticationinfo doGetAuthenticationIinfo(AuthenticationToken token) throws AuthenticationException {
String username = (String)token.getPrincipal();
User user = userService.findByUsername(username);
if(luser == null) {
throw new UnknownAccountException();//;Z#2IkS

}
if(Boolean. TRUE.equals(user.getLocked())) {
throw new LockedAccountException(); //kSHtiE

}
/132¢5AuthenticatingRealm{&EACredentialsMatcher# 72 A8 ILE, ANRTEEARNANFAI LT HIFEE E XL
SimpleAuthenticationinfo authenticationinfo = new SimpleAuthenticationinfo(
user.getUsername(), /A&
user.getPassword(), /243
ByteSource.Util.bytes(user.getCredentialsSalt()),//salt=username+salt
getName() //realm name
);
return authenticationInfo;

}
}&nbsp;

1. UserRealm 222 AuthorizingRealm $3£B Subject BX SR ML FRSHIGIESE (doGetAuth

enticationinfo ) EIEE. ( doGetAuthorizationInfo ) ;

2. doGetAuthenticationInfo SREXSHINEEXER: BEERBENNABFZIRE User (58, ABMR user
HE, BRAMHREEIKSRE UnknownAccountException; a1 user #EMEHIE THIHSIERE Locked
AccountException; SRE4ERE AuthenticationInfo {58, 3ZZ818)1#R% AuthenticatingRealm &M Credenti
alsMatcher TSR A LE, WRALEENEEBEIREE IncorrectCredentialsException; 4k
NRFREEIRIG XS B EBE SIS E ExcessiveAttemptsException; #E£HZE SimpleAuthenticatio
ninfo E2AY, FEEN: BHER (AFE) . &F (BXEB) . # (username+salt) , CredentialsMat
cher {EFEINZEAE NAIBASZERBFILLALAYZE SCZ RS TILEL

3. doGetAuthorizationInfo SKEUZAUSE: PrincipalCollection 2—1MNSHES, EARMIWMER— Real
m, FrLAEEEA getPrimaryPrincipal 1S2IZBIEANRIBFRZRIA; AERIEAFAIER UserService #O3k
BBeRNRER.

5. MhtABY

ATHERE, B2ENWEAG com.github.zhangkaitao.shiro.chapterb.realm.UserRealmTest, &
T BRE. AFPSEIR. FEER. BRBHENAH. 8/ 8E/E. B/ 8ERIRM .
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AuthenticationToken

I AuthenticationT oken

—

I RememberMehuthenticationTolten

I HozthuthenticationToken

C UsernamePazswordlolen

AuthenticationToken FBFWERFIRZNSM (WMBFE ) RERE (%68 )

public interface AuthenticationToken extends Serializable {
Obiject getPrincipal(); /5%
Object getCredentials(); /£

}&nbsp;

¥ E#EO RememberMeAuthenticationToken: 12#tT “boolean isRememberMe()” I “icfFF” A9
88, ¥ EREOR HostAuthenticationToken: 2t “String getHost()” HEBRTFIREVER “FH" 89IH

o
BE o

Shiro 2t T —1NEiE=Z3£AR UsernamePasswordToken, FATFLIMARFE / %18 Token H, B4MECIR
T RememberMeAuthenticationToken #1 HostAuthenticationToken, BILASEINCAFE R EHIGIERIS I .
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AuthenticationInfo

I puthenticationInfe

—— ! |

I Aecount L MergablefuthenticationInto I Sal tediuthenticationdnfo
A A i 3 A
[ [ o [
B o o pamam] g ————— o ol P
i i ] i [
1 i ] i [ )
C) Simpledcesunt ) SimpleduthenticationInfo

Authenticationinfo B MER:

1. @1 Realm 2 AuthenticatingRealm F2&, M4EHLE AuthenticatingRealm MERERRY CredentialsM
atcher #H{TERIGIE; (WMREEHRERCRFETHCH Realm FESLIIGIE ) ;

2. IRfft£R SecurityManager K8lg# Subject (1B HEER ) ;

MergableAuthenticationinfo BFR#t7EZ Realm BI&F Authenticationinfo B9ZH&E, FESF Principa
I, WNREZEAAYAN credentialsSalt, £REBHEEEERHILAY.

Eban HashedCredentialsMatcher, #EIGIFRTSFIET Authenticationinfo &2 SaltedAuthenticationinfo
?K, ;Eztﬂy:tl\ ; IsYe)

Account HBEFHA1ZBIRY User, SimpleAccount 2E—3LH; 7E IniRealm. PropertiesRealm iX#fEs
SEERIKSEERASTER, XL Realm EIE4 /& T SimpleAccountRealm, M SimpleAccountRealm 12
T HEERY AP| KahZS4ER SimpleAccount; BIETLUBITIXLE AP| SEahZS M2 E SimpleAccount; mhizSiE
HERE / NRES . RMIRENIKSA2555Z, JLUERXMEI, BAiES%E SimpleAccountRealm J

avadoc,.

Hith#5 5% —A%iR([E] SimpleAuthenticationInfo BIE] .
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PrincipalCollection

I Serializable I Tterable

o

I PrincipalCollection

ot

I MutableFrincipalCollection

A A

I PrincipalMap

C SimplePrinecipalCollection

C SimplePrincipalMap |

EAFEAIRILAZE Shiro FESEEZ S Realm, FrLIREMEEAREHBZ1; EILLERM T PrincipalCollecti
on AFRAXLEFMHER

public interface PrincipalCollection extends Iterable, Serializable {
Object getPrimaryPrincipal(); /{58 EE/IS %
<T> T oneByType(Class<T> type); /1EIRE 5 £RSRENE—1
<T> Collection<T> by Type(Class<T> type); //{RIES {p ZRIFREN—2H
List asList(); //#&#a AL ist
Set asSet(); /£ Set
Collection fromRealm(String realmName); //iR#ERealm&=3xEX
Set<String> getRealmNames(); /FREXPFBE B IIEEIAIReamZ =
boolean isEmpty(); /¥l 25 Hz

}&nbsp;

E79 PrincipalCollection B& 7T £, REETERR getPrimaryPrincipal, $1ERIRE— Principal 38
L BEFREIEIA, WNEREBEZA Principal, MIREIE— (EAREMER Map &, FrLATLUASRIREIEFE—
1) ; oneByType / byType {RIFEIRAVZEELREIFERAY Principal; fromRealm R Realm &= (&4 Prin
cipal #85— Realm xB% ) JREVBERAY Principal.

MutablePrincipalCollection 2—18JZFRY PrincipalCollection &0, B TIN5k
public interface MutablePrincipalCollection extends PrincipalCollection {

void add(Object principal, String realmName); //iZINRealm—Principal#y<ks
void addAll(Collection principals, String realmName); //iFI1—2BRealm—Principali9><Ek
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void addAll(PrincipalCollection principals);//iziAPrincipalCollection
void clear();//i&%
}&nbsp;

Baj Shiro RIgHT—NsLI SimplePrincipalCollection, X282 8iRY AuthenticationStrategy LU, B
FEZ Realm FFIMEEHBESMN, TEASHIF (45T AbstractAuthenticationStrategy ) afterAtte
mpt FiEE##T Authenticationinfo ( 2T MergableAuthenticationInfo ) B9 merge, bl SimpleAuthen

ticationinfo £&F 2 Principal 33— PrincipalCollection

S3F PrincipalMap 2 Shiro 1.2 Fp— L&, EREA, BRI EH Javadoc, & NREIRGIKRE

& PrincipalCollection.
1. #EE =" Realm

MyRealm1

public class MyRealm1 implements Realm {
@Override
public String getName() {
return "a"; //realm name A “a”
}
/IE&supportsFik, ERiEIIRD
@Override
public Authenticationinfo getAuthenticationInfo(AuthenticationToken token) throws AuthenticationException {
return new SimpleAuthenticationinfo(
"zhang", /IBp FRrERZEE
"23", /[ER
getName() //Realm Name

MyRealm?2
1 MyRealm1 5e2—#, R2 Realm &=/ b,

MyRealm3

public class MyRealm3 implements Realm {
@Override
public String getName() {
return "c"; //realm name 3 “c”
}
/IE&supportsFik, ERiEIIRD
@Override
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public Authenticationinfo getAuthenticationInfo(AuthenticationToken token) throws AuthenticationException {
User user = new User("zhang", "23");
return new SimpleAuthenticationinfo(
user, /IS5 UserzsE!
"23", /[ERE
getName() //Realm Name
);
}
}&nbsp;

0 MyRealm1 @&, {BiR[EAY Principal & User 2584,

2. ini B2& ( shiro—multirealm.ini )
[main]
realm1=com.github.zhangkaitao.shiro.chapter6.realm.MyRealm1
realm2=com.github.zhangkaitao.shiro.chapter6.realm.MyRealm2

realm3=com.github.zhangkaitao.shiro.chaptert.realm.MyRealm3
securityManager.realms=$realm1,$realm2,$realm3&nbsp;

3. MWEEAB ( com.github.zhangkaitao.shiro.chapter6.realm.PrincialCollectionTest )
E I Realm FRigsBHITEM R ERIE, FRLMEETEMIIEESZEMINA, &S5RG!
Object primaryPrincipall = subject.getPrincipal();

PrincipalCollection princialCollection = subject.getPrincipals();

Object primaryPrincipal2 = princialCollection.getPrimaryPrincipal(); &nbsp;

AT LAEESER subject.getPrincipal 388X PrimaryPrincipal ( BIFMBRIZE— ) ; & @Y getPrincipals
$%BY PrincipalCollection; ARiEITE getPrimaryPrincipal $£BX PrimaryPrincipal.

Set<String> realmNames = princialCollection.getRealmNames();
SRENFTBE B IIIERIIA Realm &=,
Set<Object> principals = princialCollection.asSet(); //asList #1 asSet RIZEER—+F
BENEEHEA Set/list, BIELHEN List, tBE5HHE)I Set BFRMAY.
Collection<User> users = princialCollection.fromRealm("c");

IRYE Realm B ENE1n, FN Realm BFAILEE, FRLAFEES MBI, BN Ream EFZREFAEEE,
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AuthorizationInfo

I puthorizationInfe

=an=

I hecount | C SimplehuthorizationInfo

A

C Simpleheccount |

AuthorizationInfo BFER&EIUSEH:

public interface Authorizationinfo extends Serializable {
Collection<String> getRoles(); /AXEN B EFHFREE
Collection<String> getStringPermissions(); /AREUN R =T B 5 2
Collection<Permission> getObjectPermissions(); /3XEXPermission3 K= E.
}&nbsp;

HBAMER AuthorizingRealm BY, WIRSHIIERDD, TEHITIRANAIHEIL doGetAuthorizationInfo 75iE3k
BAE / SREERTIENERIE.

Shiro £ 7 —NsLI SimpleAuthorizationlnfo, AZ#EHEERIXEIR] .

33F Account & SimpleAccount, ZHIHI [ 6.3 AuthenticationInfo ] EENEZ T, BT SimpleAccountR
ealm F2£, LUNSHE [ IREFHY.
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Subject

L) Subject |
|
i
1

C DelegatingSubject |

Subject & Shiro BIZION %R, EXRFFESMIIE. EXERREE Subject 5Tk .
1. BIPEE3REN

Object getPrincipal(); //Primary Principal
PrincipalCollection getPrincipals(); // PrincipalCollection&nbsp;

2. Bp¥E

void login(AuthenticationToken token) throws AuthenticationException;
boolean isAuthenticated();
boolean isRemembered();

BT login R, WNRERLMISHEHELNAY AuthenticationException, YIERZEZREINER isAuthenticated
FEIR[E] true, BIBREEBMNINIE; W isRemembered iR[E] true, FREBTICERINEEZNMAZE
FB login 15i£&2H9, isAuthenticated/isRemembered 2ERFHI, BIIIREAH—NERE] true, B—MNR(E fal

ses
3. AEEIIGIE

boolean hasRole(String roleldentifier);

boolean[] hasRoles(List<String> roleldentifiers);

boolean hasAllRoles(Collection<String> roleldentifiers);

void checkRole(String roleldentifier) throws AuthorizationException;

void checkRoles(Collection<String> roleldentifiers) throws AuthorizationException;
void checkRoles(String... roleldentifiers) throws AuthorizationException;&nbsp;

hasRole * #{7REIIE, KWiIEEIRE] true/false; M checkRole * IIFLMATHIL AuthorizationException

E,PJ-H
Frbo

4. BURESESIE
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boolean isPermitted(String permission);

boolean isPermitted(Permission permission);

boolean(] isPermitted(String... permissions);

boolean(] isPermitted(List<Permission> permissions);

boolean isPermittedAll(String... permissions);

boolean isPermittedAll(Collection<Permission> permissions);

void checkPermission(String permission) throws AuthorizationException;

void checkPermission(Permission permission) throws AuthorizationException;

void checkPermissions(String... permissions) throws AuthorizationException;

void checkPermissions(Collection<Permission> permissions) throws AuthorizationException;

isPermitted * #H/TRPRIGIE, IIE/EIRE] true/false; M checkPermission * ISIFLMAT ML AuthorizationE
xception.
5. &1&

Session getSession(); /B FgetSession(true)
Session getSession(boolean create); &nbsp;

EF Web FHSIE . NREFRHIIMBEITETL 7T2IE, EEJLUFER getSession 3XEY; 1R create=fals
e MIREBEEIHIERE null, M create=true INKRESIFLEHICIE—.

6. B
void logout();
7. RunAs

void runAs(PrincipalCollection principals) throws NullPointerException, lllegalStateException;
boolean isRunAs();

PrincipalCollection getPreviousPrincipals();

PrincipalCollection releaseRunAs();&nbsp;

RunAs BISEEL “ i A g8 B B Tiaia” ; @EiEA subject.runAs(b) #1715i8); 1#EER subjec
t.getPrincipals ¥53XEXE B f9845; IATAR isRunAs ¥i&[E true; M a BISHFEEIEIT subject. getPrevi
ousPrincipals ¥XBY; WERAFEE RunAs TIEH subject. releaseRunAs BIF],

8. BEiE

<V>V execute(Callable<V> callable) throws ExecutionException;
void execute(Runnable runnable);

<V> Callable<V/> associateWith(Callable<V> callable);

Runnable associateWith(Runnable runnable);&nbsp;
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SCHZFZ 2 [BIRY Subject 154, E8 Subject REAZHERY; FUESLENTHREESERINBRAVZETE Z 583K
EVRIFERZAY Subject. FREEAIINEFZIET execute(runnable/callable 3241) E#5EA; =& i®Y associat
eWith(runnable/callable L) 82— 1MEEEERISLAI; SIEERED: 1. IEABIZFZERY Subject 48Ed

x; 2. EEENTEREBENER .

Subject BEASSLIMBMAISHINIE / 0848, MmEid DelegatingSubject Z£3E45 SecurityManager 52
oW; RALAIEARS Subject 2—NEI .

XIF Subject AUEE—AG S HER(IECIEE;, —AREID SecurityUtils.getSubject() 3XEX:

public static Subject getSubject() {
Subject subject = ThreadContext.getSubject();
if (subject == null) {
subject = (new Subject.Builder()).buildSubject();
ThreadContext.bind(subject);
}

return subject;
}&nbsp;

BIEEEEHKIERRYIE T Subject, MR KB EIT Subject.Builder #aE— N AEEERIBIAIRIE]
WMREBENEE, TLUEE:
new Subject.Builder().principals(81%).authenticated(true/false).buildSubject()

XFhar LABIEEHERAY Subject ST, SARECHPERILIZENT ., 1 new Builder() BIINER&BEN SecurityM
anager, Bz SecurityUtils.getSecurityManager $88Y; tBaJLAESEN—"1SEA,

HF Subject FAII—AIXAER:

1. BHIIE (login)

2. X (hasRole/isPermitted * gt checkRole/checkPermission* )
3. BHENNHIEEFHEEISIE (Session)

4. RS H (RunAs ) | SEEBHERE

5. B

MHEAIRAIINEEIZ 1. 2. 5. EIERIALEIAISMATLUER Shiro HITNARFNZEEST, BREEREHRD
gnxs Web $3E. Java 73 EIESAI— LB
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Shiro 12t 75 Web &Em8I54E, Hilid— ShiroFilter NAREHZEL2EHIMI URL, AAEHITHENAY
=41, ShiroFilter ZXE1F40 Strut2/SpringMVC iXFh web 1EZERIFIIRIEFIEE, HEZEEHIAOSR, Hias
EEECE (W ini BEEXMH ) , AR URL EEHEER /SIRETIE,
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i 3-2578 0

1. BlE webapp FA

AL ERAIMER T jetty—maven—plugin #1 tomcat7-maven—plugin #ff; XERTUABZER “mvn jetty:ru
n” @ “mvntomcat7:run” B#E1T webapp T . REEE URLhttp://localhost:8080/chapter? / i5ialBD
A,

2. i
Servlet3

<dependency>
<groupld>javax.servlet</groupld>
<artifactld>javax.servlet—api</artifactld>
<version>3.0.1</version>
<scope>provided</scope>

</dependency>&nbsp;

Servlet3 FIFMRATLAZSE hitps://github.com/zhangkaitao/serviet3—showcase & Serviet3 #5E http://ww

w.iteye.com/blogs/subjects/Serviet—-3-1.
shiro—web

<dependency>
<groupld>org.apache.shiro</groupld>
<artifactld>shiro—web</artifactld>
<version>1.2.2</version>

</dependency>&nbsp;

HAREHESERIBAY pom.xml.
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ShiroFilter A

1. Shiro 1.1 RUAGIMRABEE ST

<filter>
<filter—-name>iniShiroFilter</filter—-name>
<filter—class>org.apache.shiro.web.servlet.IniShiroFilter</filter—class>
<init—-param>
<param-name>configPath</param—name>
<param-value>classpath:shiro.ini</param-value>
</init—-param>
<ffilter>
<filter—-mapping>
<filter—-name>iniShiroFilter</filter—-name>
<url-pattern>/*</url-pattern>
</ffilter—-mapping>&nbsp;

1. /A IniShiroFilter {fE28 Shiro Z&1=HIIIAOR, B url-pattern IEEFEZEHI URL;
2. BT configPath 1§%E ini BEEXMHMUE, BUARSLM /WEB-INF/shiro.ini i, INRiZBEHIIANNE clas
spath:shiro.ini, BIEAIAMBRTF web B ETFXIRERE;

3. HLABIIN A HEERR ini BiBEXHREE web.xml,

<init—=param>
<param-name>config</param—-name>
<param-value>
iNifcE LTI
</param-value>
</init—-param>

2. Shiro 1.2 RUGHRAIEES T

M Shiro 1.2 FHASIN T Environment/WebEnvironment B8, BDEREAIRISEIEMAERAY SecurityMana
ger REAERMAIKH . ShiroFilter £Bzp%E!I Environment ZAIESREUER AR .

<listener>
<listener—class>org.apache.shiro.web.env.EnvironmentlLoaderlListener</listener—class>

</listener>&nbsp;

BT EnvironmentLoaderListener &EIZBMNAY WebEnvironment, FBEzI48EZ ServietContext, BAIA
&/ IniWebEnvironment 3£,

A LAET AN FECE SRS R NI ECE M U A :
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<context—param>
<param-name>shiroEnvironmentClass</param-name>
<param-value>org.apache.shiro.web.env.IniWebEnvironment</param-value>
</context—param>
<context—param>
<param—-name>shiroConfigl.ocations</param-name>
<param-value>classpath:shiro.ini</param-value>
</context—param>&nbsp;

shiroConfigLocations BtiIAZ “/WEB-INF/shiro.ini” , IniWebEnvironment EHAZ5EM / WEB-INF/shir
0.ini 10, WNRZEHMELAINE classpath:shiro.inie

3. 5 Spring &5k

<filter>
<filter—-name>shiroFilter</filter—name>
<filter—class>org.springframework.web.filter.DelegatingFilterProxy</filter—class>
<init—-param>
<param—-name>targetFilterLifecycle</param—-name>
<param-value>true</param-value>
</init—-param>
<ffilter>
<filter—-mapping>
<filter—-name>shiroFilter</filter—name>
<url-pattern>/*</url—pattern>
<ffilter—-mapping>&nbsp;

DelegatingFilterProxy {EFBRB&hZE| spring FeE&EHEZF A shiroFilter (filter—name ) BY bean FHERFA Fil
ter FIRIEERIEAE . A ShiroFilter BE2EZ! spring &e2B0A]:

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>

<I—REgEAf, FR5SpringERkEts ——>

</bean>&nbsp;

BEAER 7 {#HA org.springframework.web.context.ContextlLoaderListener IIEIX1 spring Bo& 4R
o], EABNIAER shiro frAR 1.2 89, EtZERINIXERRER 1.2 BEcE .
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Web INI BicE&

ini ELE &R A1 ZBIREELIS Z HXT url BRoAYECE

[main]

\#ELAZ/login.jsp

authc.loginUrl=/login
roles.unauthorizedUrl=/unauthorized
perms.unauthorizedUrl=/unauthorized
[users]

zhang=123,admin

wang=123

[roles]

admin=user:*,menu:*

[urls]

/login=anon

/unauthorized=anon

/static/**=anon

/authenticated=authc
/role=authc,roles[admin]
/permission=authc,perms['user:create"]|&nbsp;

W

HhSSENHME [urls] SOMEE, ERIUE:  “url = EEE (25, EESEEH]7 ; BINRLSEn5R url
ILEelurls] BB BIEA url =X, ST EHEEREEEE . il anon E#EEFRREZ AL (AIAFEERAIA]
B8] ) ; authc EERFREESHINBBISEF8E59); rolesfadminZERFT~EES admin AEENTEE
ia); M perms['user:create"iZEZR R HER “user:create” INPRABEAE .

o

url B=RER Ant KSR

Ant BBRIBRATSZRE? . ., FTRERGTLEASIEERSEG /7

2. MEC—ANER, W7 /admin?” REIES / admint, {BARILELE / admin 3% / admin2;

* CEEANHBNFRE, 21/ admin * KEIES / admin. /admin123, {EAILES / admin/1;
. CECERRPIEANHSMER, 10/ admin/** $EILE / admin/a % / admin/a/b.

url &z ILECIR
url ‘LR R AR B P RIS BRI ICES, BDASKIFAGERSE— 1 LAY url IRICNI RATI=#=85E . a0:
/bb/**=filtert

/bb/aa=filter2
[**=filter3&nbsp;
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NFRBERA url 2 “/oblaa” , EAEERAEBRINFHITIRE, BRARER fiter! HITEE

FEHERBE T —DFENE . BERIIKEEBHIIE. RINBEAE web Fa0@sLil,
| sHwiE (B3)

BSEERESHIIER url

/authenticated=authc
/role=authc,roles[admin]
/permission=authc,perms["user:create"]|&nbsp;

BRpEX IR R B RF IR AEIRBER, IRREERASWEIERTE, AR/ login.jsp, BILUE
ITE [main] S @IS MECEZ:

authc.loginUrl=/login
S Servlet ( com.github.zhangkaitao.shiro.chapter7.web.servlet.LoginServlet )

@WebServlet(name = "loginServlet", urlPatterns = "/login")
public class LoginServlet extends HttpServiet {
@Override
protected void doGet(HttpServiletRequest req, HttpServletResponse resp)
throws ServletException, IOException {
req.getRequestDispatcher("/WEB-INF/jsp/login.jsp").forward(req, resp);
}
@Override
protected void doPost(HttpServietRequest req, HttpServietResponse resp)
throws ServletException, IOException {
String error = null;
String username = req.getParameter("username");
String password = req.getParameter("password");
Subject subject = SecurityUtils.getSubject();
UsernamePasswordToken token = new UsernamePasswordToken(username, password);
try {
subject.login(token);
} catch (UnknownAccountException e) {
error = "BP&/ZBEIR",
} catch (IncorrectCredentialsException e) {
error = "BP&/ZBEIR",
} catch (AuthenticationException e) {
[EfhEEIR, EEaNBiE, NSRS IMANEE R McatchibiE
error = "HftitEi=: " + e.getMessage();

}
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if(error I= null) {//LEE T, IREERINE
req.setAttribute("error", error);
reqg.getRequestDispatcher("/WEB-INF/jsp/login.jsp").forward(req, resp);

}else {/IBZmIN
reqg.getRequestDispatcher("/WEB-INF/jsp/loginSuccess.jsp").forward(req, resp);

}
}
}&nbsp;

1. doGet iBKITERERNE;

2. doPost BH#{TER, BFRATIE username/password 24, ARIRLA Subject HITER ., REHEIR
BIRCIEIZRNE; SNBEEEIERMAINNE (RZRERNGEERNEZ8IAE N RE, & 28 L
— N REAHAEER ) .

3. JSP MEBEZERID,
Azt

BRI http://localhost:8080/chapter7/login H7E&R, EFRMINEREETLIAE http://localhost:8080/ch
apter7/authenticated kKB RHFIERIIAF:

${subject.principal} B{RIEIEEET .

SRS —NMR=E, KIZREIZEIE— 1 AIHIRE (ECaER ) , ESEiRRE PN ITINRISBERE
HERERNE, ERANEHEREESMRNE; MFXMINEEARILIEERIHEARIBRFEF R, AEE
RN EBEEDRIZIEREA

Shiro RE TEF ( BHIIIE ) AISCIL: ETFERERIFNET Basic FIIGIE, EiEIFEEZEsTH,

| 27 Basic (EEESHRIIE

shiro—basicfilterlogin.ini Bt &

[main]
authcBasic.applicationName=please login
......... %ngsers

[urls]
/role=authcBasic,roles[admin]&nbsp;

1. authcBasic £ org.apache.shiro.web filter.authc.BasicHttpAuthenticationFilter Z8EH9sL4, EAFSL
METF Basic BIBHIRIE; applicatonName BT EEHNBERIES ~MSEFEA, WE:
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B mmmicemanr X |

BBE8E hitp://localhost 5080 EREPEABP TS
. IBEEET  please logina

ISR
T8

£ 4 L
L vV 'nmni

2. [urls] EoECE T /role #UEEEE authcBasic £#i22, BIANR15IE /role BHA & B BT BMHIGIERR ARG E T
W EERITEERHTE R, EFAIEIENAE.

web.xml
£ shiroConfiglLocations #/9 shiro—basicfilterlogin.ini BIE] .
)5

I http://localhost:8080/chapter7/role, =38 ZEIRY Basic SIEXNEERAN “zhang/123” BIATERAE
IR,

| EFEmmrEEaniE

ETREAEEZRSMEN (1] X, EEEEE, AAHEELNTASSEREE, BIRFEEE: B
FitbhE / EFEMREREEEFM / AR AT

shiro—formfilterlogin.ini

[main]

authc.loginUrl=/formfilterlogin
authc.usernameParam=username
authc.passwordParam=password
authc.successUrl=/
authc.failureKeyAttribute=shirolL.oginFailure
[urls]

/role=authc,roles[admin]&nbsp;

1. authc £ org.apache.shiro.web.filter.authc.FormAuthenticationFilter Z:BUR9sLH, HREFLMETERE
ISDIIE; BT loginUrl IS BB MIIEITHIIERZEE; usernameParam IEEEREXRIERNBFESH
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2; passwordParam IEEERERBIZERNEBSHE; successUrl IEEERMINEEEQRIEIARLE ( 2HA
2 7)) (NBRE—MutEEmEEmTIZM ) ; failureKeyAttribute I EBREMATH request BiE
key ( BtiA shiroLoginFailure ) ; XHFAILATEEFRERREFENZIEIR key ERBNAIEIREE;

web.xml
8 shiroConfigLocations 23 shiro—formfilterlogin.ini BIA] .
E= Serviet

@WebServlet(name = "formFilterLoginServiet", urlPatterns = "/formfilterlogin")
public class FormFilterLoginServiet extends HttpServiet {
@Override
protected void doGet(HttpServietRequest req, HttpServietResponse resp)
throws ServletException, IOException {
doPost(req, resp);
}
@Override
protected void doPost(HttpServietRequest req, HttpServletResponse resp)
throws ServletException, IOException {
String errorClassName = (String)req.getAttribute("shiroLoginFailure");
if(UnknownAccountException.class.getName().equals(errorClassName)) {
reg.setAttribute("error”, "B Z/ZREEIR");
} else if(IncorrectCredentialsException.class.getName().equals(errorClassName)) {
reg.setAttribute("error”, "B Z/ZREEIR");
} else if(errorClassName = null) {
req.setAttribute("error", "JKx0fEI=R: " + errorClassName);
}
reg.getRequestDispatcher("/WEB-INF/jsp/formfilterlogin.jsp").forward(req, resp);

&S Servlet Bi@id shiroLoginFailure 82| authc E2FRAMATHIREXREE, ARREBELKSEZRREET
HAEIREE

pjE

B http://localhost:8080/chapter7/role , =BkEEI “/formfilterlogin” ERFEE, BAAFXRRIWRE authc &

BEFZNIE, SEEEEOSZEIMNMIE “/role” ; BRIRRAIEREAE “/formfilterlogin” BNEEZREINEG
BEEFIZIAR successUrl,
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| 1212 (B / SURIIE )

shiro.ini

[main]

roles.unauthorizedUrl=/unauthorized
perms.unauthorizedUrl=/unauthorized

[urls]

/role=authc,roles[admin]
/permission=authc,perms["user:create"]|&nbsp;

B1Z unauthorizedUrl B4 EEINRIEANEMATEE@EIAIBIE . roles 2 org.apache.shiro.web filter.auth
z.RolesAuthorizationFilter Z£BH9Lf), BESEHIEEHINHEENAE, W “[admin]” , MMREZSMFEH
“, 7 HEl, BYIERR hasAllRole ¥ilE, BIEAIXZE ., Perms =2 org.apache.shiro.web filter.authz.Per

missionsAuthorizationFilter 2£24895L41, #0 roles £, RRIGIFRFFFE .
web.xml

£ shiroConfigl.ocations 2Z3 shiro.ini BI&] .
RoleServlet/PermissionServiet

@WebServlet(name = "permissionServlet", urlPatterns = "/permission")
public class PermissionServlet extends HttpServiet {
@Override
protected void doGet(HttpServietRequest req, HttpServietResponse resp)
throws ServletException, IOException {
Subject subject = SecurityUtils.getSubject();
subject.checkPermission("user:create");
req.getRequestDispatcher("/WEB-INF/jsp/hasPermission.jsp").forward(req, resp);

}

@WebServlet(name = "roleServlet", urlPatterns = "/role")
public class RoleServlet extends HttpServlet {
@Override
protected void doGet(HttpServietRequest req, HttpServietResponse resp)
throws ServletException, IOException {
Subject subject = SecurityUtils.getSubject();
subject.checkRole("admin");
reqg.getRequestDispatcher("/WEB-INF/jsp/hasRole.jsp").forward(req, resp);
}
}&nbsp;



f
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il

i

iz

B8 http:/localhost:8080/chapter7/login , EAMKS “zhang/123” ##7&F, Bipld /role B /permis
sion RI=BkEEEIRINIE ( RAESENAINT ) ; REFEBRIKS “wang123” ERMINEHEIXFE BBk
3 “/unauthorized” BNEEEARHE.

| &

shiro.ini

[urls]
/logout=anon&nbsp;

18X /logout {FF8 anon Z#22800], RIAHEEREIAAE,
LogoutServlet

@WebServlet(name = "logoutServlet", urlPatterns = "/logout")
public class LogoutServlet extends HttpServiet {
protected void doGet(HttpServietRequest req, HttpServietResponse resp)
throws ServletException, IOException {
SecurityUtils.getSubject().logout();
req.getRequestDispatcher("/WEB-INF/jsp/logoutSuccess.jsp").forward(req, resp);

}
}&nbsp;

B1ZER Subject.logout BIAJ, IREAINEREA | EEXE@EHER AEBRIAT .
pU)E

B5eipial http:/localhost:8080/chapter7/login , {ERBIKS “zhang/123” #HITEZR, BFRMINGEIHIE /logout
BIEEH .

Shiro 212t logout =& 2EFATFIRE, HE org.apache.shiro.web filter.authc.LogoutFilter ZRIA9E
B, FATTLAE shiro.ini BeEX BTN MEcETRIR L :

[main]
logout.redirectUrl=/login
[urls]
/logout2=logout&nbsp;

BT logout.redirectUrl 8 BREEEEBAIMNE; 81T /logout2=logout FETEIRHE url 2 /logout?, iXHEZF
1I1ERINEAGIEE /logout? BIRNEH .
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EEESENA

Shiro AT S Serviet —#£#9 Filter IF#OMTH E; FrLARIERST Filter RAREALUSE ( Serviet 3.1 #1158 ) htt
p://www.iteye.com/blogs/subjects/Serviet-3-17 #& Filter (W T{ERIE . &5t FER Shiro Z&izEa0EM:E
:

[ Filter g--~ € AbstractFilter #— ) NamesbleFilter

T

& OnecePerBequestFilter

gt

€ hdwiceFilter £ AbstractShiroFilter ‘

f r

T FathMatchingFilter € ShiroFilter

+

£ AccessControlFilter

1. NameableFilter
NameableFilter 25 Filter 2N &=, WIEEBREIAFZ FilterName; RSB ZEIRIAN authc 127 (]
R R PR SRIE XN S FZH BB A= 23301 ;

2. OncePerRequestFilter

OncePerRequestFilter FBFBELEZIRIAAT Filter BY; BRRR—RNERIASEIRI=HZE M, BIMEH enabl
ed B, FREATEIZIZEHEELA], BA enabled=true £ =R, MEAEILEMZEETIE, ITLURER
false B8],

3. ShiroFilter
ShiroFilter 2% Shiro AL S, ATFEEEEZEITFIIEETLE, XN ZeiefBEE T .

4. AdviceFilter
AdviceFilter 12t 7 AOP XIA&HIsZH, RUTF SpringMVC #H# Interceptor:
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boolean preHandle(ServletRequest request, ServletResponse response) throws Exception
void postHandle(ServietRequest request, ServietResponse response) throws Exception
void afterCompletion(ServletRequest request, ServletResponse response, Exception exception) throws Exception;&nbsy

* preHandler: ZEF AOP FeIEE®; Hi=aiz3 iz 2aiieT; WNRIRE] true MAAEH=F230E; &
NIRRT EEERI= 2R BEAI I TE DR E], HTHUME (WETRENSHIIE. B1)
* postHandle: ZEF AOP FRIEEIROIGE; EEEENTAEINT; HTEME (AR niTadE
ZEN) ;
+ afterCompletion: ZE{LF AOP FHEEREIERE; BIAEERBEREAST, LT EERE (W5
fih Subject SEFZRIGIEZ LR )
5. PathMatchingFilter

PathMatchingFilter 12t 7 EF Ant XSRS KRR ILECIHRE N = EZE S HUETAYINEE, a0 “roles[admin,use
r]” BopRiE ¢, 7 DEIERE— N RRSHEEHYIEEBNAYRER:

boolean pathsMatch(String path, ServletRequest request)
boolean onPreHandle(ServletRequest request, ServletResponse response, Object mappedValue) throws Exception&nb:

pathsMatch: ZF5EBF path SiEKEEHTIERNSL; WNRLEIRE] true;

onPreHandle: 7E preHandle &, 2 pathsMatch ILEe—NE&RE, S8 opPreHandler J5i&FHiG SR8
ESHECEEL mappedValue; AERLAEX AN AFFEHT—LIOE (HERN) , MRIERMATLURE f
alse FUfHE; BRARIE] true; BFLRiIRFSERILIRSLH onPreHandle BIAT, FZRSEE preHandle . a0%Ri&
B path SiEKEZELE, BAREI (B) preHandle 1R[] true )

6. AccessControlFilter
AccessControlFilter 124t T i aEHIROEMINEE; tLUNRE FoiFihin)/2HihaE LRt a2

abstract boolean isAccessAllowed(ServietRequest request, ServietResponse response, Object mappedValue) throws E>
boolean onAccessDenied(ServietRequest request, ServletResponse response, Object mappedValue) throws Exception;
abstract boolean onAccessDenied(ServietRequest request, ServietResponse response) throws Exception;&nbsp;

isAccessAllowed: FREBAIFIHID; mappedValue FiE(urls]iiETi=E RS EE0Y, WRAFHIDIRE] t

rue, &N false;

onAccessDenied: FRIAFITELITEEEELNMIET; NRIR[E] true REBBMULENIE; 1RIRE] false &
TZI=E LI 2RAMNE Y, BEIEREEIA],

onPreHandle £BmiAREXFA NG AR E ST EME:
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boolean onPreHandle(ServletRequest request, ServletResponse response, Object mappedValue) throws Exception {
return isAccessAllowed(request, response, mappedValue) || onAccessDenied(request, response, mappedValue);
}&nbsp;

B45b AccessControlFilter ISR T T EBEFNIBINERAINE/EEQE] L — M5!

void setlLoginUrl(String loginUrl) //Zp3GIERTER, EiMlogin.jsp

String getLoginUrl()

Subject getSubject(ServietRequest request, ServietResponse response) //3xkEXSubject L4

boolean isLoginRequest(ServietRequest request, ServietResponse response)//HansKeE 25 FiaK

void saveRequestAndRedirectTol ogin(ServietRequest request, ServietResponse response) throws IOException /4425
void saveRequest(ServietRequest request) /MSIBERIFFIER, WERMINEBEEEEIZIES

void redirectTologin(ServietRequest request, ServletResponse response) //EEBEIERRE&NbSP;

ELANE TR BRIS D IIE R ERIXLINEE .

FIEARREEEEMTE T, MRRAVEHTHENEEAEHIFEET LALKH AccessControlFilter; SNERFEAIER
In—Le@BEIER (T LAEZ44% PathMatchingFilter
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=R

Shiro XJ Servlet &89 FilterChain #17 7{{I2, Bl ShiroFilter ZE444E Serviet F28HY Filter $2AIHITZ

g, 81T ProxiedFilterChain XJ Serviet 289 FilterChain #4177 X12; BIstE Shiro B2l Filter (A%, 24
[E75ZHE44 Serviet B2 FilterChain ##17 Serviet 82319 Filter $8#147; Shiro 89 ProxiedFilterChai
n PATREZ: 1. FEH4T Shiro B Filter $%; 2. FB#{T Serviet 58809 Filter $% ( BIRIARY Filter ) »

i ProxiedFilterChain 2i&id FilterChainResolver 1RIEECE A4 [urls]ZiH 2B 515K URL 25 ITER
529,

FilterChain getChain(ServietRequest request, ServietResponse response, FilterChain originalChain);
BMENIREERY chain 52— MERRY chain,

Shiro REKEM T — MR ITENRY FilterChainResolver £ PathMatchingFilterChainResolver, EiR#E[u
ris]ECERY url 230 (BAIA Ant KA ) =1Z&E238EFMEKAY url 2B TECRETSEIECERYIZ#E5ERY; M Path
MatchingFilterChainResolver ERiEId FilterChainManager #HR&E1=#285%, tbin DefaultFilterChainMa
nager SEI#ERE url BN SEEESIEIXR . FLF(ITLAEE FilterChainManager #17ahZSshZS1E00 url
R SRR EAX R,

DefaultFilterChainManager £2AZIN org.apache.shiro.web. filter.mgt.DefaultFilter FHE=REHII=E 2 :

public enum DefaultFilter {
anon(AnonymousFilter.class),
authc(FormAuthenticationFilter.class),
authcBasic(BasicHttpAuthenticationFilter.class),
logout(LogoutFilter.class),
noSessionCreation(NoSessionCreationFilter.class),
perms(PermissionsAuthorizationFilter.class),
port(PortFilter.class),
rest(HttpMethodPermissionFilter.class),
roles(RolesAuthorizationFilter.class),
ssl(SslFilter.class),
user(UserFilter.class);

}&nbsp;

T—HENMAXEEERAER.

MEBBFFMEENIZEEE, IniSecurityManagerFactory/WeblniSecurityManagerFactory Rzl Bz
# ini BeESXXERY [filters)/[main] B8 FiFAhXLEs=#2EE DefaultFilterChainManager; B8I#2ERAY url
B EEE#ZE R . WRER Spring FEETENRNEIMEENI=EE,
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WNREBEEN FilterChainResolver, aJLUEIISCE WebEnvironment #0526k :

public class MylniWebEnvironment extends IniWebEnvironment {
@Override
protected FilterChainResolver createFilterChainResolver() {
[ITELANT R B 2RIFilterChainResolver
return super.createFilterChainResolver();

}
}&nbsp;

FilterChain ZBHIXE . WISRERNSECH url —3=82209 3, s LABITSCIItEabAY FilterChainResolver &
Sehk, tban:

/M. €lE FilterChainResolver
PathMatchingFilterChainResolver filterChainResolver =
new PathMatchingFilterChainResolver();
/2. €lE FilterChainManager
DefaultFilterChainManager filterChainManager = new DefaultFilterChainManager();
/13 EAf Filter
for(DefaultFilter filter : DefaultFilter.values()) {
filterChainManager.addFilter(
filter.name(), (Filter) ClassUtils.newlnstance(filter.getFilterClass()));
}
/4. A URL-Filter AYBRET R Z
filterChainManager.addToChain("/login.jsp", "authc");
filterChainManager.addToChain("/unauthorized.jsp", "anon");
filterChainManager.addToChain("/**", "authc");
filterChainManager.addToChain("/**", "roles", "admin");
/5. ®E& Filter B9/EHE
FormAuthenticationFilter authcFilter =
(FormAuthenticationFilter)fiterChainManager.getFilter("authc");
authcFilter.setLoginUrl("/login.jsp");
RolesAuthorizationFilter rolesFilter =
(RolesAuthorizationFilter)fitterChainManager.getFilter("roles");
rolesFilter.setUnauthorizedUrl("/unauthorized.jsp");
filterChainResolver.setFilterChainManager(filterChainManager);
return filterChainResolver;&nbsp;

AL B 2 &SI filter, Rurl B=U5 filter Z[BHIIETXE . alLUBITES FilterChainResolver g FilterC
hainManager k5N URL PLECAISCHL .

SAEE web.xml T ~NEZE Environment:
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<context—param>
<param-name>shiroEnvironmentClass</param-name> <param-value>com.github.zhangkaitao.shiro.chapter8.web.en
</context—param>&nbsp;
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ERE =S

B EENE SR LY B—LThEE, B url —Ae/ABRIGIEFIRISEIL. BRI Subject BH1ER
REVFAFEE4PER) Request (BNZEBAHE ) . WIEBKIE. BLAFEENREES, BAHAREME—
A Filter; FrLA Filter efROEREEM

T Filter 9N BiES%E ( Servletilse ) 9 Filter 284

http://www.iteye.com/blogs/subjects/Servlet—-3-1,
1. ¥ OncePerRequestFilter

OncePerRequestFilter fRE—xiERk RiFE—X doFilterinternal, BIENAERAY forward AF=BSHiT—X d

oFilterinternal:

public class MyOncePerRequestFilter extends OncePerRequestFilter {

@Override
protected void doFilterinternal(ServletRequest request, ServletResponse response, FilterChain chain) throws ServietE

System.out.printin("=========once per request filter");
chain.doFilter(request, response);

}
}&nbsp;

SRIGE shiro.ini BL& X4

[main]
myFilterl=com.github.zhangkaitao.shiro.chapter8.web.filter.MyOncePerRequestFilter

\#lfilters]
\#myFilteri=com.github.zhangkaitao.shiro.chapter8.web.filter. MyOncePerRequestFilter

[urls]
[**=myFilter1&nbsp;

Filter BJLATE [main] 8 [filters] 28433, SRETE [urls] EHBECE url 5 filter AOBRET X ZBIAT .
2. ¥ AdviceFilter

AdviceFilter 12t 7 AOP HIIHEE, ESLINAN SpringMVC 51f9 Interceptor BAE—#E: BARTSEFAI Spring
MVC #i2HhaIah e~ #28aR o :

http://www.iteye.com/blogs/subjects/kaitao—springmvc

public class MyAdviceFilter extends AdviceFilter {

@Override
protected boolean preHandle(ServletRequest request, ServlietResponse response) throws Exception {
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System.out.printin("====FIE/BIBLE");
return true;//IRE] false ¥Rl /EEH=# RS HERYT

}

@Override

protected void postHandle(ServietRequest request, ServletResponse response) throws Exception {
System.out.printin("====/2%18/F &R EIZ IE");

}

@Override

public void afterCompletion(ServletRequest request, ServletResponse response, Exception exception) throws Excepti
System.out.printin("====E R E/[FEHRELIE");

}

}&nbsp;

e preHandle: HTERAOFNE, AERIBREHERESDUWELME (true: EETEEE) ; ATLUBIEE
SCHIAPRIZH ;

» postHandle: W{T5Ei=#g8iEr [FIEEIREIEHIT;

« afterCompletion: F*EREBZERE, afterCompletion =47, TAIIBERIRIIEE
SAIGTE shiro.ini PETUI T ECE :

[filters]

myFilter1=com.github.zhangkaitao.shiro.chapter8.web filter.MyOncePerRequestFilter
myFilter2=com.github.zhangkaitao.shiro.chapter8.web.filter.MyAdviceFilter

[urls]

[**=myFilter1,myFilter2&nbsp;

ZITERENEMRERTSEEA SpringMVC B2+ RILb B = #2830 -
3. PathMatchingFilter

PathMatchingFilter 47T AdviceFilter, $2#tT url BIUIEAITNAE, MIRBEIHEERIERIHTHE, T
¥"E PathMatchingFilter:

public class MyPathMatchingFilter extends PathMatchingFilter {
@Override
protected boolean onPreHandle(ServietRequest request, ServietResponse response, Object mappedValue) throws E:
System.out.printin("url matches,config is " + Arrays.toString((String[])mappedValue));
return true;
}
}&nbsp;

» preHandle: &i##f7 url X515k url #1700, WRCESIEA onPreHandle; MIRISBEE url 23X
1788 url =2 0Ee, BUABRDRE] true;
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* onPreHandle: % url #5153k url ILlD, BASINIT onPreHandle, FEIZIZE SR EMSEHUE
No AT AT IEE R true,

SRIRTE shiro.ini TN T ECE :

[filters]
myFilter3=com.github.zhangkaitao.shiro.chapter8.web.filter.MyPathMatchingFilter
[urls]

[**= myFilter3[config]l&nbsp;

[** FhEiFEMEE PathMatchingFilter B9 url #x(, config #iRi=#SENEESH, 21N 2EES0kR, onPre
Handle f$F8 mappedValue EKS#1E .

4. ¥ AccessControlFilter
AccessControlFilter #45% 7 PathMatchingFilter, F¥ BT TR EE:

public boolean onPreHandle(ServietRequest request, ServietResponse response, Object mappedValue) throws Exceptic
return isAccessAllowed(request, response, mappedValue)
|| onAccessDenied(request, response, mappedValue);

}&nbsp;

isAccessAllowed: BIR&RIFAE, IR[E true RRDIF;
onAccessDenied: FRADIELITEEECIE, NRIRE true BRB SN IEBPRES=F2Z5EN1T, R[]
alse FRECERMMET (tLNETEERIS—RME ) -

public class MyAccessControlFilter extends AccessControlFilter {
protected boolean isAccessAllowed(ServietRequest request, ServletResponse response, Object mappedValue) throw
System.out.printin("access allowed");
return true;

}

protected boolean onAccessDenied(ServietRequest request ServletResponse response) throws Exception {
System.out.printin("i5IEiEEtAE CAME, HREEI=ESERERTHIT");
return true;

}
}&nbsp;

PARRTE shiro.ini R TIN R ECE::
5. ETRPERI-#=H
ZBEIFNELERY Shiro AERETRESRAEEERT, B CH— P EUNETRESRAEEE:.

public class FormLoginFilter extends PathMatchingFilter {
private String loginUrl = "/login.jsp";



private String successUrl ="/";
@Override
protected boolean onPreHandle(ServietRequest request, ServletResponse response, Object mappedValue) throws E:
if(SecurityUtils.getSubject().isAuthenticated()) {
return true;//BEEFIE
}
HttpServletRequest req = (HttpServietRequest) request;
HttpServietResponse resp = (HttpServietResponse) response;
if(isLoginRequest(req)) {
if("post".equalslgnoreCase(req.getMethod())) {//formZFEE1E3z
boolean loginSuccess = login(req); //&%
if(loginSuccess) {
return redirectToSuccessUrl(req, resp);

}
return true;//4kEES e 2E5E

} else (/R ELaitHHEEEERET
saveRequestAndRedirectTologin(req, resp);
return false;

}
private boolean redirectToSuccessUrl(HttpServletRequest req, HttpServietResponse resp) throws IOException {
WebUltils.redirectToSavedRequest(req, resp, successUrl);
return false;
}
private void saveRequestAndRedirectTol ogin(HttpServietRequest req, HitpServietResponse resp) throws IOExceptio
WebUltils.saveRequest(req);
WebUtils.issueRedirect(req, resp, loginUrl);
}
private boolean login(HttpServletRequest req) {
String username = req.getParameter("username");
String password = req.getParameter("password");
try {
SecurityUtils.getSubject().login(new UsernamePasswordToken(username, password));
} catch (Exception e) {
reqg.setAttribute("shiroLoginFailure", e.getClass());
return false;
}
return true;
}
private boolean isl.oginRequest(HttpServiletRequest req) {
return pathsMatch(loginUrl, WebUtils.getPathWithinApplication(req));
}
}&nbsp;

onPreHandle EEiRE:



55 8 & f=#l=s I | 98

1. BRFESELERIT, NMREEERI TR —HRSHERR];

2. MRSEER, EERERERBR, NIRE get HIENERNEBER, WEH=#256E (ZEKRT
H) , BUINRE get FERNEMRNEBERURFIERIBERAZTECEERTE;

3. WRZ post HENERTNEFRRIERIER, WKERFS / BEERAY, IREMTRFHERHESE ‘s

hiroLoginFailure” FiR[EZZERHE;

4. WRBRNINT, BZaiBRENEK, NEEQEIZEIANXMNMER, SNEIZCAORINRE.
shiro.ini Bt&

[filters]
formLogin=com.github.zhangkaitao.shiro.chapter8.web.filter.FormLoginFilter
[urls]

/test.jsp=formLogin

/login.jsp=formLogin&nbsp;

[BENERSSEEHIN  hitp://localhost:8080/chapter8/test.jsp M, SEmIBEERIERRE, ERHMINEX O]

F| test.jsp A

LA ATLUBId 4% AuthenticatingFilter SCH, HiRgMH T RZEZ[EXAOEMAID . SIMTLISE Shiro AERRY
FormAuthenticationFilter BiRA3, BIRE—FERY,

6. (EFERERR=EER
Shiro $2# roles =&izs, ERIERFRBRERE, REREREBFREIEABI=EES.

public class AnyRolesFilter extends AccessControlFilter {
private String unauthorizedUrl = "/unauthorized.jsp";
private String loginUrl = "/login.jsp";
protected boolean isAccessAllowed(ServietRequest request, ServletResponse response, Object mappedValue) throw
String[] roles = (String[])mappedValue;
if(roles == null) {
return true;//ANRZBREBESE, HIAKID
}
for(String role : roles) {
if(getSubject(request, response).hasRole(role)) {
return true;

}
return false;//BkZElonAccessDeniedih 2

}

@Override

protected boolean onAccessDenied(ServiletRequest request, ServietResponse response) throws Exception {
Subject subject = getSubject(request, response);
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if (subject.getPrincipal() == null) {/FZR&EER, EEEEERRTE
saveRequest(request);
WebUtils.issueRedirect(request, response, loginUrl);

}else {
if (StringUtils.hasText(unauthorizedUrl)) {/A0SR B R IBN A EBEEIT X

WebUltils.issueRedirect(request, response, unauthorizedUrl);
} else {/[BNLREI40KIZPUASES
WebUltils.toHttp(response).sendError(HttpServietResponse.SC_UNAUTHORIZED);

}
}

return false;

1. BABERPESEIESRE, NRLHRME false, BEE onAccessDenied #174ME;

2. NREAFLERE, EEFIMBREREESR, IRSEEREEEDIES;

3. MEAFSEABRIIEE THRENTE (unauthorizedUrl ) , BMAEEOZIFENTE; BUEESRE] 40
1 RIERGEIRG .

shiro.ini Bt&

[filters]
anyRoles=com.github.zhangkaitao.shiro.chapter8.web.filter.AnyRolesFilter

[urls]

[test.jsp=formLogin,anyRoles[admin,user]

/login.jsp=formLogin&nbsp;

ERERT L A7 AuthorizationFilter SCH, EgH T IEAGEXRAIEMLIE . SIMTLIESE Shiro WHERRY RolesAut

horizationFilter 9IRS, RE3LI hasAllRoles 1245,
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BOA=#ER

Shiro BETRZBIARZEES, tLANSMHIIE. EINEEXH . BAE#EZETLASE org.apache.shiro.web fi
lter.mgt.DefaultFilter A ZSI=E2E:

B oEE R (ESENFRREAME)
UNIEES

AYA

X B8 BE

a or ETFRPREESE; W “/r=authe’” , IIRISEEFREMEENABRRI
ut g.ap EER; TBEM: usernameParam: TEBIETHHAFZSHE ( userna
hc ach me); passwordParam: FTRREZHIZESEE (password) ; reme
e.shi mberMeParam: TEBEIEXRIZIDSEHZ (rememberMe ) ;  loginUrl: &
ro.w SRt (/login.jsp) ; successUrl: BREINEHNEGAEE@HNE; fail
eb.fil ureKeyAttribute: EREMEEIREEFME key ( shiroLoginFailure ) ;
ter.a
uthc

.For

mAuU
then
ticati
onFil
ter



ut
hc

Si

(@]

ut

er

or
g.ap
ach

e.shi
ro.w
eb fil
ter.a
uthc

.Basi
cHtt
pAut
henti
catio
nFilt
er

or
g.ap
ach

e.shi
ro.w
eb fil
ter.a
uthc

.Log
outFi
lter

or
g.ap
ach

e.shi
ro.w
eb fil
ter.a
uthc
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Basic HTTP Bplaibi=#zs, FE/EM4: applicationName: BHEZRIE
SRIIEE (application ) ;

BEE#HZE, TEREBY: redirectUrl: RERINEEEGAIMNIE (/) ; =4I
“/logout=logout”

FRFgERER, AREESHRIE / iICERBERAVERR]; =~ “/*=user”
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pd

X
S|

Y

ro

.Use
rkilte
.

or
g.ap
ach

e.shi
ro.w
eb fil
ter.a
uthc

Ano
nym
ousk
ilter

or
g.ap
ach

e.shi
ro.w
eb fil
ter.a
uthz

.Rol
esA
utho
rizati
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ELiZEEE, BIAEEERANAALE;, —RATFFRESERIIE; =~ “/stati
c/**=anon”

AEENEEEE, WIEAFESIREERe,;, FEEM: loginUrl: ERR
mEtil (/login.jsp ) ; unauthorizedUrl: RIEWSEEMAGHLL; =EI “/a
dmin/**=roles[admin]”



» 3 @0

or

re
st

onFil
ter

or
g.ap
ach

e.shi
ro.w
eb fil
ter.a
uthz

.Per
miss
ions
Auth
oriza
tionF
ilter

or
g.ap
ach

e.shi
ro.w
eb fil
ter.a
uthz

.Port
Filter

or
g.ap
ach

e.shi
ro.w
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WRERG=#EE, WIERAFEGREREINIR; B roles —1F; =61 “/u
ser/**=perms["user:create"]”

im=ARs, £ZBM: port (80) @ HJLABEMIKO; 7] “/test= port[8
0" , #IRAAmEZRERIE 80, KESIEKRKRON 80 HEERRZ
80 imM, EAthigiz / SHFE—F

rest XigIZ&i2E, BoniRIEE KRG EMESIRFRE (GET=read, POST=c
reate,PUT=update,DELETE=delete,HEAD=read, TRACE=read,OPTIO
NS=read, MKCOL=create ) #9#ZIR=rTE; B “/users=restluse
r1” , £B8#i#tE “userread,user:create,user:update,user:delete” X
PREFFERIF TR ICAS ( FrEEMSIES, isPermittedAll) ;



ssl
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eb fil
ter.a
uthz

Http
Meth
odP
ermi
Ssio
nFilt
er

or  SSL#E#z2E, RBEIEKIMYE https AeeEd; BNBRIHHEES https in
g.ap [ (443) ; EfbF0 port =828 —#F;

ach

e.shi

ro.w

eb fil

ter.a

uthz

.Ssl
Filter

or AEIELIEEZEZE, A subject.getSession(false) A&B AR, B2
g.ap MR subject.getSession(true) ¥#it DisabledSessionException &% ;
ach

e.shi

ro.w

eb fil

ter.s

essi

on
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n essi
onCr
eatio
nFilt
er

BHINDIRML T — org.apache.shiro.web filter.authz.HostFilter, BI=EHIZ#28, tLanERET BH:

izedlps: EEINAY ip ik, deniedlps: FRIBHERY ip i, FEBERIASE=EIM, ~ATH,
XLERARVIZ BB, TLIEEE ni REXERBE “‘EiEEs. B wEHEM:
perms.unauthorizedUrl=/unauthorized
SIMNIRENM=#EANEER T LU EEEE I TR EEEER:

perms.enabled=false

REEALES: https:/github.com/zhangkaitao/shiro—example

author
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Shiro 27 JSTL #R=EAF1E JSP/GSP A TIXRIZH], WREERAF B~ ENAREZH -
SNIRERE
<% @taglib prefix="shiro" uri="http://shiro.apache.org/tags" %>
FREEEETE M TE shiro—web.jar 8 I META-INF/shiro.tld FEN .
guest #x&
<shiro:guest>
WiLEEIRE, <a href="${pageContext.request.contextPath}/login.jsp">&F</a>
</shiro:guest>&nbsp;
FRisEBHhRIENEMENER, BFEHaEE.
user {5
<shiro:guest>
WiLEE=IAE, <a href="${pageContext.request.contextPath}/login.jsp">&F</a>
</shiro:guest>&nbsp;
FERE&£8HRIE / 1IcFREREENMENER
authenticated %
<shiro:authenticated>
FBF[<shiro:principal/>|E B/ iGiEE S
</shiro:authenticated>&nbsp;
BREZ5HIiIEEIT, BP Subject.login E2FmIN, ARICEREZRM.
notAuthenticated #7&&
<shiro:notAuthenticated>
FEMHIGIE (BiFEcHERK)
</shiro:notAuthenticated>
BERe&shiibEs, BgEER Subject.login #7E&%R, SiFcERBEMERNBET RETSHIIE,
principal #r%&
<shiro: principal/>

STREREMER, BAEA Subject.getPrincipal() $XBX, Bl Primary Principal.

<shiro:principal type="java.lang.String"/>



B2F Subject.getPrincipals().oneByType(String.class).
<shiro:principal type="java.lang.String"/>

B2F Subject.getPrincipals().oneByType(String.class).
<shiro:principal property="username"/>

82T ((User)Subject.getPrincipals()).getUsername() .
hasRole #7%&

<shiro:hasRole name="admin">
FBF[<shiro:principal/> B A &admin<br/>
</shiro:hasRole>&nbsp;

AR 2FT Subject BRI ETR body FAE.
hasAnyRoles #r&

<shiro:hasAnyRoles name="admin,user">
FBR[<shiro:principal/> & fatadminzkuser<br/>
</shiro:hasAnyRoles>&nbsp;

AR XET Subject BIEE— AR (XK ) BER body IFHE .
lacksRole #r&

<shiro:lacksRole name="abc">
FBR[<shiro:principal/>]i& & fatabc<br/>
</shiro:lacksRole>&nbsp;

AR HFT Subject [RBBREBER body IFHE .
hasPermission tr&

<shiro:hasPermission name="user:create">
R [<shiro:principal/> &1 Ruser:create<br/>
</shiro:hasPermission>&nbsp;

AR ZET Subject BAFRIEESR body AAE
lacksPermission #x&
<shiro:lacksPermission name="org:create">

FER[<shiro:principal/>];& & fRorg:create<br/>
</shiro:lacksPermission>&nbsp;
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AR ZFT Subject [FBNREER body ARE .
FINURME T T MR SRR AIRES |
SANEEMIFEE

<% @taglib prefix="zhang" tagdir="/WEB-INF/tags" %>
Nl

<zhang:hasAllRoles name="admin,user">
FBR[<shiro:principal/> & fatadminfluser<br/>

</zhang:hasAllRoles>

<zhang:hasAllPermissions name="user:create,user:update">
FAF[<shiro:principal/>J&1Ruser:createfluser:update<br/>

</zhang:hasAllPermissions>

<zhang:hasAnyPermissions name="user:create,abc:update">
R [<shiro:principal/> B Ruser:createskabc:update<br/>

</zhang:hasAnyPermissions>&nbsp;

& JSP 15 [ 109

hasAllRoles £RIHBFREHR*IIEE; hasAlPermissions FIFBEFREHEXHINEE; hasAnyPermissions

RBBEEE—MEXAIR
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Shiro 12t 7 RERIBWRSTEEERINEE, MTFRESSS (2 web &2& tomcat) , 78 JavaSE &2 Jav
aEE WBEAILMER, RETRIESIE. SIESMHT. SIEFHE /1I5A0. BesTXA08ERE. KX/ 1382
. 3 Web AUiEES 5. SSO BB RSIFEE .. BIEEFEA Shiro NSRS Eo L EESRN Web &
RBNSESETE,
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e

PHB=1E, BIABFINEMARGRISINEREXR, ASRXEHRNAREERAIEISRLNAREE, BrES
XZERRE—LHIE, WhE—EMsERAE, WRLICERR, BERHZAER LURBIZHRIAR
.

Shiro FISIEIF MY AT LIE BRI JavaSE NAHER, tBAILIE JavaEE NAHER, 0 web WA, BfE
BARE—EH.

login("classpath:shiro.ini", "zhang", "123");
Subject subject = SecurityUtils.getSubject();
Session session = subject.getSession();&nbsp;

ERINEFER Subject.getSession() BIRT3AENSIE; HZEMF Subject.getSession(true), BIENRHENRE
Bl Session JIREEIE—; 59 Subject.getSession(false), AR HaNHEAEIE Session MRE] nul
| ( RIEOAER TR EASIEFHEINEEINETEIEE Subject BvSFEmBIE—" Session)

session.getld();
IRENE R RIEAIE—RIR
session.getHost();
FREVHAET Subject RYEHMBHE, 1ZHHEREIT HostAuthenticationToken.getHost() 124tA9,

session.getTimeout();
session.setTimeout(Z#):&nbsp;

SREY / iRE SR Session AUISHERRYE; MNRTREFARSIESIERIE BT E,

session.getStartTimestamp();
session.getlLastAccessTime();

SFENSIENEE R REHDE; MRE JavaSE NBEEHSERRERA session.touch() XEHRGEHIT
B8); NER=2E Web M, 8 ShiroFilter &i<=Bz1EA session.touch() KEFREIHEHTE .

session.touch();
session.stop();&nbsp;

ESIRREHOIEAESRSIE; 2 Subject.logout() BIEBEmNER stop FHiARIBEREIE . WRE web
/1, AH javax.serviet.http.HttpSession. invalidate() 8= Ba0ER Shiro Session.stop 75iE#1T$HER Shir

o KI&IE,
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session.setAttribute("key", "123");
Assert.assertEquals("23", session.getAttribute("key"));
session.removeAttribute("key");

IRE [IREY / BREEY, AN RISCERE L LBIEHITERE.

Shiro I#HAIRIERILIAT JavaSE/JavaEE Mg, MM URES=:, JLURYER, BRRENSIER
R
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SIESIEREEENATAE Subject WSERVBIER. HP. MR, KX WIEZETIE. 2 Shiro A%ZOHE

1%, TREEH SecurityManager BiEd#E T SessionManager, B2t T SessionsSecurityManager s£H1
BEEESIESIERITAHEMNAY SessionManager, DefaultSecurityManager & DefaultWebSecurityManag
er ZhA SecurityManager &B447% T SessionsSecurityManager

SecurityManager 270~ EO:

Session start(SessionContext context); //[Bsh&iE
Session getSession(SessionKey key) throws SessionException; /fRIES1EKeyIRENSIE&NDSP;

BIMETF Web IHIBRY WebSessionManager A T a0 2O
boolean isServletContainerSessions():// £&#F Servlet S2EHIEIE

Shiro &2t ValidatingSessionManager FFR&AFHITHASIE:

void validateSessions();// IEFFESIEEEITEA

I SessiooManager

LRy

I ValidatingSezziorManager € AbztractSezzionllanager I HativeSezzionManager I SecurityManager

e S

- AbstractHativeSessionManager

ey

£ abstractVali datingSezsiorllanuger

|

I WebSessionManager £ DefanltSezziordlanager

e ]

€ Default¥ebSessicnllanager

£ ServletContainerSessionManager

Shiro 12T = MNERIASCIL:

DefaultSessionManager: DefaultSecurityManager {ERRZGASLEL, BT JavaSE HiE;
ServletContainerSessionManager: DefaultWebSecurityManager {ERHISHIASLEL, BT Web 18, H
BIEFEHA Serviet REEISIE;



F10E EEE |15

DefaultWebSessionManager: FF Web HERISLEL, BILAEL ServietContainerSessionManager, B
CHHPESIE, BIEER 7 Servlet RRMISIEEIE,

Eir SecurityManager ERAHI SessionManager AJLAZE ini FE& ( shiro.ini) :

[main]
sessionManager=org.apache.shiro.session.mgt.DefaultSessionManager
securityManager.sessionManager=$sessionManager&nbsp;

Web IMETRY ini BL& (shiro—web.ini):
<I--EndFragment——>

[main]
sessionManager=org.apache.shiro.web.session.mgt.ServletContainerSessionManager
securityManager.sessionManager=3$sessionManager

SIS ESENE EISEARE (ZR8A) , BIA 30 D
sessionManager. globalSessionTimeout=1800000

ZLABR T globalSessionTimeout ¥R FBLAFFE Session. AJLIEMIZERE Session B timeout BERS
> Session REHEBATATE,

SIMNRER ServietContainerSessionManager HT=1EEE, Session BIBATEKFITIEE Serviet 2819
FBATHTE), ATLATE web.xml FECEESTRAVEBATATE ( D8R8 ) -

<session—config>
<session—timeout>30</session—timeout>
</session—config>

£ Serviet 227, BIAFE JSESSIONID Cookie #iPaiE, BSIRENARIRBEE4IER; ERLER A
BEEB(FRECHISIENH, tEIEIITLAER DefaultWebSessionManager k4P E1E

sessionldCookie=org.apache.shiro.web.servlet.SimpleCookie
sessionManager=org.apache.shiro.web.session.mgt.DefaultWWebSessionManager
sessionldCookie.name=sid

\#tsessionldCookie.domain=sishuok.com

\#tsessionldCookie.path=

sessionldCookie.maxAge=1800

sessionldCookie.httpOnly=true
sessionManager.sessionldCookie=$sessionldCookie
sessionManager.sessionldCookieEnabled=true
securityManager.sessionManager=$sessionManager&nbsp;
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 sessionldCookie & sessionManager gllE2£iE Cookie HItENR :

* sessionldCookie.name: £& Cookie &%, BAIAJ3 JSESSIONID;

* sessionldCookie.domain: 1&& Cookie B, BHIAZ, BIHEIAEIANES;

+ sessionldCookie.path: 1&& Cookie HIE&R, BNUAR, BITFEEEERT;

+ sessionldCookie.maxAge: && Cookie UIIHERRTE), # B[, FOA — 1 FRXANEEEATIZHE Cooki
e;

+ sessionldCookie.httpOnly: #IRIZEN true, WEFIGA=RELEFinHEIACHE, (# HttpOnly coo
kie BENF iRl > B ERIRESUL S AT ; HAFIHEEESLI T Servlet 2.5 MR6 RLEAEMRARIFEEEY Serv

let FeesziF;

+ sessionManager.sessionldCookieEnabled: 2&/ER / 258 Session Id Cookie, EMAREEAY;
REBEBASIRE Session Id Cookie, BIFIAERT Serviet 8889 JSESSIONID, HiEid URL &
5 (URL #89 “;JSESSIONID=id” #B% ) {#7F Session Id.

BIMRATRILAN “sessionManager. sessionldCookie.name=sid” XA E(E Cookie 1@ .



F£10E FEE | 117

S1EIrES

SEnTRRATEITSIECE . THREIESEH:

public class MySessionListener! implements SessionListener {

@Override

public void onStart(Session session) {//&iE 62T LA
System.out.printin("&i&el#E: " + session.getld());

}

@Override

public void onExpiration(Session session) {//&iFiT AT it A
System.out.printin("&i&EiZHE: " + session.getld());

}

@Override

public void onStop(Session session) {/ARL/&iEISHIRT A
System.out.printin("&SiFELE: " + session.getld());

WRREWEIFE—NE4, aJLA%kE SessionlistenerAdapter SCHL:

public class MySessionListener?2 extends SessionListenerAdapter {
@Override
public void onStart(Session session) {
System.out.printin("&i&eEE: " + session.getld());
}

£ shiro—web.ini BEEX A4 e] LU T MR E R ESIGHITEE:

sessionListeneri=com.github.zhangkaitao.shiro.chapter10.web.listener.MySessionListener1
sessionListener2=com.github.zhangkaitao.shiro.chapter10.web.listener.MySessionListener?2
sessionManager.sessionListeners=$sessionListener!,$sessionListener2
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SEFE [ AN

Shiro #2f# SessionDAO AF£i1ERY CRUD, BP DAO ( Data Access Object ) fEz{CHL:

/[gNDefaultSessionManagerfEtliEsEsessionESARIZGE; MREFRIXREEIRZE/ UG R F/NoSQLEWERE; Bl LASCIISIEAYE
Serializable create(Session session);

IIRIESIEIDIRESIE

Session readSession(Serializable sessionld) throws UnknownSessionException;

[[EFF=1E; NEFFSERELRNE/ SIS RSB E&ERREEESTER

void update(Session session) throws UnknownSessionException;

IMR=E; ISiETH/aEELE (MBFERER ) SER

void delete(Session session);

IBREXERIFREEERAF, MIRAFES AR itEE

Collection<Session> getActiveSessions();&nbsp;

Shiro W#R 70 SessionDAO CIR:

I SazzionlAl

A

4 AbstractSessionllal

=

& Cachingtesz1onlAl | S MemorySessionlal |

T

C  EnterprizeCacheSessionllil |

AbstractSessionDAO 12T SessionDAO BIERSEHL, W14ERS1E ID %; CachingSessionDAO 124t 7
SR EBRNSIREFNINEE, REZLERNAY CacheManager BIE; MemorySessionDAO BEIEER
FErhiTeiR4EP; ™ EnterpriseCacheSessionDAO 12 T EFINEEHISIER4ER, BUABS R NMER MapCac
he LI, ARERFER ConcurrentHashMap 1RFEFHISIE.

ALUBZ W FEEIRE SessionDAO:

sessionDAO=org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
sessionManager.sessionDAO=$sessionDAO&Nbsp;
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Shiro 21T 8 Ehcache ##{T7&1EFE, Ehcache BJLAERS TerraCotta SEMASE LMD o TUEERS .
BEETE pom.xml B7sANan TkEsR -

<dependency>
<groupld>org.apache.shiro</groupld>
<artifactld>shiro—ehcache</artifactld>
<version>1.2.2</version>

</dependency>&nbsp;

BEEBLE shiro—web.ini 34

sessionDAO=org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
sessionDAO. activeSessionsCacheName=shiro—activeSessionCache
sessionManager.sessionDAO=$sessionDAO

cacheManager = org.apache.shiro.cache.ehcache.EhCacheManager
cacheManager.cacheManagerConfigFile=classpath:ehcache.xml
securityManager.cacheManager = $cacheManager&nbsp;

+ sessionDAO. activeSessionsCacheName: &€& Session £FZF, BUAFLE shiro—activeSession

Cache;
« cacheManager: EFE1E:S, BTFEEEFN, AMER Ehcache SEHL;
« cacheManager.cacheManagerConfigFile: 128 ehcache EBFHIEE {4 ;

» securityManager.cacheManager: i&& SecurityManager B9 cacheManager, =BiliZELI 7 Ca

cheManagerAware ZORVERXISR, @1 SessionDAO AY cacheManager;
AIEELE ehcache.xml:

<cache name="shiro—activeSessionCache"
maxEntriesL.ocalHeap="10000"
overflowToDisk="false"
eternal="false"
diskPersistent="false"
timeToLiveSeconds="0"
timeToldleSeconds="0"
statistics="true"/>&nbsp;

Cache BY&=4 shiro—activeSessionCache, BI&ER sessionDAO AY activeSessionsCacheName [
HE,

SINTLUBE AT ini BcEIRERIA ID £hizs:
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sessionldGenerator=org.apache.shiro.session.mgt.eis.JavaluidSessionldGenerator
sessionDAO.sessionldGenerator=$sessionldGenerator&nbsp;

BAF&£iE ID, BASE JavaUuidSessionldGenerator, {#H java.util.UUID 458
WNRBENEH SessionDAO, 4t7% CachingSessionDAO BiE]:

public class MySessionDAO extends CachingSessionDAO {
private JdbcTemplate jdbcTemplate = JdbcTemplateUtils.jdbcTemplate();
protected Serializable doCreate(Session session) {
Serializable sessionld = generateSessionld(session);
assignSessionld(session, sessionld);
String sgl = "insert into sessions(id, session) values(?,?)";
jdbcTemplate.update(sql, sessionld, SerializableUtils.serialize(session));
return session.getld();
}
protected void doUpdate(Session session) {
if(session instanceof ValidatingSession && !((ValidatingSession)session).isValid()) {
return; /AIRSEIE/ELE SN EBEHRT

String sql = "update sessions set session="? where id="";
jdbcTemplate.update(sql, SerializableUtils.serialize(session), session.getld());
}
protected void doDelete(Session session) {
String sqgl = "delete from sessions where id="?";
jdbcTemplate.update(sqal, session.getld());
}
protected Session doReadSession(Serializable sessionld) {
String sqgl = "select session from sessions where id=?";
List<String> sessionStrList = jdbcTemplate.queryForList(sql, String.class, sessionld);

if(sessionStrList.size() == 0) return null;
return SerializableUtils.deserialize(sessionStrList.get(0));
}
}&nbsp;

doCreate/doUpdate/doDelete/doReadSession 3B EISE / &4 / ik / EEEIE; HAMBITIESIERFS
WEEMERIEURESSIL; £257F shiro—web.ini FECE:

sessionDAO=com.github.zhangkaitao.shiro.chapter10.session.dao.MySessionDAO

HRBEMZBI—HE, FAMET CachingSessionDAO; FrEEZEITSAEEFTEEFE, WRKAT A
FIFIEERE,
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SIRIIE

Shiro IRt T 2IEWIHEESS, BFEPNNIISERECIH, NRIHHEEIERE;, BTFMeeER, —Ri5
N IR RIEI S RIGIERIE R ST HIFHELERIER]; (BRUNE web iEH, MNMRABAAENREETFIE
EeEIHN, RtFEEEHHRMNS i8R, Shiro 2t T 2IEIIEEE RS SessionValidationSchedule
r RMIXHEE.

HLUBZT ini BeBEFFBSIRIIE:

sessionValidationScheduler=org.apache.shiro.session.mgt.ExecutorServiceSessionValidationScheduler
sessionValidationScheduler.interval = 3600000
sessionValidationScheduler.sessionManager=$sessionManager
sessionManager.globalSessionTimeout=1800000
sessionManager.sessionValidationSchedulerEnabled=true
sessionManager.sessionValidationScheduler=$sessionValidationScheduler&nbsp;

+ sessionValidationScheduler: £1EIIEEESE, sessionManager EATLRER ExecutorServiceSes
sionValidationScheduler, Ef&EA JDK #9 ScheduledExecutorService T EEIAEHRIISIEEET
HA;

» sessionValidationScheduler.interval: ZE&EERSEIENE, PUZF, FIAFME 1 /0T,
 sessionValidationScheduler.sessionManager: REBSIEGIFEAESSHITEIRNIEITHISIEESTEE;

+ sessionManager.globalSessionTimeout: REEZB=IEERIEYE, BAIA 30 o8, BIZNR 30 2E#WE
BinOSIEEIER;

« sessionManager.sessionValidationSchedulerEnabled: EEHESIERIISE, BHARFBEHY;
« sessionManager.sessionValidationScheduler: IRESIEWIEARESE, EARRER ExecutorService

SessionValidationScheduler,

Shiro Rt 7 {ER Quartz £1RIIDERERE:

sessionValidationScheduler=org.apache.shiro.session.mgt.quartz.QuartzSessionValidationScheduler
sessionValidationScheduler.sessionValidationInterval = 3600000
sessionValidationScheduler.sessionManager=$sessionManager&nbsp;

FRIEESA shiro—quartz #i:

<dependency>
<groupld>org.apache.shiro</groupld>
<artifactld>shiro—quartz</artifactld>
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<version>1.2.2</version>
</dependency>

W ESIEIFAESRLME L EIZAA AbstractValidatingSessionManager 9 validateSessions 75T
IIE, HEEREAMA SessionDAO HJ getActiveSessions FiEABIBSIEHTI0IE, MRSELRZ, S0
tERE; AILAE BN THREEIEFHHITIRIE, 0 com.github.zhangkaitao.shiro.chapter10.session.schedul

er.MySessionValidationScheduler:

1153 TGREN=1EFGIE
String sql = "select session from sessions limit ?,?";
int start = 0; //f2iBic=
int size = 20; //&RRAN
List<String> sessionList = jdbcTemplate.queryForList(sgl, String.class, start, size);
while(sessionList.size() > 0) {
for(String sessionStr : sessionList) {
try {
Session session = SerializableUtils.deserialize(sessionStr);
Method validateMethod =
ReflectionUtils.findMethod(AbstractValidatingSessionManager.class,
"validate", Session.class, SessionKey.class);
validateMethod.setAccessible(true);
ReflectionUtils.invokeMethod(validateMethod,
sessionManager, session, new DefaultSessionKey(session.getld()));
} catch (Exception e) {
/lignore
}
}
start = start + size;
sessionList = jdbcTemplate.queryForList(sgl, String.class, start, size);
}&nbsp;

HEEXIEHE ExecutorServiceSessionValidationScheduler, I EBEEIERZOMEEE, TLEREBSHY
ERUOEIIIPEREEEEE; ini FIECEFIZ BIRIZEL

MRESIEIT RIS AEMRSEINSE, BTLABEUT ini BBEHTIRE:
sessionManager.deletelnvalidSessions=false

ARHER, ARATHERIFA SessionDAO K delete HiEMBRRIE: MNSTEEHFAMUWFER, BILUEA
EET5 R THIRR o

WRZERINSIRIIIE TSIEEITHE, B InvalidSessionException; FEEEHEFFHXNEEFHEERIE
NMAYRESFARSIEEEE, (LHEHRER, WALIE web.xml BeEEMAYEIRIAE
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<error—page>
<exception—type>org.apache.shiro.session.InvalidSessionException</exception—type>
<location>/invalidSession.jsp</location>

</error—-page>
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sessionFactory 2EIZESIENT, RIBHENAY Subject ETFXSEBREESIE; BUARMET SimpleSession

Factory FBskel## SimpleSession £1& .
BREEENX— Session:

public class OnlineSession extends SimpleSession {
public static enum OnlineStatus {
on_line("fELL"), hidden("f28"), force_logout("s&HIiEH");
private final String info;
private OnlineStatus(String info) {
this.info = info;
}
public String getinfo() {
return info;

}
private String userAgent; /PN 2827
private OnlineStatus status = OnlineStatus.on_line; /fELIAZS
private String systemHost; //FAFPERITER S|P
[IEREEL
}&nbsp;

OnlineSession AFRFARIBRAFPNAELIRTS, HFNBEIREHEH
BEBEN SessionFactory:

public class OnlineSessionFactory implements SessionFactory {
@Override
public Session createSession(SessionContext initData) {
OnlineSession session = new OnlineSession();
if (initData != null && initData instanceof WebSessionContext) {
WebSessionContext sessionContext = (WebSessionContext) initData;

HttpServletRequest request = (HttpServietRequest) sessionContext.getServietRequest();

if (request = null) {
session.setHost(IpUtils.getlpAddr(request));
session.setUserAgent(request.getHeader("User—Agent"));

session.setSystemHost(request.getlLocalAddr() + ":" + request.getlLocalPort());

}

return session;
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}
}&nbsp;

RIESIE E X EUEEERAY OnlineSession.
BIETE shiro—web.ini BB XA E:

sessionFactory=org.apache.shiro.session.mgt.OnlineSessionFactory
sessionManager.sessionFactory=$sessionFactory



=
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Shiro 2t 7 2:{8F Spring #9 Cache #1%, Bl Shiro 28 AL Cache, BEX Cache #1777 XHZR, &
EEIARAIERE Cache LM, 3JF Cache BI—LEEER LIS EHAY ( Spring Cache HMSiFERE ) : http://jin

nianshilongnian.iteye.com/blog/2001040
Shiro $24##9 Cache #0:

public interface Cache<K, V> {
ITRIBKey3REVEZFRIE
public V get(K key) throws CacheException;
IIEEEFFRMAkey-value, REIEFFHZFIRYE
public V put(K key, V value) throws CacheException;
1388 EFFKkey I RAYE, R[EIZ(E
public V remove(K key) throws CacheException;
I[EEEEANER
public void clear() throws CacheException;
INR[EIEFFRN
public int size();
IBREVEIFF T ERIkey
public Set<K> keys();
IBREVEFFFTERIvalue
public Collection<V> values();

}
Shiro #24#tfY CacheManager #0:

public interface CacheManager {
ITRIBEFEFIRE—1Cache
public <K, V> Cache<K, V> getCache(String name) throws CacheException;

}
Shiro &2t Y CacheManagerAware FBFiE CacheManager:

public interface CacheManagerAware {
/FENCacheManager
void setCacheManager(CacheManager cacheManager);

}

Shiro WERHERAYEE ( DefaultSecurityManager ) B aitGUFBNAIRISR (40 Realm ) 2

ManagerAware FEzFENBRAY CacheManager.

RERER T SR EIE,

AL T Cache
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Realm &7z

Shiro 1#2#tT CachingRealm, ESLIY CacheManagerAware #0, 27T EFN—LEMSTI; B4 Au
thenticatingRealm & AuthorizingRealm 72352t 733 AuthenticationInfo #1 AuthorizationInfo {EE2HI%E
Zo

ini Bo&

userRealm=com.github.zhangkaitao.shiro.chapterii.realm.UserRealm
userRealm.credentialsMatcher=$credentialsMatcher
userRealm.cachingEnabled=true
userRealm.authenticationCachingEnabled=true
userRealm.authenticationCacheName=authenticationCache
userRealm.authorizationCachingEnabled=true
userRealm.authorizationCacheName=authorizationCache
securityManager.realms=$userRealm
cacheManager=org.apache.shiro.cache.ehcache.EhCacheManager
cacheManager.cacheManagerConfigFile=classpath:shiro—ehcache.xml
securityManager.cacheManager=$cacheManager&nbsp;

« userRealm.cachingEnabled: FE%EF, ZAA false;

* userRealm.authenticationCachingEnabled: BRE&HIIEER, B Authenticationinfo B8, #

1A false;

+ userRealm.authenticationCacheName: £&#F Authenticationinfo {EEHEFEFR;

* userRealm. authorizationCachingEnabled: ZR#EINER, BIZEF Authorizationinfo 2., BAIA fals
e;

+ userRealm. authorizationCacheName: &7 AuthorizationInfo {EERIEFZFR;

« cacheManager: EFE1E2E, IltAMFRE EhCacheManager, BI Ehcache £, FESAHEMNAY Ehca

che k¥, 5&% pom.xml;

FAMBLAAIRXER, FEIE Ehcache B9 CacheManager B VM BAliER:  this.manager = new n
et.sf.ehcache.CacheManager(getCacheManagerConfigFilelnputStream()); 24 this.manager = ne

t.sf.ehcache.CacheManager.create(getCacheManagerConfigFilelnputStream());
Pzl

@Test
public void testClearCachedAuthenticationlnfo() {
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login(u1.getUsername(), password);
userService.changePassword(ul.getld(), password + "");
RealmSecurityManager securityManager =
(RealmSecurityManager) SecurityUtils.getSecurityManager();
UserRealm userRealm = (UserRealm) securityManager.getRealms().iterator().next(); userRealm.clearCachedAuther
login(u1.getUsername(), password + "");
}&nbsp;

BREFRMIN (LTSS FEHENAY AuthenticationInfo ) , ARIEXEERD; WWASZEHME T ; EEEEEFH Real
m #Y clearCachedAuthenticationinfo 3BT 2 BiEFAY AuthenticationInfo; BN TAERINLSIREE!
1B RS Z BURYER AuthenticationInfo;

@Test
public void testClearCachedAuthorizationinfo() {
login(u1.getUsername(), password);
subject().checkRole(r1.getRole());
userService.correlationRoles(u1.getld(), r2.getld());
RealmSecurityManager securityManager =
(RealmSecurityManager) SecurityUtils.getSecurityManager();
UserRealm userRealm = (UserRealm)securityManager.getRealms().iterator().next(); userRealm.clearCachedAuthori:
subject().checkRole(r2.getRole());
}&nbsp;

MZBIBAIERZ; tER Realm B9 clearCachedAuthorizationinfo {23 Z BiE1FRY AuthorizationInf

0;

BHMEB clearCache, EREBHAER clearCachedAuthenticationInfo 1 clearCachedAuthorizationlnfo, &

Z= AuthenticationInfo #1 AuthorizationInfo.

UserRealm 2t T clearAllCachedAuthorizationinfo. clearAllCachedAuthenticationinfo. clearAllCa
Chey ﬂqazlﬁl%éﬁ\éﬁﬁo

ARWBET TXMAE LA RRTFEE, JUUEEREREER Shiro B9E7F, AEBECEII AOP #1HISCHL
HCOHERE,; albl&%&: https://github.com/zhangkaitao/es/tree/master/web/src/main/java/com/sishuo

k/es/extra/aop

SHMNERFN Spring ERRTATLAE EEZFA Spring A9 Cache %R, ATLIEEER SpringCacheManagerW
rapper, EXJ Spring Cache #1377 8%, 9 Shiro B9 CacheManager SEHL:
https://github.com/zhangkaitao/es/blob/master/web/src/main/java/org/apache/shiro/cache/spring/Spri

ngCacheManager\Wrapper.java
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Session &1z

LA NRET SecurityManager f9 CacheManager B, #0:
securityManager.cacheManager=$cacheManager
1F(IRE SessionManager BJ:

sessionManager=org.apache.shiro.session.mgt.DefaultSessionManager
securityManager.sessionManager=$sessionManager&nbsp;

a0 securityManager ST SessionsSecurityManager, E£Bz¥lr SessionManager &L 7 Cac
heManagerAware #0, MR TS CacheManager IRB4AE . fAlE sessionManager £HIBrERNAY
sessionDAO (#n4k#&HE CachingSessionDAO ) &L 7 CacheManagerAware, MR T Cac
heManager IR&4E; WENER MySessionDAO FiEmEFR SessionDAO; ERAEER, NREA

B EHIERE .

¥3F CachingSessionDAO, HJLABE I MR EIREEFIIBIR:

sessionDAO=com.github.zhangkaitao.shiro.chapter1i.session.daoc.MySessionDAO
sessionDAO.activeSessionsCacheName=shiro—activeSessionCache&nbsp;

activeSessionsCacheName BAiAFE=Z shiro—activeSessionCache,



=

AT

5 Springs
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Shiro B9 EHERR JavaBean/POJO RYAEHE, FTLAIFREESZEA Spring #THEMEETE, JLAEESERIM in
i FeEER R Spring #1781, B34F JavaSE MK Web MFBARYER -

ERBZET, EESA shiro—spring & spring—context 4§, BE&iEE%E pom.xml.
spring—beans.xml B & X424t 7 EitiZA{4a0 DataSource. DAO. Service AHRIBLE -
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JavaSE hF3

spring—shiro.xml 12t 7&iE JavaSE B3N FERY Spring & :

<|l-— EFEEEE FHEhcachestH —>
<bean id="cacheManager" class="org.apache.shiro.cache.ehcache.EhCacheManager">
<property name="cacheManagerConfigFile" value="classpath:ehcache.xml"/>
</bean>
<|—— {EIEITEEE —>
<bean id="credentialsMatcher" class="
com.github.zhangkaitao.shiro.chapteri12.credentials.RetryLimitHashedCredentialsMatcher">
<constructor—arg ref="cacheManager"/>
<property name="hashAlgorithmName" value="md5"/>
<property name="hashlterations" value="2"/>
<property name="storedCredentialsHexEncoded" value="true"/>
</bean>
<!-- RealmsH ——>
<bean id="userRealm" class="com.github.zhangkaitao.shiro.chapter12.realm.UserRealm">
<property name="userService" ref="userService"/>
<property hame="credentialsMatcher" ref="credentialsMatcher"/>
<property name="cachingEnabled" value="true"/>
<property name="authenticationCachingEnabled" value="true"/>
<property name="authenticationCacheName" value="authenticationCache"/>
<property name="authorizationCachingEnabled" value="true"/>
<property name="authorizationCacheName" value="authorizationCache"/>
</bean>
<l-— 2IFIDAEE —>
<bean id="sessionldGenerator"
class="org.apache.shiro.session.mgt.eis.JavaUuidSessionldGenerator"/>
<l--= £1EDAO ——>
<bean id="sessionDAO"
class="org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO">
<property name="activeSessionsCacheName" value="shiro—activeSessionCache"/>
<property hame="sessionldGenerator" ref="sessionldGenerator"/>
</bean>
<lI-— SFIIDAERE —>
<bean id="sessionValidationScheduler"
class="org.apache.shiro.session.mgt.quartz.QuartzSessionValidationScheduler">
<property name="sessionValidationInterval" value="1800000"/>
<property name="sessionManager" ref="sessionManager"/>
</bean>
<I-- ZIEEERE ——>

<bean id="sessionManager" class="org.apache.shiro.session.mgt.DefaultSessionManager">
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<property name="globalSessionTimeout" value="1800000"/>
<property name="deletelnvalidSessions" value="true"/>
<property name="sessionValidationSchedulerEnabled" value="true"/>
<property name="sessionValidationScheduler" ref="sessionValidationScheduler"/>
<property name="sessionDAQ" ref="sessionDAO"/>
</bean>
<I-- Z2EHEE >
<bean id="securityManager" class="org.apache.shiro.mgt.DefaultSecurityManager">
<property name="realms">
<list><ref bean="userRealm"/></list>
</property>
<property name="sessionManager" ref="sessionManager"/>
<property name="cacheManager" ref="cacheManager"/>
</bean>
<I-- #HEFAASecurityUtils.setSecurityManager(securityManager) ——>
<bean class="org.springframework.beans.factory.config.MethodInvokingFactoryBean">
<property hame="staticMethod"
value="org.apache.shiro.SecurityUtils.setSecurityManager"/>
<property name="arguments" ref="securityManager"/>
</bean>
<I-- Shiro&asEHA RS ——>
<bean id="lifecycleBeanPostProcessor"
class="org.apache.shiro.spring.LifecycleBeanPostProcessor"/>

AIUEY, REIEZERY ini BB ERZ AR spring xml BEE A XEIE], TS RRE. LifecycleBeanPostP

rocessor BFESLEIL T Initializable # MY Shiro bean #iaEIIAR Initializable #EOENE, 7EsLHL T Destr

oyable £:[0AY Shiro bean 2RI Destroyable #EZMAEIE ., @40 UserRealm gL T Initializable, i Def
aultSecurityManager L8l Y Destroyable ., EARIUBEEIRIHELEK,

M AREE%E com.github.zhangkaitao.shiro.chapter12.ShiroTest,
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Web

Web WFF1EE JavaSE MANFELAEREMAY, ERRE—LA—HIRE, FAREILUSE sprin

g—shiro—web.xml,

<l-— £iECookiet&EtR ——>
<bean id="sessionldCookie" class="org.apache.shiro.web.servlet.SimpleCookie">
<constructor—arg value="sid"/>
<property hame="httpOnly" value="true"/>
<property name="maxAge" value="180000"/>
</bean>
<|-- JHEER ——>
<bean id="sessionManager"
class="org.apache.shiro.web.session.mgt.DefaultWebSessionManager">
<property name="globalSessionTimeout" value="1800000"/>
<property name="deletelnvalidSessions" value="true"/>
<property name="sessionValidationSchedulerEnabled" value="true"/>
<property name="sessionValidationScheduler" ref="sessionValidationScheduler"/>
<property name="sessionDAQ" ref="sessionDAO"/>
<property name="sessionldCookieEnabled" value="true"/>
<property name="sessionldCookie" ref="sessionldCookie"/>
</bean>
<|--Z2EER -—>
<bean id="securityManager" class="org.apache.shiro.web.mgt.Default\WebSecurityManager">
<property name="realm" ref="userRealm"/>
<property name="sessionManager" ref="sessionManager"/>
<property hame="cacheManager" ref="cacheManager"/>
</bean>&nbsp;

1. sessionldCookie 2FF 4= Session ID Cookie RIIER;
2. SIESEEFERAT web ;BRI DefaultWebSessionManager;

3. ZeEEEEFERAT web BRI DefaultWebSecurityManager .

<I-- EFFormZxENSHIGIET s ——>
<bean id="formAuthenticationFilter"
class="org.apache.shiro.web.filter.authc.FormAuthenticationFilter">
<property name="usernameParam" value="username"/>
<property name="passwordParam" value="password"/>
<property name="loginUrl" value="/login.jsp"/>
</bean>
<!-= ShiroB9Webi3iEss ——>
<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
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<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="/login.jsp"/>
<property name="unauthorizedUrl" value="/unauthorized.jsp"/>
<property name="filters">
<util:map>
<entry key="authc" value-ref="formAuthenticationFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
/index.jsp = anon
/unauthorized.jsp = anon
/login.jsp = authc
/logout = logout
[** = user
</value>
</property>
</bean>&nbsp;

1. formAuthenticationFilter AEF Form FREMSMHIIESIERSE; HWARILIBERINECSH Filter bean &
X;

2. shiroFilter: Itt&MsER ShiroFilterFactoryBean Ui ShiroFilter i13382g; filters BHERTEX BCSRIT
JE22, BDini BeEHRY [filters] £B4>; filterChainDefinitions FAFEER url 1 filter B9XZ, Bl ini BoEHRHY

[urls] &% o
EEEBER web.xml BTN TS :

<context—param>
<param-name>contextConfigL ocation</param-name>
<param-value>
classpath:spring—beans.xml,
classpath:spring—shiro—web.xml
</param-value>
</context—param>
<listener>
<listener—class>
org.springframework.web.context.Contextl oaderListener
</listener—class>
</listener>&nbsp;

®id ContextlLoaderListener & contextConfiglocation ¥8E/Y Spring BL& 14 .

<filter>
<filter—name>shiroFilter</filter—-name>
<filter—class>org.springframework.web filter.DelegatingFilterProxy</filter—class>
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<init—-param>
<param—-name>targetFilterLifecycle</param—-name>
<param-value>true</param-value>
</init—-param>
<ffilter>
<filter—-mapping>
<filter—-name>shiroFilter</filter—name>
<url-pattern>/*</url—pattern>
<ffilter—-mapping>&nbsp;

DelegatingFilterProxy =B#hZ| Spring &8P &EX&AF 9 shiroFilter B9 bean FHE filter I5K3LEELMIE,

HittfeEI5SE R
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Shiro 1R+ %

Shiro 2t T HENAERFATABRIZS, MNREMAXLTHENFEEER AOP AIThEEREITHIMT, 40 Spring AO
P; Shiro 27 Spring AOP &epl TR BRIEARAIERTAOIGILE

AT, ERT Spring MVC kB Shiro iE##, 258 Shiro iFEANAILAE web B[R, iRz
89 JavaSE A 2eILABRY, HERZELL web A617 .

£ spring—mve.xml BEE& U470 Shiro Spring AOP RIS i

<aop:config proxy—target—class="true"></aop:config>

<bean class="

org.apache.shiro.spring.security.interceptor.AuthorizationAttributeSourceAdvisor">
<property hame="securityManager" ref="securityManager"/>

</bean>&nbsp;

W EEERT IR Shiro Spring AOP BRiE/ERISZIE;  <aop:config proxy-target—class="true"> FRIE
s
o

EEM LN AYEEIZE ( AnnotationController ) HR{ERAI T A HTIT/R:

@RequiresRoles("admin")
@RequestMapping("/hello2")
public String hello2() {

return "success";
}&nbsp;

518 hello?2 FFiEREHRRSRIARPE admin B&.

LIS, H&Hd UnauthorizedException &&, BT LAEER Spring B9 ExceptionHandler ( Default
ExceptionHandler ) SR TS E:

@ExceptionHandler({UnauthorizedException.class})
@ResponseStatus(HttpStatus. UNAUTHORIZED)
public ModelAndView processUnauthenticatedException(NativeWebRequest request, UnauthorizedException e) {
ModelAndView mv = new ModelAndView();
mv.addObject("exception", e);
mv.setViewName("unauthorized");
return mv;
}&nbsp;
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WNSREERY Struts?2, TEFE ( Shiro+Struts2+Spring3 1L @RequiresPermissions f& @Autowired 2
R ) il

http://jinnianshilongnian.iteye.com/blog/1850425

IPRIERE

@RequiresAuthentication

F A1 Subject EEEIT login 77 BHIGIE; BN Subject.isAuthenticated() iR[E] true.
@RequiresUser

F T HHI Subject EEBMHIIEHEBIICERERA.
@RequiresGuest

FHR Subject RBESHIGIESBEIICERERT, BIRHFEE%.
@RequiresRoles(value={ “admin” , “user” }, logical= Logical.AND)

F 380 Subject EEAE admin #1 user,
@RequiresPermissions (value={ “user:a” , “user:b” }, logical= Logical.OR)

FH81 Subject FEMNPR user: a gk user: b,



=

RememberMe
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Shiro 2t Ti2{£F (RememberMe ) AITNEE, LEAIHIRANEBES—LMuERT, XA T XIS TRBIFITIA
ERGCEMREE, TR EHEBERIELE, ERREBINT:

1. BEAEERNEIEF RememberMe AEERM; MIRENLEEER, —REIE RememberMe B9 Coo
kie BEIEFiRHRT FE;

2. XIANGERBEITH, SRIWNEREZICEIRAY;

3. HE—RAIN RS SEinC2NBRZiE, BREERLE;

4. (BRI THEEERN, NRBEEHATRSH TR, ITERBEB/RTEMIALEN, LIEHERS
BIAFPIERR,.
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RememberMe BiE&

spring—shiro—web.xml Bt &:

<bean id="sessionldCookie" class="org.apache.shiro.web.servlet.SimpleCookie">
<constructor—arg value="sid"/>
<property name="httpOnly" value="true"/>
<property name="maxAge" value="-1"/>

</bean>

<bean id="rememberMeCookie" class="org.apache.shiro.web.servlet.SimpleCookie">
<constructor—arg value="rememberMe"/>
<property hame="httpOnly" value="true"/>
<property name="maxAge" value="2592000"/><!-- 30K ——>

</bean>&nbsp;

 sessionldCookie: maxAge=—1 il ee K AATEIULE Cookie;

* rememberMeCookie: BPic{EFaY Cookie, 1®EFITE 30 X;

<I-— rememberMe&EsE ——>
<bean id="rememberMeManager"
class="org.apache.shiro.web.mgt.CookieRememberMeManager">
<property name="cipherKey" value="
\#{T(org.apache.shiro.codec.Base64).decode('4AvVhmFLUsOKTA3Kprsdag==")}"/>
<property name="cookie" ref="rememberMeCookie"/>
</bean>&nbsp;

rememberMe &1%22E, cipherKey £0% rememberMe Cookie HIZ55H; BHA AES &i%;

<-- e EEE >
<bean id="securityManager" class="org.apache.shiro.web.mgt.DefaultWebSecurityManager">

<property name="rememberMeManager" ref="rememberMeManager"/>
</bean>&nbsp;

& & securityManager T2 EI22809 rememberMeManager;

<bean id="formAuthenticationFilter"
class="org.apache.shiro.web.filter.authc.FormAuthenticationFilter">

<property name="rememberMeParam" value="rememberMe"/>
</bean>&nbsp;



%5 13 & RememberMe | 143

rememberMeParam, Bl rememberMe 15k8#%, 15KS8%2 boolean 28!, true &/ rememberM

€o

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">

<property name="filterChainDefinitions">
<value>
/login.jsp = authc
/logout = logout
/authenticated.jsp = authc
[** = user
</value>
</property>
</bean>&nbsp;

“Jauthenticated.jsp = authc” FRipEiZititFPMREMIRIEED ( Subject. isAuthenticated()==tru
e); M “/*=user’ FTripENZBItAIERREEMHIIIEEITE RememberMe ZFA9EFATLL,

MR :

1. B8 http:/llocalhost:8080/chapter13/ , SHEEIZRIE, ERMINESRERIEN rememberMe Co
okie;

2. KIANEEE, LATEIE cookie KRR

3. REEHFTFFNLEEEIAIE http:/localhost:8080/chapter1d/ , A28 LAAIEIAY;

4. WNSRIEASIAE  http:/localhost:8080/chapter13/authenticated.jsp , SPHERIBRRNEETIHITENDIRIE.

WNEREZHEMHM RememeberMe, EBEEZRZENXHECIEZE Token: UsernamePasswordToken(FBBFR&, =
B, Eic/ER), w:

Subject subject = SecurityUtils.getSubject();
UsernamePasswordToken token = new UsernamePasswordToken(username, password);

token.setRememberMe(true);
subject.login(token);&nbsp;

subject.isAuthenticated() FAFPHIT T SMIIEERAY, BIfESR Subject.login #177ER; subject.isR
emembered(): FRAFPRBEIICERERA, HWAEHAREERMR (AIRAIBARERIRAVEM, ERAY
cookie #5EY ) fTihIERY; BME —ik—, Bl subject.isAuthenticated()==true, M subject.isRemembere
d()==false; z—*#*,

ST FILIERE, —RXIFER:
HIE—RRMTE, INATEERZZER, FHAMER user 32220800, user EEEEREAFES (isRemembere
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d()==true or isAuthenticated()==true) ISBIBTHAIKI;
HIOEERNTR, WNFAITE, IRITENE, HAMER authe 128280800, authc EESESFIMAREE 28T
Subject.login (isAuthenticated()==true ) R/, MREA KT, EVNSHEERNEITERER.

Ett RememberMe ERIES, FEEGHENA=ESRKCIBENAIINGE, B T =82S0 Repi R aER 2 RrY



=

SSL




%14 & SSL 146

XJF SSL #UZ#F, Shiro RZFIHT=ET url E5FHE SSL &%, MNRFEENEEDEF https #H17i5E.

BEREREIER, SaEHE D:\localhost.keystore
#F JDK B9 keytool 5%, E£RIES (BEIEH / A$8/F458 ) 2 D:\localhost.keystore :

keytool —genkey —keystore "D:\localhost.keystore" —alias localhost —keyalg RSA
BWANEREOS:

BSOS

BT EHERRTA?

[Unknown]: localhost

TEROBLIR B ATRETA?

[Unknown]: sishuok.com

EROBIRBIRZT A

[Unknown]: sishuok.com

SRR X EFR2A?

[Unknown]: beijing

GERENE/M/BERERETA?

[Unknown]: beijing

ZBRVINFEER/MXABEAA?

[Unknown]: cn

CN-=localhost, OU=sishuok.com, O=sishuok.com, L=beijing, ST=Dbeijing, C=cn2&1EH
2

&y

i <localhost> F9Z$AO<
(WNERAZEEOSHER, ZE1ZE):
BREAHROS:

BT L8, £aEHE D:\ localhost.keystore ;
SRS’ E tomcat HY server.xml
ItEAMERT apache—tomcat—7.0.40 kA, ¥TFH conf/server.xml, #E!:

\<l——

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" ssIProtocol="TLS" />

\=—>&nbsp;

i

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="D:\localhost.keystore" keystorePass="123456"/>&nbsp;



keystorePass Fi24Al keystore FHRERIZR .
N SSL RIECE S ( spring—shiro—web.xml )
HAMER T I+ =E—Ha9A3:

<bean id="sslFilter" class="org.apache.shiro.web filter.authz.SslFilter">
<property name="port" value="8443"/>
</bean>
<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="filters">
<util:map>
<entry key="authc" value-ref="formAuthenticationFilter"/>
<entry key="ssl" value—ref="sslFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
/login.jsp = ssl,authc
/logout = logout
/authenticated.jsp = authc
[** = user
</value>
</property>
</bean>&nbsp;

SslFilter ZhAiRO2 443, IWAMERT 8443; “/login.jsp = sslauthc” FRIAOERTEIFEEE SSL.
s

B=fE1E shiro—example—chapter14 5% war & ( mvn:package ) , K% tomcat ~AY webapps &, Bk
5528, @mpa) localhost:9080/chaptert4/, =BzmhBkEE https://localhost:8443/chapteri4/login.jsp.

YNSREEA Maven Jetty #f4, RILIEEINMEHEE:

<plugin>
<groupld>org.mortbay.jetty</groupld>
<artifactld>jetty—maven—plugin</artifactld>
<version>8.1.8.v20121106</version>
<configuration>
<webAppConfig>
<contextPath>/${project.build.finalName}</contextPath>
</webAppConfig>
<connectors>
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<connector implementation="org.eclipse.jetty.server.nio.SelectChannelConnector">
<port>8080</port>

</connector>

<connector implementation="org.eclipse.jetty.server.ssl.SsISocketConnector">
<port>8443</port>
<keystore>${project.basedir}/localhost.keystore</keystore>
<password>123456</password>
<keyPassword>123456</keyPassword>

</connector>

</connectors>

</configuration>
</plugin>






Shiro 1.2 FriaiRt 7 Jasig CAS B ERNIF, BRBERTERTEZESREMN, ESIMEAEY, AFRRE
ER|—PPRIRSEER RN EXERFHINEDT—, TRBIRER. AR Jasig CAS v
4.0.0-RC3 hRA:

https://github.com/Jasig/cas/tree/v4.0.0-RC3

Jasig CAS BRBRESRH NIRGHRHIIE in, BRSR[neHERER, 21MEFin (FRR ) BHEREIZER

SEFTERIIE, KIERENT:

1. PEEFIHEEEZRAITE http:/localhost:9080/client/ , IETEMFIRESERIRSSE hitps:/localhost:84
43/server/login?service=https://localhost:9443/client/cas ;

2. MRHFRELERIRSHEMSEERNE, RRRERERENH, BAAFE | BEHITER,;

3. BREHINERSSHELIAZFIHENRIIE:  hitps:/localhost:9443/client/cas ?ticket=ST—-1-eh2clo92F
9syvoMs5D0Og—-cas01.example.org , BEE&E— ticket;

4. BRIR=E ticket 123XLEIRSSEZIRIGIE ticket RS BB, WRBURSHHGREIAFSH;
5. BEFIGDLIBRIEXTAFRSORBUZSRRRAR / Be / TRES.

REEATH (B+IUE SSL ) —HAIEES .



o
4
e
=k
Eil3

HAERT Jasig CAS BRSSE: v4.0.0-RC3 kA, HJLIEIEETSH github F&: https://github.com/Jasig/ca
s/tree/v4.0.0-RC3 T, ARISHE cas—server-webapp EHREIEEE shiro—example—chapter15-server
B, BRESEIRL.

1. HFIEPFERF ( F5HIUE SSL ) —H#AIMEIE+H, B localhost.keystore ¥ Z shiro—example—cha
pteri5—server IEHIEERT;

2. £ pom.xml B0 Jetty Maven #f4, FH00 SSL 7§

<plugin>
<groupld>org.mortbay.jetty</groupld>
<artifactld>jetty—maven—plugin</artifactld>
<version>8.1.8.v20121106</version>
<configuration>
<webAppConfig>
<contextPath>/${project.build.finalName}</contextPath>
</webAppConfig>
<connectors>
<connector implementation="org.eclipse.jetty.server.nio.SelectChannelConnector">
<port>8080</port>
</connector>
<connector implementation="org.eclipse.jetty.server.ssl.SsISocketConnector">
<port>8443</port>
<keystore>${project.basedir}/localhost.keystore</keystore>
<password>123456</password>
<keyPassword>123456</keyPassword>
</connector>
</connectors>
</configuration>
</plugin>

3. 18X src/main/webapp/WEB-INF/deployerConfigContext.xml , #Z| primaryAuthenticationHandle
r, SREARIN— K

<entry key="zhang" value="123"/>
Htbxz#50 JDBC &1, alLAECES; BHRESE N,

4. mvn jetty:run [BhiRSS SN ENET :
ihia)  https:/localhost:8443/chapter15—-server/login &3 H N TFERRE:



JASIG

Central Authentication Service (CAS)

For security reasons, please Log Out and Exit your web browser when you are done accessing
Enter vour Username and Password
Languages:
Enalish Spanish French Russian Hederlands Svenska Italiano Urdu i
Chinese (Traditional} Deutsch  Japanese Croatian Czech Slovenian Catalar
Portuguese Portuguese (Brazil) Paolish

Username:

Passward:
Warn me before logging me into other

sites.

LOGIN | clear
BWNAFE | Z53, 90 zhang/123, BRREZMINRE:

JASIG

Central Authentication Service (CAS)

Log In Successful
You have successfully logged into the Central Authentication Service.

When you are finished, for security reasons, please Log Out and Exit your web browser,

B ARSS 2RimAY B SR ECE ST 1 o
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2
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1. B5(#FH localhost.keystore SHEHIES ( 2%8 ) F D:\localhost.cer
keytool —export —alias localhost —file D:\localhost.cer —keystore D:\localhost.keystore&nbsp;
2. E79 CAS client HE2ERZIEPRHTIRIE, FEFIEPBSAE JDK #:

cd D:\jdk1.7.0_21\jre\lib\security
keytool —import —alias localhost —file D:\localhost.cer —noprompt —trustcacerts —storetype jks —keystore cacerts —storepe

WRENEW, BILASEE security B TR cacerts filis;

3. IR EEIHRY Jetty Maven HEFRIECE L VECE Jetty 1&H;

4. 7x shiro—example—chapter15—client f&2RFE N shiro—cas &%, ERESEH pom.xml;
5. BEX CasRealm:

public class MyCasRealm extends CasRealm {
private UserService userService;
public void setUserService(UserService userService) {
this.userService = userService;
}
@Override
protected Authorizationlnfo doGetAuthorizationlnfo(PrincipalCollection principals) {
String username = (String)principals.getPrimaryPrincipal();
SimpleAuthorizationInfo authorizationInfo = new SimpleAuthorizationInfo();
authorizationInfo.setRoles(userService.findRoles(username));
authorizationInfo.setStringPermissions(userService.findPermissions(username));
return authorizationlnfo;
}
}&nbsp;

CasRealm 1R#g CAS Ir5328imR BB R SMIRBHER IR E | RIRES..
6. spring—shiro—web.xm| Et&:

<bean id="casRealm" class="com.github.zhangkaitao.shiro.chapter13.realm.MyCasRealm">
<property hame="userService" ref="userService"/>
<property name="casServerUrlPrefix" value="https://localhost:8443/chapter1i4—server"/>
<property name="casService" value="https://localhost:9443/chapteri4—client/cas"/>
</bean>&nbsp;



casServerUrlPrefix: & CAS Server fRs38imtbil;

casService: =XHaIMNA CAS RS URL, BIBEFEWFHEIEZRAAINGRY Ticket AY;
MRAE / SIREE MRS HRIHRMINE, T BEE(FER CasRealm:

<bean id="casRealm" class="org.apache.shiro.cas.CasRealm">

<property name="defaultRoles" value="admin,user"/>

<property name="defaultPermissions" value="user:create,user:update"/>

<property name="roleAttributeNames" value="roles"/>

<property name="permissionAttributeNames" value="permissions"/>

<property name="casServerUrIPrefix" value="https://localhost:8443/chapteri4-server"/>

<property name="casService" value="https://localhost:9443/chapteri4—client/cas"/>
</bean>&nbsp;

defaultRoles/ defaultPermissions: BRIAFINZEETE CAS BERMINBFRIAEINIRES.; roleAttributeNa
mes/ permissionAttributeNames: BE&EM / NREMHETR, WRBFHBE / NREERMNIRSESImE(]
A9 (BMRERY CAS Principal &7 Principal Z7MABa1—Le Attributes ) , LERIRILAERS roleAttributeNam
es/ permissionAttributeNames 5% Attributes FRIRAE / IXREHE; 15B17E18 CAS SABNAREZER.

<bean id="casFilter" class="org.apache.shiro.cas.CasFilter">
<property name="failureUrl" value="/casFailure.jsp"/>
</bean>&nbsp;

CasFilter Z£{lF FormAuthenticationFilter, RATHEIGIEIRS2EimIREIRY CAS Service Ticket,

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="https://localhost:8443/chapteri4—server/login?service=https://localhost:9443/chapte
<property name="successUrl" value="/"/>
<property name="filters">
<util:map>
<entry key="cas" value-ref="casFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
/casFailure.jsp = anon
/cas = cas
/logout = logout
[** = user
</value>
</property>
</bean>&nbsp;



loginUrl: https://localhost:8443/chapter15—-server/login  FRIESimines=ibit, ERMINEHEER?service
SHET TR TE IR NER;
“/cas=cas” : Bl /cas il RERSSERuRCIERELE, {FF8 CasFilter 3REX Ticket #17&H.

7. WA, W http:/localhost:9080/chapter15—client #ib#E/TMEXEIAT, ATLAUERZN Chrome FHX debug
MERMEZIE KAV

MRBFILUITRE, —RBIEBSABIRERN, BRLEHRSN, WREERT, BURERIETNAEL JOK
LERHFIUEBRY JDK FNEE—MNERHY:

Caused by: sun.security.validator.ValidatorException: PKIX path building failed: sun.security.provider.certpath.SunCertF

at sun.security.validator.PKIXValidator.doBuild(PKIXValidator.java:385)
at sun.security.validator.PKIXValidator.engineValidate(PKIXValidator.java:292)
at sun.security.validator.Validator.validate(Validator.java:260)
at sun.security.ssl.X509TrustManagerimpl.validate(X509TrustManagerIimpl.java:326)
at sun.security.ssl.X509TrustManagerImpl.checkTrusted(X509TrustManagerimpl.java:231)
at sun.security.ssl.X509TrustManagerimpl.checkServerTrusted(X509TrustManagerimpl.java:126)
at sun.security.ssl.ClientHandshaker.serverCertificate(ClientHandshaker.java:1323)
... 67 more

Caused by: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid certification path to request:

at sun.security.provider.certpath.SunCertPathBuilder.engineBuild(SunCertPathBuilder.java:196)
at java.security.cert.CertPathBuilder.build(CertPathBuilder.java:268)

at sun.security.validator.PKIXValidator.doBuild(PKIXValidator.java:380)

... /13 more
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FAF (sys_user)

??

username

password

salt

role_ids

locked

(L0443 (sys_organization)

??

name

priority

parent_id

??

bigint

varchar

varchar

varchar

varchar

bool

?7?

bigint

varchar

int

bigint

?7?

100

100

50

100

?7?

100

??

27?77

27?7

??

27?77

2772777

?7?

2?27



parent_ids

available

&R (sys_resource)

??

name

type

priority

parent_id

parent_ids

permission

available

B (sys_role)

??

varchar

bool

??

bigint

varchar

varchar

int

bigint

varchar

varchar

bool

??

bigint

100

?7?

100

50

100

100

??

5516 & LA | 159

27?77

??

27?7

277

-----

.....

2777

??

27?7
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role varchar 100 2777
description varchar 100 2777
resource_ids varchar 100 277?77
available bool 2777

TR RREPITE. NERETES, XPEARERREXEN, NERHEE N NEAFTAHRIE, W
B, 1220, MIBRIREH; A type SRR TTREEL (W1 menu RRkE, button XFiLH ) , priority 27t&
AOHER, WBERIREF; permission F=NIR; dIFAFXEEER user* ; UHEIEXREINERFE, BF
FIBET user* HIR; MNAFHILIZHAER user:.create, tWHRIERAFMISIIEIGERFE, BRHEE

T user:.create PR T ; available FREAREETH, WHEEER/ FAEXR.

e role FRACIKATE, W0 admin, BFE&FEER; description B-AREIR, IIBAEER, BT
BB EREAPEER; resource_ids ERZABHAEHERYIZE, NZACHEEIMIRYIE (E7EE) , BIA

BENRFRFERES; avalable ERAREETH,

RO name FRBLWMGEIR, priority ZERHTUERIHET, BIERINF; available FBRALNITE SR
F.

FF: username X REF®; password FRER; salt B RINZZEBAIE; role_ids FRAFHEGNAEEY!
x, B IAEHERINENRFHEIIE,; locked TAFERHIE.

IHEAMINER R . RLRAATER R BLEEH -

id name parent_id parent_ids
1 27?7 0 o/
2 7?77 1 0N/

3 (s 1 on/
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4 277?77 2 0Nn/2/

parent_id ®RRImS, parent_ids FrFTBHESEHS; W 0M1/2/ RrREBLER 2. 1. 0; HPIRETRXHSH
OO

AT EEME, WEF - A, AB - BRFFREEAELA (BFRESFR role_ids, ABZEHAY resource_id
s) B, [REEIZSENFEERE, NETRIEE admin AENAFEY, ENEIXEE, Bl EE
T . TEFEXEZER role_ids=1,2,3,; ENZEFEREESHE.

FBFAHE. BRNMBRLIREEI, AIELUE—ENRERGIXLA, HIrIBF / ALY BriREIxXL
BE/XRT; BINGTFRAREJUIH—MEARPE, Witlx, TEES | ERAFHEEEETFIINR.

BEEXINIRIESEHM ( JavaEE MBAFEMFEE ) : http:/github.com/zhangkaitao/es .
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Bixigs%E

W

+ sql/ shiro—schema.sql ( &£4543 )

+ sql/ shiro—data.sql ( ¥Ha%EE )

BIANRBFA | BR3=2 admin/123456,
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SLAK

BixiE2% com.github.zhangkaitao.shiro.chapter16.entity £ FHISEIK, IEAAFEARZIZET .
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DAO

BiXiE&% com.github.zhangkaitao.shiro.chapter16.dao € FHI DAO O K& LW,
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a5
op

Service

BiXiE2% com.github.zhangkaitao.shiro.chapter16.service 8 TFHI Service #EORSEM, LI TFRETER
CRUD Z4M9x&4#EEO:

public interface ResourceService {
Set<String> findPermissions(Set<Long> resourcelds); /{82 &R AN RF 155
List<Resource> findMenus(Set<String> permissions); /fRiEF P REEI3E

}

public interface RoleService {
Set<String> findRoles(Long... rolelds); /fRiEfAEHRSEEIAEIMRRTIE
Set<String> findPermissions(Long[] rolelds); /{RIEABRSEIINRFFRTIE
}

public interface UserService {
public void changePassword(Long userld, String newPassword); //E5ZHS
public User findByUsername(String username); /{RiEFPEE XA
public Set<String> findRoles(String username);// {RIEAFRZEHXERAE
public Set<String> findPermissions(String username);// {RIEARZEHENR
}&nbsp;

Service SLMBESERAD, LAFAIIZEET
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UserRealm =

public class UserRealm extends AuthorizingRealm {
@Autowired private UserService userService;
protected Authorizationlnfo doGetAuthorizationInfo(PrincipalCollection principals) {
String username = (String)principals.getPrimaryPrincipal();
SimpleAuthorizationInfo authorizationinfo = new SimpleAuthorizationInfo();
authorizationlnfo.setRoles(userService.findRoles(username));
authorizationInfo.setStringPermissions(userService.findPermissions(username));
System.out.printin(userService.findPermissions(username));
return authorizationlnfo;
}
protected Authenticationinfo doGetAuthenticationinfo(AuthenticationToken token) throws AuthenticationException {
String username = (String)token.getPrincipal();
User user = userService.findByUsername(username);
if(user == null) {
throw new UnknownAccountException();//;Z#2IkS
}
if(Boolean. TRUE.equals(user.getlLocked())) {
throw new LockedAccountException(); //ikS$itiE
}
return new SimpleAuthenticationinfo(
user.getUsername(), //lBFR&
user.getPassword(), /275
ByteSource.Util.bytes(user.getCredentialsSalt()),//salt=username+salt
getName() //realm name

IlEAbAY UserRealm #0 { 5575& Realm RABXIIR ) A9 UserRealm 2581, @13 UserService SREUIKS K 3
&/ RIER.
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@Controller
public class IndexController {
@Autowired
private ResourceService resourceService;
@Autowired
private UserService userService;
@RequestMapping("/")
public String index(@CurrentUser User loginUser, Model model) {
Set<String> permissions = userService.findPermissions(loginUser.getUsername());
List<Resource> menus = resourceService.findMenus(permissions);
model.addAttribute("menus", menus);
return "index";

}
}&nbsp;

IndexController P& HXBEARNSREER, BSEEMAY jsp TNE;

@Controller
public class LoginController {
@RequestMapping(value = "/login")
public String showlLoginForm(HttpServietRequest req, Model model) {
String exceptionClassName = (String)req.getAttribute("shiroLoginFailure");
String error = null;
if(UnknownAccountException.class.getName().equals(exceptionClassName)) {
error = "FP&/ZH8EIR",
} else if(IncorrectCredentialsException.class.getName().equals(exceptionClassName)) {
error = "FP&/ZH8EIR",
} else if(exceptionClassName = null) {
error = "Efti§EiR: " + exceptionClassName;
}
model.addAttribute("error", error);
return "login";
}
}&nbsp;

LoginController BFEREZRELINE, HF shiro authc ZEBBHITES, BREMANESICEREFE shiro

LoginFailure B, fEizd=HlzsPREUE R EENAEIRES .

@RequiresPermissions("resource:view"
@RequestMapping(method = RequestMethod.GET)
public String list(Model model) {



o A
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model.addAttribute("resourceList", resourceService.findAll());
return "resource/list";
}&nbsp;

= HIRR7% LR @RequiresPermissions FEEFRZAMRES., EAIERREMAY, B5F B,
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Sl

Web Efr&EE

com.github.zhangkaitao.shiro.chapter16.web.taglib.Functions 12t 7 RS, BRBERSERER
| Bt | BENMEFR, HENXKBIE src/main/webapp/tld/zhang—functions.tld.
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Web EFE4TESS

@ControllerAdvice
public class DefaultExceptionHandler {
@ExceptionHandler({UnauthorizedException.class})
@ResponseStatus(HttpStatus. UNAUTHORIZED)
public ModelAndView processUnauthenticatedException(NativeWebRequest request, UnauthorizedException e) {
ModelAndView mv = new ModelAndView();
mv.addObject("exception", e);
mv.setViewName("unauthorized");
return myv;
}
}&nbsp;

gnsRHt UnauthorizedException, F#izRHEMERREIRRERRBIRES .
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Spring Bit&——spring—config.xml

X

\
)

T context:component-scan &Ik web ERIAMF. dataSource (HUER ) . EREERNESTI@
BRESERERB.

—
rE
&
=~
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Spring Bc&——spring—config—cache.xml

EMT spring 8 cache, £ ehcache LM; ENESEREIFD.



Spring Bc&——spring—config—shiro.xml

ENT shiro tHxBHE,

<bean id="userRealm" class="com.github.zhangkaitao.shiro.chapter16.realm.UserRealm">
<property hame="credentialsMatcher" ref="credentialsMatcher"/>

<property name="cachingEnabled" value="false"/>
</bean>&nbsp;

userRealm BEZME 7 cache, AILAZE https://github.com/zhangkaitao/es/tree/master/web/src/mai

n/java/com/sishuok/es/extra/aop SLMECHI cache YJHE; ENEBEEXINER / AESEEAEIERE
%=,

<bean id="sysUserFilter"

class="com.github.zhangkaitao.shiro.chapter16.web.shiro.filter.SysUserFilter"/>&nbsp;

sysUserFilter BFRIEHEIZE AR SMIREN User EEMA request; AEFIAILUEE request XEX Use
rO

<property name="filterChainDefinitions">
<value>

/login = authc
/logout = logout
/authenticated = authc
[** = user,sysUser
</value>
</property>&nbsp;

W_E2 shiroFilter B9 filterChainDefinitions M. »
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Spring MVC Bc&——spring—mve.xml

ENXT spring mvc fBxAH

<mvc:annotation—driven>
<mvc:argument-resolvers>
<bean class="com.github.zhangkaitao.shiro.chapter16
.web.bind.method.CurrentUserMethodArgumentResolver"/>
</mvc:argument-resolvers>
</mvc:annotation—driven>&nbsp;

AN FERR T — @CurrentUser £5U#t25. 112BI1RY IndexController, M request 3XBX shiro sysUser =
RSB ZHBIER User X3I%R,



Spring MVVC Bic&——spring—mvc—shiro.xml

S

FI6EL

op

b

%1175

ENXT spring mvc fBxAH

<aop:config proxy—target—class="true"></aop:config>
<bean class="org.apache.shiro.spring.security
.interceptor.AuthorizationAttributeSourceAdvisor">
<property hame="securityManager" ref="securityManager"/>
</bean>&nbsp;

ENX aop tJHE, BFARIEM @RequiresPermissions jEA#HIIRHIZE,

BT BRIZH o
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web.xml B &34

EX Spring ROOT LT /N#k2. ShiroFilter. X SpringMVC ##28. BiNESEIRE.
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1177

S

JSP A

<shiro:hasPermission name="user:create">
<a href="${pageContext.request.contextPath}/user/create">mRF#i&</a><br/>
</shiro:hasPermission>&nbsp;

{£F3 shiro iREHTIIRIZS . BIMESERID,
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BXER

( BRI spring3 )

http://www.iteye.com/blogs/subjects/spring3

( IRFFEZ: SpringMVC )

http://www.iteye.com/blogs/subjects/kaitao—springmvc

( 1828 shiro ¥ FEsCE NOT. AND. OR #XPRISIIE )
http://jinnianshilongnian.iteye.com/blog/1864800

{ Shiro+Struts2+Spring3 f1_t @RequiresPermissions f& @Autowired 53 )
http://jinnianshilongnian.iteye.com/blog/1850425

BEEMIRIRIESEHM ( JavaEE MBFAMITFLE ) : hitp:/github.com/zhangkaitao/es, 12T EINEZ
AYSEHL .
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BRIRZS ARSI RRMIEF M SEEERRMAR AP EOMFREER, BZHR 7 E=1NAZRFF
KEE S TRNAIEE, OAuth BEEFIXMNHI, OAuth2 £ OAuth HMXAIF—MNRZAS, HEEL OAuth1, OAuth
2 BIMENREERRZET, BAFS OAuth1, BEAFaILIEI OAuth2 B http://oauth.net/2/ &&, OAuth
2 tXHBB A LASE http:/tools.ietf.org/html/rfc6749, BRIBIFEZSELHMERE, AL RIEENEE .

ARXER Apache Oltu, HZEIRIEZFI Apache Amber , 2 Java iREISELI . ERXIERIZE hitps://c

wiki.apache.org/confluence/display/OLTU/Documentation .
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OAuth fats

REHBEE (resource owner) : BUESUBIDZFEIPRFEN—NAE, JLUR—DA, BBEAIRZ HRELR

P WEnRAEEF zhangsan;

BIRARSSEE (resource server) : FESZRIPEIR, BFImET access token 1BRER, RIFIRS ML

RIPRRAEZEFin; FEERF zhangsan HHIBEEER.

ERSS2E (authorization server) @ BINIERFRBEFHREUSINZ G, RS ZMEIRINSHE (Acce
ss Token ) A& P,

ZFim (client) : WMFORHIEEFiR weico. MIEEE=FNA, IR EECNELNA; EXRSAEFHER
B, MeERXREAEEENEEE, FRCHIEN (INSh ) BRSRIPER, AEEFPIHCHENNSERR L

k/1IRREIRSEE. ‘BN RNEMUEERETTFESI (NNAETE—ERSSE. fSm. FISEMR

EE)O

1. iEEEFR Chuthorization Requast) 1!‘51'
iI%
i

2, FERLF0] Cluthorization Grant) H

fl'i..

X 3. FERATAT (Authorization Gramtd i
P 5 il
,"' ||i
o 4, i ESE (fecess Tokend %

L]
i

G. WAl CAccesz Token) i

| O
H. TR EE (Protected Resouree) ik
«aﬁ.
o5

1. BERFigNERIBEEINEREN., BUSKIUBEEAARRIBEE, aE0E N IRSS &ixXFhth
7, BEETE,

2. BFIRIEI—MERITE, AREFRSS[EMHANEN .

3. EFiREAEECRMEIEBRENIT R EIEIRSS 2R IIE .

4. WNSRIBIERLT, W TFE—RESHE.

5. BEFiRERNISHOERIRSHBERZFRPER.

6. RFERSHRSWIENTSHEAIBE, MRAIU T RZFRPER.

BZRENREEESE OAuth? BIHGISE http:/tools.ietf.org/ntml/rfc6749,
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ItbAbFAIIMEA apache oltu oauth? RS IHSEIL, FEES|AN authzserver (EBRURS

r ( BFEARSS2RHL) o

<dependency>
<groupld>org.apache.oltu.ocauth2</groupld>
<artifactld>org.apache.oltu.oauth2.authzserver</artifactld>
<version>0.31</version>

</dependency>

<dependency>
<groupld>org.apache.oltu.oauth2</groupld>
<artifactld>org.apache.oltu.oauth2.resourceserver</artifactld>
<version>0.31</version>

</dependency>&nbsp;

HBANIESE pom.xml.

og
=
==}

#&# ) 1 resourceserve
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FBF (oauth2_user)

??

username

password

salt

?7?

bigint

varchar

varchar

varchar

Z i (oauth?2_client)

client_name

client_id

client_secret

??

bigint

varchar

varchar

varchar

?7?

10

100

100

100

??

10

100

100

50

??

2?2 27

?7?7?

??

?7?

2?2 22

-----

???id

BREREHEANL RRRSHOBAES, IRFEREE,; ARSI B8, SRinEFHESFIRIIAEFin

id REFinZe key;

TS ER .
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BiNES%E

W

+ sql/ shiro-schema.sql (&4 )

+ sql/ shiro—data.sql ( ¥Ea%0E )

BIANRBFA | BR3=2 admin/123456,

| s=t&

B{fi52% com.github.zhangkaitao.shiro.chapter17.entity € FHISER, IHAFEARZIZET .

| bAO

BiR52% com.github.zhangkaitao.shiro.chapter17.dao 8 FHI DAO O SCI .

Service

B{KxiE2% com.github.zhangkaitao.shiro.chapter17.service & TFH Service EONEM, LU TFRETER

CRUD ZoMyxs2szn:

public interface UserService {

public User createUser(User user);// IZAR

public User updateUser(User user);// B3R

public void deleteUser(L.ong userld);// iR

public void changePassword(Long userld, String newPassword); //&XZ53
User findOne(Long userld);/ {RiEidZE A

List<User> findAll();// 82T R

public User findByUsername(String username);// {RIEEPE & B

}

public interface ClientService {

public Client createClient(Client client);// IZ=F s
public Client updateClient(Client client);// = Fifk
public void deleteClient(Long clientld);// fllk&Z=Fim
Client findOne(Long clientld);// tRiRid&EH = iR

List<Client> findAll();// EkFrE
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Client findByClientld(String clientld);// fRiEZ FikidE# 2= Fif
Client findByClientSecret(String clientSecret);/iRIEEZ ik £KEYEHZE %
}

public interface OAuthService {
public void addAuthCode(String authCode, String username);// iz0 auth code
public void addAccessToken(String accessToken, String username); // i1 access token
boolean checkAuthCode(String authCode); // &iFauth codeEEEH
boolean checkAccessToken(String accessToken); // BailFaccess tokenZ2 B a3
String getUsernameByAuthCode(String authCode);// ##Eauth codeskEXFEFE
String getUsernameByAccess Token(String accessToken);// tR#Eaccess tokenskEVEEF &
long getExpireln();//auth code / access token 1THAATIE]
public boolean checkClientld(String clientld);// {E2 Fikid 2 & FE
public boolean checkClientSecret(String clientSecret);// BiFEFigLEKEY 2B FE
}&nbsp;

IEabEIT OAuthService SEIH4T auth code #1 access token IR,
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[Ein R4S

B{f/152% com.github.zhangkaitao.shiro.chapter17.web.controller I IndexController. LoginContr
oller. UserController #1 ClientController, ERF#IFEinEEEE, MBREREFmREE, BIESTEEE
IEO

I ERU=HIEE AuthorizeController

@Controller
public class AuthorizeController {
@Autowired
private OAuthService oAuthService;
@Autowired
private ClientService clientService;
@RequestMapping("/authorize")
public Object authorize(Model model, HttpServietRequest request)
throws URISyntaxException, OAuthSystemException {
try {
/I¥F32OAUth 1ERUEK
OAuthAuthzRequest oauthRequest = new OAuthAuthzRequest(request);
INERNNEFimidE 5 1R
if (loAuthService.checkClientld(oauthRequest.getClientld())) {
OAuthResponse response = OAuthASResponse
.errorResponse(HttpServietResponse.SC_BAD_REQUEST)
.setError(OAuthError. TokenResponse.INVALID_CLIENT)
.setErrorDescription(Constants.INVALID_CLIENT_DESCRIPTION)
.buildJSONMessage();
return new ResponseEntity(
response.getBody(), HttpStatus.valueOf(response.getResponseStatus()));
}
Subject subject = SecurityUtils.getSubject();
IMRBFIEEER, HERIEMHIE
if(subject.isAuthenticated()) {
if(llogin(subject, request)) {//&FEM AT B EERIZHRE
model.addAttribute("client",
clientService.findByClientld(oauthRequest.getClientld()));
return "oauth2login®;
}
}
String username = (String)subject.getPrincipal();
115 RSN AS



String authorizationCode = null;
/IresponseTypeBRINSZIFCODE, 59MAETOKEN
String responseType = oauthRequest.getParam(OAuth.OAUTH_RESPONSE_TYPE);
if (responseType.equals(ResponseType.CODE.toString())) {
OAuthlssuerlmpl oauthlssuerlmpl = new OAuthlssuerlmpl(new MD5Generator());
authorizationCode = oauthlssuerlmpl.authorizationCode();
oAuthService.addAuthCode(authorizationCode, username);
}
I5##70AUthig RAEEE
OAuthASResponse.OAuthAuthorizationResponseBuilder builder =
OAuthASResponse.authorizationResponse(request,
HttpServletResponse.SC_FOUND);
a3
builder.setCode(authorizationCode);
18R E FimE e itk
String redirectURI| = oauthRequest.getParam(OAuth.OAUTH_REDIRECT_URI);
AR R
final OAuthResponse response = builder.location(redirectURI).buildQueryMessage();
IIRIEOAUthResponseik[ElResponseEntity Rz
HttpHeaders headers = new HttpHeaders();
headers.setLocation(new URI(response.getlocationUri()));
return new ResponseEntity(headers, HttpStatus.valueOf(response.getResponseStatus()));
} catch (OAuthProblemException e) {
B EER0IE
String redirectUri = e.getRedirectUri();
if (OAuthUtils.isEmpty(redirectUri)) {
IIEFEFimz B & AredirectUr BIZR S
return new ResponseEntity(
"OAuth callback url needs to be provided by client!!!", HttpStatus.NOT_FOUND);
}
IAREEEZEE (f02error=)
final OAuthResponse response =
OAuthASResponse.errorResponse(HttpServietResponse.SC_FOUND)
.error(e).location(redirectUri).buildQueryMessage();
HttpHeaders headers = new HttpHeaders();
headers.setLocation(new URI(response.getlocationUri()));
return new ResponseEntity(headers, HttpStatus.valueOf(response.getResponseStatus()));
}
}
private boolean login(Subject subject, HttpServietRequest request) {
if("get".equalslgnoreCase(request.getMethod())) {
return false;
}
String username = request.getParameter("username");
String password = request.getParameter("password");
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if(StringUtils.isEmpty(username) || StringUtils.isEmpty(password)) {
return false;
}
UsernamePasswordToken token = new UsernamePasswordToken(username, password);
try {
subject.login(token);
return true;
} catch (Exception e) {
request.setAttribute("error", "BERLM:" + e.getClass().getName());
return false;
}

}
}&nbsp;

a0 EACRBRYVERS:

1. BB http://localhost:8080/chapter17-server/authorize?client_id=clebe466-1cdc—-4bd3—-ab69-7
7¢c3561b9dee&response_type=code&redirect_uri=http://localhost:9080/chapter17—client/oauth2—login
el DT

2. ZIEHIREESEE clientld REER; MRERBIREENAERES
3. ARFMAFEAERT, IRRAERESIERNHEER;

4. EFINEEMBNAY auth code BIEREE, REEEOEIEZFiniil, 40 http:/localhost:9080/chaptert
7—client/oauth2-login?code=52b1832f5dff68122f4f00ae995daled ; EEEMRIRIHEIIFET F code 2
(B8 ) , BEEEPin LURBIEMNIEEIREY access token,

I oS hEfEHgE AccessTokenController

@RestController
public class AccessTokenController {
@Autowired
private OAuthService oAuthService;
@Autowired
private UserService userService;
@RequestMapping("/accessToken")
public HttpEntity token(HttpServietRequest request)
throws URISyntaxException, OAuthSystemException {
try {
/a2 OAuthiEk
OAuthTokenRequest oauthRequest = new OAuthTokenRequest(request);
I ERRNE FimidE S ER
if (loAuthService.checkClientld(oauthRequest.getClientld())) {



OAuthResponse response = OAuthASResponse
.errorResponse(HttpServietResponse.SC_BAD_REQUEST)
.setError(OAuthError. TokenResponse.INVALID_CLIENT)
.setErrorDescription(Constants.INVALID_CLIENT_DESCRIPTION)
.buildJSONMessage();

return new ResponseEntity(

response.getBody(), HttpStatus.valueOf(response.getResponseStatus()));

}

I EEEFineeKEY 2H1ER
if (loAuthService.checkClientSecret(oauthRequest.getClientSecret())) {
OAuthResponse response = OAuthASResponse

.errorResponse(HttpServietResponse.SC_UNAUTHORIZED)
.setError(OAuthError. TokenResponse.UNAUTHORIZED_CLIENT)
.setErrorDescription(Constants.INVALID_CLIENT_DESCRIPTION)
.buildJSONMessage();

return new ResponseEntity(

response.getBody(), HttpStatus.valueOf(response.getResponseStatus()));

}

String authCode = oauthRequest.getParam(OAuth.OAUTH_CODE);

/| FEBEINEEE, I RIEBEAUTHORIZATION_CODEZEE!, Efttg9irEPASSWORDZREFRESH_TOKEN

if (oauthRequest.getParam(OAuth.OAUTH_GRANT_TYPE).equals(

GrantType. AUTHORIZATION_CODE.toString())) {

if (loAuthService.checkAuthCode(authCode)) {

OAuthResponse response = OAuthASResponse
.errorResponse(HttpServietResponse.SC_BAD_REQUEST)
.setError(OAuthError. TokenResponse.INVALID_GRANT)
.setErrorDescription("f&iRHIEINAS")

.buildJSONMessage();

return new ResponseEntity(

response.getBody(), HttpStatus.valueOf(response.getResponseStatus()));

}

}
/=B Access Token

OAuthlssuer oauthlssuerlmpl = new OAuthlssuerlmpl(new MD5Generator());

final String accessToken = oauthlssuerlmpl.accessToken();

oAuthService.addAccessToken(accessToken,

oAuthService.getUsernameByAuthCode(authCode));

114 RO Autha Kz

OAuthResponse response = OAuthASResponse
.tokenResponse(HttpServietResponse.SC_OK)
.setAccessToken(accessToken)
.setExpiresIn(String.valueOf(oAuthService.getExpireln()))
.buildJSONMessage();

IIHE¥EOAUthResponse& A ResponseEntity

return new ResponseEntity(
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response.getBody(), HttpStatus.valueOf(response.getResponseStatus()));
} catch (OAuthProblemException e) {

[ EEIR IR,

OAuthResponse res = OAuthASResponse
.errorResponse(HttpServietResponse.SC_BAD_REQUEST).error(e)
.buildJSONMessage();

return new ResponseEntity(res.getBody(), HttpStatus.valueOf(res.getResponseStatus()));

}

}
}&nbsp;

an ERCHBRIPER:

1. BE5EEIA http://localhost:8080/chapter17—-server/accessToken , POST 12321 F&E:  client_id= c1
ebe466—1cdc—4bd3-ab69-77c3561b9dee& client_secret= d8346ea2—-6017-43ed—ad68-19c0f971738
b&grant_type=authorization_code&code=828beda907066d058584f37bcfd597b6&redirect_uri=http://lo
calhost:9080/chapter17—-client/oauth2—login 1/3(8];

2. ZIRHISESINIE client_id. client _secret. auth code BIIEHaME, WNREIRSIREIEMAVEIR;

3. WMREIEEIEEMFHREIERNATHESHE access tokens
I &iEizHl2E UserinfoController

@RestController
public class UserlnfoController {
@Autowired
private OAuthService oAuthService;
@RequestMapping("/userinfo")
public HttpEntity userlnfo(HttpServietRequest request) throws OAuthSystemException {
try {
IFFEZEOAUthERIEK
OAuthAccessResourceRequest oauthRequest =
new OAuthAccessResourceRequest(request, ParameterStyle. QUERY);
/I3RBAccess Token
String accessToken = oauthRequest.getAccessToken();
/5@iEAccess Token
if (loAuthService.checkAccessToken(accessToken)) {
[ NRAFENSHR T, IREIRIFEIR, FHEMIIE
OAuthResponse oauthResponse = OAuthRSResponse
.errorResponse(HttpServietResponse.SC_UNAUTHORIZED)
.setRealm(Constants.RESOURCE_SERVER_NAME)
.setError(OAuthError.ResourceResponse.INVALID_TOKEN)
.buildHeaderMessage();



HttpHeaders headers = new HttpHeaders();

headers.add(OAuth.HeaderType. WWW_AUTHENTICATE,

oauthResponse.getHeader(OAuth.HeaderType WWW_AUTHENTICATE));
return new ResponseEntity(headers, HttpStatus. UNAUTHORIZED);

}

INREIBRE

String username = oAuthService.getUsernameByAccessToken(accessToken);

return new ResponseEntity(username, HttpStatus.OK);

} catch (OAuthProblemException e) {

IMBERBEE T EIRS

String errorCode = e.getError();

if (OAuthUtils.isEmpty(errorCode)) {

OAuthResponse oauthResponse = OAuthRSResponse
.errorResponse(HttpServietResponse.SC_UNAUTHORIZED)
.setRealm(Constants. RESOURCE_SERVER_NAME)
.buildHeaderMessage();

HttpHeaders headers = new HttpHeaders();

headers.add(OAuth.HeaderType. WWW_AUTHENTICATE,

oauthResponse.getHeader(OAuth.HeaderType WWW_AUTHENTICATE));
return new ResponseEntity(headers, HttpStatus. UNAUTHORIZED);

}

OAuthResponse oauthResponse = OAuthRSResponse
.errorResponse(HttpServietResponse.SC_UNAUTHORIZED)
.setRealm(Constants. RESOURCE_SERVER_NAME)
.setError(e.getError())

.setErrorDescription(e.getDescription())
.setErrorUri(e.getUri())
.buildHeaderMessage();

HttpHeaders headers = new HttpHeaders();

headers.add(OAuth.HeaderType. WWW_AUTHENTICATE, .

oauthResponse.getHeader(OAuth.HeaderType. WWW_AUTHENTICATE));

return new ResponseEntity(HttpStatus.BAD_REQUEST);
}

}
}&nbsp;

a0 EACRBRYIERS:

1. BREI http://localhost:8080/chapter17-server/userinfo? access_token=828beda907066d058584f
37bcfd597b6 HATIAE;
2. 1ZIEHIEERIIE access token FIBXIM; MR TIHREENNEIR, EPinEEITH TN

3. MRBX, WERE=HERBFIIBFS.



217 Z OAuth2 &5% | 195

Spring Ec& {4

B{kiEZ%E resources/spring*.xml , IttatR 12 spring—config—shiro.xml ##9 shiroFilter 9 filterChainDe
finitions JEt4:

<property name="filterChainDefinitions">
<value>
/=anon
/login = authc
/logout = logout
/authorize=anon
/accessToken=anon
/userinfo=anon
[** = user
</value>
</property>&nbsp;

IFF oauth2 AL ML /authorize. /accessToken. /userinfo ERE2EZ 5.

HibRISEERE FXEEE



5517 Z OAuth2 £ | 196

A 55 2E4EF

518 localhost:8080/chapteri7-server/ , BEFEHITEFinEENAFSIE,
ERHSEREHTERIHIEN, EFRMEBNE= S NAMEER T RMET AT IM; BPREEH
BT RIERFNETE,

XTFHENIRS IR RIRS AT LASEFTRME A FarICIL:

* http://open.weibo.com/wiki / 214 %i5BE

* http://open.weibo.com/wiki/ {1& API
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i

EZRimnie: NREEEFEAE cauth? IRBIHHITERIEIN, RINERSIHEE] auth code, AREFin
M auth code RS R iRIEL access token, TRIFIRYE access token SKEFEFPEERITEFIRINE RS
Fo XN LISBIRZMubiIFnRMIBEERINEE, stEMNE=SIIKSERINEE.
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ItbabFAIIER apache oltu cauth2 ZFiwsEHL .

<dependency>
<groupld>org.apache.oltu.oauth2</groupld>
<artifactld>org.apache.oltu.oauth2.client</artifactld>
<version>0.31</version>

</dependency>&nbsp;

Hitbp9iE52% pom.xml,
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OAuth2Token

24 F UsernamePasswordToken 1 CasToken; FF#Fi# oauth? BRSZimIREIRY auth code,

public class OAuth2Token implements AuthenticationToken {
private String authCode;
private String principal;
public OAuth2Token(String authCode) {
this.authCode = authCode;
}
/IE&getter/setter
}&nbsp;
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OAuth2AuthenticationFilter

Z filter B9ERRZUTF FormAuthenticationFilter BF oauth2 BEFImIISHIGIEHES]; MMRHUFIBAFTEES

DIGIE, BESFIRT url FREEE code (RFBIHIREIRY auth code ) , MIREBNEELEIRSIHHITERIHE

W, #REIR[E auth code; 3EE OAuth2AuthenticationFilter F8 auth code €li# OAuth2Token, fAGIR3S
5 Subject.login #17EF; #E OAuth2Realm £1R1E OAuth2Token HiTHEMAIERIZE.

public class OAuth2AuthenticationFilter extends AuthenticatingFilter {
/loauth2 authc codeZ#(&
private String authcCodeParam = "code";
/1% Fimid
private String clientld;
IS 2R e R/ AW G EE MR E Fimitbit
private String redirectUrl;
/loauth2fR 55 a8 a5
private String responseType = "code";
private String failureUrl;
/& #Esetter
protected AuthenticationToken createToken(ServletRequest request, ServietResponse response) throws Exception {
HttpServletRequest httpRequest = (HttpServietRequest) request;
String code = httpRequest.getParameter(authcCodeParam);
return new OAuth2Token(code);
}
protected boolean isAccessAllowed(ServietRequest request, ServietResponse response, Object mappedValue) {
return false;
}
protected boolean onAccessDenied(ServietRequest request, ServietResponse response) throws Exception {
String error = request.getParameter("error");
String errorDescription = request.getParameter("error_description");
if(1StringUtils.isEmpty(error)) {//A0R RS imE[E] T &=
WebUtils.issueRedirect(request, response, failureUrl + "?error="+ error + "error_description=" + errorDescription);
return false;
}
Subject subject = getSubject(request, response);
if('subject.isAuthenticated()) {
if(StringUtils.isEmpty(request.getParameter(authcCodeParam))) {
[MNERAREBEEMEIE, BigBauth code, NEE@EIIRSIHIE
saveRequestAndRedirectTologin(request, response);
return false;

}
IHAITRERERIERIZEE, BRASubject.login&x
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return executelLogin(request, response);
}
IFERENENENET A EEEE K IIRE
protected boolean onlLoginSuccess(AuthenticationToken token, Subject subject, ServietRequest request, ServietRes;
issueSuccessRedirect(request, response);
return false;
}
B FREW FERIEE
protected boolean onloginFailure(AuthenticationToken token, AuthenticationException ae, ServietRequest request,
ServletResponse response) {
Subject subject = getSubject(request, response);
if (subject.isAuthenticated() || subject.isRemembered()) {
try { /AR EHIGIERIN T NtEEE@EIRIIIRE
issueSuccessRedirect(request, response);
} catch (Exception e) {
e.printStackTrace();
}
}else {
try { /&R MATEE QKM E
WebUltils.issueRedirect(request, response, failureUrl);
} catch (IOException e) {
e.printStackTrace();
}
}
return false;

}
}&nbsp;

ZI=E=RAYER:
1. BEHEIRBIRSHERER error 2%, MNRBNERESEEORILMTH;

2. BENRAPTSEEMIE, HIEESE auth code 2% ( AIRFERFIHENZERER ) , WIREHE
NEE@RIIRSZ IR TR

3. BNER executelLogin #17&ESF, 81T auth code €J# OAuth2Token #2345 Subject HITER;
4. BFRINERENE onLoginSuccess FiAEEMRIRKIIRME;

5. BFRELMUENE onLoginFailure EEMEILMIAE -
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OAuth?2Realm

public class OAuth2Realm extends AuthorizingRealm {
private String clientld;
private String clientSecret;
private String accessTokenUrl;
private String userinfoUrl;
private String redirectUrl;
/& #Esetter
public boolean supports(AuthenticationToken token) {
return token instanceof OAuth2Token; //Z&RIttRealmRSZ3FOAUth2TokenEEY
}
protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection principals) {
SimpleAuthorizationInfo authorizationInfo = new SimpleAuthorizationInfo();
return authorizationlnfo;
}
protected Authenticationinfo doGetAuthenticationinfo(AuthenticationToken token) throws AuthenticationException {
OAuth2Token oAuth2Token = (OAuth2Token) token;
String code = oAuth2Token.getAuthCode(); /3B auth code
String username = extractUsername(code); // 12EVHFZ
SimpleAuthenticationinfo authenticationInfo =
new SimpleAuthenticationlnfo(username, code, getName());
return authenticationInfo;
}
private String extractUsername(String code) {
try {
OAuthClient oAuthClient = new OAuthClient(new URLConnectionClient());
OAuthClientRequest accessTokenRequest = OAuthClientRequest
.tokenLocation(accessTokenUrl)
.setGrantType(GrantType. AUTHORIZATION_CODE)
.setClientld(clientld).setClientSecret(clientSecret)
.setCode(code).setRedirectURI(redirectUrl)
JbuildQueryMessage();
/[3kBlaccess token
OAuthAccessTokenResponse oAuthResponse =
oAuthClient.accessToken(accessTokenRequest, OAuth.HttpMethod.POST);
String accessToken = oAuthResponse.getAccessToken();
Long expiresin = oAuthResponse.getExpiresin();
/[ZRkBXuser info
OAuthClientRequest userinfoRequest =
new OAuthBearerClientRequest(userinfoUrl)
.setAccessToken(accessToken).buildQueryMessage();
OAuthResourceResponse resourceResponse = oAuthClient.resource(
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userinfoRequest, OAuth.HttpMethod.GET, OAuthResourceResponse.class);

String username = resourceResponse.getBody();
return username;

} catch (Exception e) {
throw new OAuth2AuthenticationException(e);

}

}
}

It Realm B2 2#F OAuth2Token Z£88 Token; SAEEITIENRI auth code E£#REX access token; &
IR¥E access token ZIXEVAHFEER (BFER ) , ABRIELLESEIZE AuthenticationInfo; INRFEZE Authoriz
ationinfo (8., BILURIELLANSKENHIA 2 B1iRIEE A0 SN EFREL
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Spring shiro Bc& ( spring—config—shiro.xml)

<bean id="oAuth2Realm" class="com.github.zhangkaitao.shiro.chapter18.oauth2. OAuth2Realm">
<property name="cachingEnabled" value="true"/>
<property name="authenticationCachingEnabled" value="true"/>
<property name="authenticationCacheName" value="authenticationCache"/>
<property name="authorizationCachingEnabled" value="true"/>
<property name="authorizationCacheName" value="authorizationCache"/>
<property name="clientld" value="c1ebe466-1cdc—4bd3-ab69-77c3561b9dee"/>
<property hame="clientSecret" value="d8346ea2-6017-43ed—-ad68-19c0f971738b"/>
<property name="accessTokenUrl"
value="http://localhost:8080/chapter17-server/accessToken"/>
<property name="userInfoUrl" value="http://localhost:8080/chapter17—server/userinfo"/>
<property name="redirectUrl" value="http://localhost:9080/chapter17—client/oauth2—login"/>
</bean>&nbsp;

It OAuth2Realm EEEEERSS KB clientld 0 clientSecret; KRATFIRYE auth code #EX access tok
en B9 accessTokenUrl #Biit; XEBFHRIE access token #EVBFER ( SHFPEIE ) 89 userinfoUrl bk,

<bean id="oAuth2AuthenticationFilter" class="com.github.zhangkaitao.shiro.chapter18.oauth2.OAuth2AuthenticationFilt:
<property name="authcCodeParam" value="code"/>
<property name="failureUrl" value="/oauth2Failure.jsp"/>

</bean>&nbsp;

Itt OAuth2AuthenticationFilter FBFE#iIRS inEE @ [E3RAY auth codes

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="http://localhost:8080/chapter17-server/authorize?client_id=clebe466—1cdc—4bd3—-ab
<property name="successUrl" value="/"/>
<property name="filters">
<util:map>
<entry key="oauth2Authc" value—ref="oAuth2AuthenticationFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
/ =anon
/oauth2Failure.jsp = anon
/oauth2-login = ocauth2Authc
/logout = logout
[** = user
</value>
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</property>
</bean>

ILEAMZE loginUrl 3 http:/localhost:8080/chapter17-server/authorize?client_id=clebe466-1cdc—4bd3—-ab
69-77c3561b9dee&amp;response_type=code&amp;redirect_uri=http://localhost:9080/chapter17—client/oau
th2-login" ; HE&BmNgEZIFFEHI AccessControlFilter, # oAuth2AuthenticationFilter; 534k /oauth2-lo
gin = cauth2Authc 7~ /oauth2—login #tH#FE R oauth?2Authc ZE2si=8F#1T oauth?2 ZPIHIRAL .
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e

1. B%A1a http://localhost:9080/chapter17—client/ , AEREEFIKAHITESR, SHETRE:

AR Shiro T f)Serverte =158 [chapterlT-client] , FHEIFEF ShiroT|Server
HAPE.: |

= |
= A

2. MNP RRITESFHRI

3. MRERMY, REIRSEEOEEF G, BZRIEFinieftaobit http:/localhost:9080/chapter17—clien
t/oauth2-login?code=473d56015bcf576f2ca03eaciabbectl , FHisE auth code 132k;

4. EFiER OAuth2AuthenticationFilter W& auth code, FHEIEE OAuth2Token 12345 Subject #1T

BEFIRER;

5. ZFimAY Subject £F1E45 OAuth2Realm HiTEMIIIE; LAY OAuth2Realm =1R#E auth code #2EY a
ccess token, BRIE access token IKENZFRIFAAREE,; AREHITEFPIRESR,

Zlitb OAuUth2 RYSERFLTEAL T, IEALRIBRSS InFNE FintEXItLRER, [RBERHIT—EREEN, BSEWIHRM
BTN AP| KR EEIRBINRIT .
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+UH

ARLIMB S sSBRINE N KR EN REEE— P AZS R/ N ABNER, NRENESAESR: BARE
FEES; BEABHaEESR (@FBY ) . tbal spring security FEEZERMH THEMNAYINEE; Shiro HIEEHEIR
HECASLT, NI LURESZHIE Shiro FIINIXANIHEE .

RERIBET ( B+ SA8L ) 5268, 8iZ Shiro Filter #1513 E KickoutSessionControlFilter 52 o
B RERWNUECEER ( spring—config—shiro.xml )
kickoutSessionControlFilter AT 4l =R AR

<bean id="kickoutSessionControlFilter"
class="com.github.zhangkaitao.shiro.chapter18.web.shiro filter.KickoutSessionControlFilter">
<property name="cacheManager" ref="cacheManager"/>
<property name="sessionManager" ref="sessionManager"/>
<property name="kickoutAfter" value="false"/>
<property name="maxSession" value="2"/>
<property name="kickoutUrl" value="/login?kickout=1"/>
</bean>&nbsp;

» cacheManager: {#f cacheManager 3XBUERNY cache REFRFERNIRE,; AT REBF—=I1&
ZIERIRERAY;

* sessionManager: FFRIESIE ID, SRENEIEH T HRIERY;

* kickoutAfter: BEBLERERM, AR false; BEEERNAFRBLRIEERNAR;

* maxSession: E—THAFRANSIEL, A1, il 2 NERER— AR RITRZENHENAER;
* kickoutUrl: #i5HEEEREIAIMbIL;

shiroFilter Bc&

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="/login"/>
<property name="filters">
<util:map>
<entry key="authc" value-ref="formAuthenticationFilter"/>
<entry key="sysUser" value—-ref="sysUserFilter"/>
<entry key="kickout" value-ref="kickoutSessionControlFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
/login = authc
/logout = logout
/authenticated = authc
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[** = kickout,user,sysUser
</value>
</property>
</bean>&nbsp;

A ECERR T EREZIMIMBIERE kickout :=#s T H RS TIZTH
Azt

ILEALE S maxSession=2, FRIAFEITH 3 MlEeR (HBEARANERE, W IE. Chrome. Firefox) , 235!

1518 http://localhost:8080/chapter18/ H1TEFR; ARRIFIE—XITFAONERE, BawashiBE, WExR T
&:

(TIPS
BPE. |
=, |
SHET.
&R

KickoutSessionControlFilter #/(CMLa3:

protected boolean onAccessDenied(ServietRequest request, ServletResponse response) throws Exception {
Subject subject = getSubject(request, response);
if(subject.isAuthenticated() && !subject.isRemembered()) {
IMNREEESR, BEHTZENRE
return true;
}
Session session = subject.getSession();
String username = (String) subject.getPrincipal();
Serializable sessionld = session.getld();
//ITODO [zl
Deque<Serializable> deque = cache.get(username);
if(deque == null) {
deque = new LinkedList<Serializable>();
cache.put(username, deque);
}
IIANERNFIE S B tksessionld, BREFREHEEE; ALY
if(ldeque.contains(sessionld) && session.getAttribute("kickout") == null) {
deque.push(sessionld);
}
IIANRBATIEAIsession|dEB R RASIES, FIRBA
while(deque.size() > maxSession) {
Serializable kickoutSessionld = null;
if(kickoutAfter) { /AR B EFE



kickoutSessionld = deque.removeFirst();
}else { /BB LEEIE

kickoutSessionld = deque.removel ast();
}
try {

Session kickoutSession =

sessionManager.getSession(new DefaultSessionKey(kickoutSessionld));

if(kickoutSession != null) {
IiEES1ERKickoutBERR B T
kickoutSession.setAttribute("kickout", true);
}
} catch (Exception e) {//ignore exception
}
}
[ANREHE T, BEEY, EE0ZB TS0tk
if (session.getAttribute("kickout") = null) {
ESET i hg
try {
subject.logout();
} catch (Exception e) { //ignore
}
saveRequest(request);
WebUltils.issueRedirect(request, response, kickoutUrl);
return false;
}
return true;
}&nbsp;
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ItEaMERT Cache EFRFE—RIE id ZERIXE; MREBLVRAA LIS EIHFACRIEIERE | EttHRAWN
A9 Cache 7; BIMLANRBEHAEHIRIRLZELI, PILASSRIERF2IRE GRS, MO HRIRIE .

BHMI2%E JavaEE MEFAAKMFER, HREHT EaBEAFII6E:

https://github.com/zhangkaitao/es/blob/master/web/src/main/java/com/sishuok/es/sys/user/web/contr

oller/UserOnlineController.java
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FBiZ Spring Security BIBAARROZELERZGESS URL #i72BAINRIESI, BDisiE URL BO#ETRICES; R
BIREREMEAENAIEIRTTUE . Shiro B2 RFEZEIRIILE], RIRERMEUE TR ELhrk K. TIHE Shiro
i, EZROREIT AOP HITHREINRIES], RI5ZHK5IR; miEie URL B TABRIZHI R —FhEE A RE
Hllo REGNBINTTE Shiro F5epkaizs URL SRIES,

AERBEET (BB FGZA ) , BETREXMIERENERNEERFINE.

FNEHHE SQL

151217 shiro—example—chapter19/sql/ shiro—schema.sql 4514

==

181217 shiro—example—chapter19/sql/ shiro—schema.sql £z

1

¥

B{KxiE2% com.github.zhangkaitao.shiro.chapter19 & ~AISLIR .

public class UrlFilter implements Serializable {
private Long id;
private String name; //url&¥R/AEE
private String url; /#ik
private String roles; //FREENRAE, TS
private String permissions; //FREEEHINIR, ATERE
}&nbsp;

FREER URL HIAE / BRZENXR, 2 1MAe/ SIRZEETESHIR, R REMIXER, 5
SMRILADNGN available BHEFTREREITRIZI=E .

DAO

BiR152% com.github.zhangkaitao.shiro.chapter19.dao & a9 DAO ##Z ML .
Service

B{KxiE2% com.github.zhangkaitao.shiro.chapter19.service & A Service EOMSEH

public interface UrlFilterService {
public UrlFilter createUrlFilter(UrlFilter urlFilter);
public UrlFilter updateUrlFilter(UrlFilter urlFilter);
public void deleteUrlFilter(Long urlFilterld);
public UrlFilter findOne(Long urlFilterld);
public List<UrlIFilter> findAll();

}

R URL F=#tRIBMIeE st .



@Service
public class UrlFilterServicelmpl implements UrlFilterService {
@Autowired
private ShiroFilerChainManager shiroFilerChainManager;
@Override
public UrlFilter createUrlFilter(UrlFilter urlFilter) {
urlFilterDao.createUrlFilter(urlFilter);
initFilterChain();
return urlFilter;
}
[[E 5 255 E RS
@PostConstruct
public void initFilterChain() {
shiroFilerChainManager.initFilterChains(findAll());
}
}&nbsp;

Dw:l

UrlFilterServicelmpl fE#4751E . 1822, MIBRAISIERA initFilterChain SREF#IIAH Shiro B9 URL =#23
§5, BIRSHIBESRY URL 12E28E X E Shiro #, M EFENRERIENHIRERTSRIEAN, Bl

REFAEIXILA Service FiEitAEE . BIMEBRBoIIFEERIENE initFilterChain R EESBa1ER UR
L =&i22h9iEm

ShiroFilerChainManager

@Service
public class ShiroFilerChainManager {
@Autowired private DefaultFilterChainManager filterChainManager;
private Map<String, NamedFilterList> defaultFilterChains;
@PostConstruct
public void init() {
defaultFilterChains =
new HashMap<String, NamedpFilterList>(filterChainManager.getFilterChains());
}
public void initFilterChains(List<UrlFilter> urlFilters) {
M. E5EmBRLARIRZ R ilter chainFFEAREAIARY
filterChainManager.getFilterChains().clear();
if(defaultFilterChains = null) {
filterChainManager.getFilterChains().putAll(defaultFilterChains);
}
/2. {EARURL Filter ;:Affilter chain
for (UrlFilter urlFilter : urlFilters) {
String url = urlFilter.getUrl();
[ERroles filter
if (1StringUtils.isEmpty(urlFilter.getRoles())) {
filterChainManager.addToChain(url, "roles", urlFilter.getRoles());
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}
IiEMperms filter
if (StringUtils.isEmpty(urlFilter.getPermissions())) {
filterChainManager.addToChain(url, "perms", urlFilter.getPermissions());
}
}
}
}&nbsp;

1. init: Spring BESBTSIERA init 75/ABE spring BeEXHFERENEALEE#RFRT Mk, 2E=Bm5
HIREPNREHTEH.

2. initFilterChains: UrlFilterServicelmpl £ Spring B2 EaNsliE TSI UrlFilter BT TEM URL $=#
223l Shiro,

FEES IS HESRENRIESE (3B/\&E ZE#=31E ), BN ET Shiro =EERIME:

AbstractShiroFilter //a1ShiroFilter/ SpringShiroFilter&Bet iz ilter
doFilter //Filterfi9doFilter
doFilterinternal //&&doFilterinternal
executeChain(request, response, chain) //H{Ti=#& 2854
FilterChain chain = getExecutionChain(request, response, origChain) /{&FIRIaT=& 2e 555 RE G HIT= 254
chain.doFilter(request, response) //HATHEEERI=EL285E

getExecutionChain(request, response, origChain) //AREU=#&; 2855 M2
FilterChainResolver resolver = getFilterChainResolver(); /FREWBENAIFilterChainResolver
FilterChain resolved = resolver.getChain(request, response, origChain); //i@idFilterChainResolvertRiEHgiE R ET 23

ZHAE SR T aER ShiroFilterFactoryBean 8l shiroFilter BF, BAAEF PathMatchingFilterChainResolv
er TR, MEARRBEIENEKRE URL SREVERNAYE=#855E, £ Ant B0 1T URL LD, EOAER
DefaultFilterChainManager #17i=&284EHISTE .

PathMatchingFilterChainResolver ERIATEE :

public FilterChain getChain(ServletRequest request, ServletResponse response, FilterChain originalChain) {
IN. B5REU=E 2R aEETEES
FilterChainManager filterChainManager = getFilterChainManager();
if (IfilterChainManager.hasChains()) {
return null;
}
112 FEEREERNEKRURL (A% LX)
String requestURI = getPathWithinApplication(request);
/13 BMZEEREERPRIEEESEEN (EHEENEFTHMRURLET)
for (String pathPattern : filterChainManager.getChainNames()) {
/4. WMEHBIURL LA =EZEEF (URLER, )
if (pathMatches(pathPattern, requestURI)) {
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115 1IREIZURLIEIE M AT =623 5%
return filterChainManager.proxy(originalChain, pathPattern);

}

return null;
}&nbsp;

BOUASEELA s/ N EJRE

NSRBI RERHERT LA T 2R0IEK URL, BRARIRMIE—MERIRIE=AER N, FEFITLUERILALRIR
13, B2 A= RS FHRE].

DefaultFilterChainManager ER{#EA Map REIE URL &3 — ZE25HXER; tBit213EE URL &
HEEEN —ME#2e5E, TREEEEN,; MBENRS M5 ER 2L FM (E AR map.keySet() 3%
E=#ssitnE=, B URLER)

FilterChainManager ##0:

public interface FilterChainManager {
Map<String, Filter> getFilters(); /{52 ARII=E28
void addFilter(String name, Filter filter); /;EA=#:25
void addFilter(String name, Filter filter, boolean init); /EM=#22
void createChain(String chainName, String chainDefinition); //ARiEi=& 224t E X Bl =& 284E
void addToChain(String chainName, String filterName); /i INi=& 222t s ERII=A 285
void addToChain(String chainName, String filterName, String chainSpecificFilterConfig) throws ConfigurationException
NamedFilterList getChain(String chainName); //3REX=#;284%
boolean hasChains(); //2&E =&
Set<String> getChainNames(); /{8ZIFFEI=&iSE I Z =
FilterChain proxy(FilterChain original, String chainName); /(&g e & 28t IR R IR = #284t
}&nbsp;

IRAFE=A"T08: EM=8Es, TM=EREE, RIS IR RRU=#=80E, tLal

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="filters">
<util:map>
<entry key="authc" value—-ref="formAuthenticationFilter"/>
<entry key="sysUser" value-ref="sysUserFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
/login = authc
/logout = logout
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/authenticated = authc
[** = user,sysUser
</value>
</property>
</bean>&nbsp;

filters BIMEEN T8, filterChainDefinitions X T1=#288%; 0 /** pi2i=82s a2 =, m user,sysU
ser BiE=#HEE B FIIE.

ZENRITEIARY PathMatchingFilterChainResolver #0 DefaultFilterChainManager Age# e 195
K, BT ERT—T:

**CustomPathMatchingFilterChainResolver **

public class CustomPathMatchingFilterChainResolver
extends PathMatchingFilterChainResolver {
private CustomDefaultFilterChainManager customDefaultFilterChainManager;
public void setCustomDefaultFilterChainManager(
CustomDefaultFilterChainManager customDefaultFilterChainManager) {
this.customDefaultFilterChainManager = customDefaultFilterChainManager;
setFilterChainManager(customDefaultFilterChainManager);
}
public FilterChain getChain(ServietRequest request, ServletResponse response, FilterChain originalChain) {
FilterChainManager filterChainManager = getFilterChainManager();
if (MfilterChainManager.hasChains()) {
return null;
}
String requestURI = getPathWithinApplication(request);
List<String> chainNames = new ArrayList<String>();
for (String pathPattern : filterChainManager.getChainNames()) {
if (pathMatches(pathPattern, requestURI)) {
chainNames.add(pathPattern);

}
}
if(chainNames.size() == 0) {
return null;
}
return customDefaultFilterChainManager.proxy(originalChain, chainNames);
}
}&nbsp;

FIZKIARY PathMatchingFilterChainResolver X312, LttaMSEIFTEILEAY=EEs5E, REEEIERA Custom
DefaultFilterChainManager.proxy(originalChain, chainNames) #{7&FHEIE,

CustomDefaultFilterChainManager



public class CustomDefaultFilterChainManager extends DefaultFilterChainManager {

private Map<String, String> filterChainDefinitionMap = null;

private String loginUrl;

private String successUrl;

private String unauthorizedUrl;

public CustomDefaultFilterChainManager() {
setFilters(new LinkedHashMap<String, Filter>());
setFilterChains(new LinkedHashMap<String, NamedFilterList>());
addDefaultFilters(true);

}

public Map<String, String> getFilterChainDefinitionMap() {
return filterChainDefinitionMap;

}

public void setFilterChainDefinitionMap(Map<String, String> filterChainDefinitionMap) {
this.filterChainDefinitionMap = filterChainDefinitionMap;

}

public void setCustompFilters(Map<String, Filter> customFilters) {
for(Map.Entry<String, Filter> entry : custompFilters.entrySet()) {

addFilter(entry.getKey(), entry.getValue(), false);

}

public void setDefaultFilterChainDefinitions(String definitions) {
Ini ini = new Ini();
ini.load(definitions);
Ini.Section section = ini.getSection(IniFilterChainResolverFactory. URLS);
if (CollectionUtils.isEmpty(section)) {
section = ini.getSection(Ini.DEFAULT_SECTION_NAME);
}
setFilterChainDefinitionMap(section);
}
public String getLoginUrl() {
return loginUrl;
}
public void setl_oginUrl(String loginUrl) {
this.loginUrl = loginUrl;
}
public String getSuccessUrl() {
return successUrl;
}
public void setSuccessUrl(String successUrl) {
this.successUrl = successUrl;
}
public String getUnauthorizedUrl() {
return unauthorizedUrl;



public void setUnauthorizedUrl(String unauthorizedUrl) {
this.unauthorizedUrl = unauthorizedUrl;
}
@PostConstruct
public void init() {
Map<String, Filter> filters = getFilters();
if (ICollectionUtils.isEmpty(filters)) {
for (Map.Entry<String, Filter> entry : filters.entrySet()) {
String name = entry.getKey();
Filter filter = entry.getValue();
applyGlobalProperties|fNecessary(filter);
if (filter instanceof Nameable) {
((Nameable) filter).setName(name);

}

addFilter(name, filter, false);

}
Map<String, String> chains = getFilterChainDefinitionMap();
if (ICollectionUtils.isEmpty(chains)) {
for (Map.Entry<String, String> entry : chains.entrySet()) {
String url = entry.getKey();
String chainDefinition = entry.getValue();
createChain(url, chainDefinition);

}
protected void initFilter(Filter filter) {

/lignore

}

public FilterChain proxy(FilterChain original, List<String> chainNames) {
NamedFilterList configured = new SimpleNamedFilterList(chainNames.toString());
for(String chainName : chainNames) {

configured.addAll(getChain(chainName));

}
return configured.proxy(original);

}

private void applyGlobalProperties|fNecessary(Filter filter) {
applyLoginUrllifNecessary(filter);
applySuccessUrlIifNecessary(filter);
applyUnauthorizedUrlIfNecessary(filter);

}

private void applylLoginUrlIfNecessary(Filter filter) {
IEEEEG

}

private void applySuccessUrllfNecessary(Filter filter) {
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INESE R
Lrivate void applyUnauthorizedUrllfNecessary(Filter filter) {
IFEEE RS
}
}&nbsp;
1. CustomDefaultFilterChainManager: EAREMIEEERT, =BT MEOARIEZEES;
2. loginUrl. successUrl. unauthorizedUrl: ZBIXIRZERibiE . BREIEIIABEEIBIE . FRIZBEETD
it, FFEEMERE=#EEAT;
3. filterChainDefinitionMap: F3F7Z&40 ShiroFilterFactoryBean fEE & 4 ECERUI=ES85EE N, BIFS
LUAJREOARTESSI=#e80E; SESEIEEFMENEH;
4. setDefaultFilterChainDefinitions: BRTECESN(HFHENNIFRFRIZERIMEIE, BT ENAY ==,
5. setCustomFilters: FMEAIEENXANZEES; 40 ShiroFilterFactoryBean B9 filters B4 ;
6. init: ¥ EE, Spring BEEEsINSEA, BESBmSLEMAYEEZIRE loginUrl. successUr
|, unauthorizedUrl; ELXIRHE filterChainDefinitionMap #I32ZARF=E224E ;
7. initFilter: ItEAbEAIZBESCI initFilter, EA3LEE spring B2, FrlA Filter BItEXECESTE Spring Bl&
Hh5ERL;
8. proxy: HAEZMZEESHEN—E— T HFTRY FilterChain X2,
Web Ei=Hig3

2% com.github.zhangkaitao.shiro.chapter19.web.controller &, #EFFE -+ & 7#IN7T UrlFilterContr

oller BF UrlFilter RO%EF . 598, B TIEHIzEE ERORIERR, MEEAIE URL Z#HiTizsl.

Spring Bic&——spring—config—shiro.xml

<bean id="filterChainManager"

class="com.github.zhangkaitao.shiro.spring.CustomDefaultFilterChainManager">
<property name="loginUrl" value="/login"/>
<property name="successUrl" value="/"/>
<property name="unauthorizedUrl" value="/unauthorized.jsp"/>
<property name="customFilters">
<util:map>
<entry key="authc" value—-ref="formAuthenticationFilter"/>
<entry key="sysUser" value-ref="sysUserFilter"/>
</util:map>
</property>
<property name="defaultFilterChainDefinitions">
<value>
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/login = authc
/logout = logout
/unauthorized.jsp = authc
[** = user,sysUser
</value>
</property>
</bean>&nbsp;

filterChainManager /18 E XA CustomDefaultFilterChainManager, BN A=#28 & BRIARYI=EL

S84

<bean id="filterChainResolver"
class="com.github.zhangkaitao.shiro.spring.CustomPathMatchingFilterChainResolver">

<property name="customDefaultFilterChainManager" ref="filterChainManager"/>
</bean>&nbsp;

filterChainResolver 28E XA CustomPathMatchingFilterChainResolver, {#/A_EiBRY filterChainMana
ger T EZRENETE,

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
</bean>&nbsp;

shiroFilter ~EBE X filters X filterChainDefinitions, 23457 filterChainManager #7586 -

<bean class="org.springframework.beans.factory.config.MethodInvokingFactoryBean">
<property name="targetObject" ref="shiroFilter"/>
<property name="targetMethod" value="setFilterChainResolver"/>
<property name="arguments" ref="filterChainResolver"/>

</bean>&nbsp;

BEE filterChainResolver 45 shiroFilter, Ef#EREHTa175 URL X R=H,
HitEBENSE B, B2EF &,
i

1. BE5%H4T shiro—data.sql ¥ ETR .
2. AEE URL SEHiE FEEE:
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¥ J=IS
URL e
RBEIFE aa
PR |

g |

3. iAiE  http://localhost:8080/chapter19/user BIERFBFIEE aa B, I RRENFTLISHERIFRIZRR
M
4. 00 aa BBREENGEREP, IIMENPRIAE http://localhost:8080/chapter19/user .

SERRINE A LATELE R BT R .
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A—LEINEF, TJaeREIE Web MAMATIRESR, BIRSRIGLRES, MBIHESShASEFRESIEX
R, MEXEKRIT CAENNBEREHITER ., 1—L% REST XERY API, WNERAEER OAuth2 Y, =t
BJLAMERI REST+HMAC iAiE# Tih1E . HMAC ( Hash—based Message Authentication Code ) : EF
BAIRSEEINED, FR— I EHEN—NEEENEAN, £REIIRNEERE ., TRZZBRREEFinilRSS i
B, HithE=F 2 B, hhifERZEERERTER, RERABNZBEEREHTIIIE. NRAE
BERPE + BRAEERE, —BE5I ARt ESERZRERITIAE. BREN:

1. BREFIREBIE— Token, REERZ Token #1702, iz Token @—XMHRY, BIREER—X; B=

Z)TF OAuth2 B9 Token #l#, {B2EELL;
2. BRFIRERER—ME—R Token, AEFEMRIZ Token II%, XHEIRSERIFICTE MXLE Token, R ZHI

REHIAARIEERBRK.

AT ER, PXEENEROEIE (BIEERSH ) EREERE, BILEXEXEIE, (BR2RBER5I AT
MREZIXIER . BRIRTINEI LR
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MNFIRS R, NMENSIE, MESREKRITT ERPSHEHITIAL.

hu)

| msstmiss

@RestController
public class ServiceController {
@RequestMapping("/hello")
public String hello1(String[] param1, String param?2) {
return "hello" + param1[0] + param1[1] + paramz;

}
}&nbsp;

250 / hello IRSAS, FEIEN param1. param? B MNERESE.
| TR

com.github.zhangkaitao.shiro.chapter20.codec.HmacSHA256 Utils :

/ERISENZRBNNBEMBEERE (BEE)

public static String digest(String key, String content);
IMERIEENZRBNEMMaplINBERBERE (BOIE)

public static String digest(String key, Map<String, ?> map)&nbsp;

Xt Map &£EEREEERTNE iR / RSsin kGBS HERBERE.
I Subject ITJ

public class StatelessDefaultSubjectFactory extends DefaultWebSubjectFactory {
public Subject createSubject(SubjectContext context) {
/I7~Bl#Esession
context.setSessionCreationEnabled(false);
return super.createSubject(context);

}
}&nbsp;
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BITIAMA context.setSessionCreationEnabled(false) RR-ACIESIE; R ZEIEA Subject.getSessio

n() Bt DisabledSessionException &% .
I StatelessAuthcFilter

ZE{LF FormAuthenticationFilter, {B2RIEHEIER £ FEEEXERITEHEERIVAIETERSE .

public class StatelessAuthcFilter extends AccessControlFilter {
protected boolean isAccessAllowed(ServietRequest request, ServietResponse response, Object mappedValue) throws
return false;
}
protected boolean onAccessDenied(ServietRequest request, ServietResponse response) throws Exception {
N EFRIHERITBEERE
String clientDigest = request.getParameter(Constants.PARAM_DIGEST);
112 EFRiRIENNBRSH
String username = request.getParameter(Constants.PARAM_USERNAME);
113 BFumsRRISHZE
Map<String, String[]> params =
new HashMap<String, String[]>(request.getParameterMap());
params.remove(Constants.PARAM_DIGEST);
14, &pEFeiR&Token
StatelessToken token = new StatelessToken(username, params, clientDigest);
try {
/5. EFEEReamiBTES
getSubject(request, response).login(token);
} catch (Exception e) {
e.printStackTrace();
onLoginFail(response); //6. EFXW
return false;
}
return true;
}
[FEFRMBTEINR EIA0TIRSAS
private void onLoginFail(ServletResponse response) throws IOException {
HttpServletResponse httpResponse = (HttpServietResponse) response;
httpResponse.setStatus(HttpServietResponse.SC_UNAUTHORIZED);
httpResponse.getWriter().write("login error");
}

}
&nbsp;

SFKEEFIHEANRBRZ. 5XK25. HEWE, £l StatelessToken; AARIRLAHEMNAY Realm #H1TIAILE,
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I StatelessToken

public class StatelessToken implements AuthenticationToken {
private String username;
private Map<String, ?> params;
private String clientDigest;
&R RS
public Object getPrincipal() { return username;}
public Object getCredentials() { return clientDigest;}
}&nbsp;

FBREHEIBRE; ESIEEEFIHENCEERE,
I StatelessRealm

BFIANER Realm.

public class StatelessRealm extends AuthorizingRealm {
public boolean supports(AuthenticationToken token) {
M 37#5Stateless TokenZEBAg Token
return token instanceof StatelessToken;
}
protected Authorizationlnfo doGetAuthorizationInfo(PrincipalCollection principals) {
ITRIERFESERAE, BRIEFKII
String username = (String) principals.getPrimaryPrincipal();
SimpleAuthorizationInfo authorizationinfo = new SimpleAuthorizationInfo();
authorizationinfo.addRole("admin");
return authorizationInfo;
}
protected Authenticationinfo doGetAuthenticationIinfo(AuthenticationToken token) throws AuthenticationException {
StatelessToken statelessToken = (StatelessToken) token;
String username = statelessToken.getUsername();
String key = getKey(username);/tRIEFAFZ3KENEA ( F1Z=FumHI—E )
IMERRSS SSimE R E FPin S B ERHE
String serverDigest = HmacSHA256Utils.digest(key, statelessToken.getParams());
/158 a1 7% Pim B R ZEMRSS 5imH SR 2RI ILES
return new SimpleAuthenticationinfo(
username,
serverDigest,
getName());
}
private String getKey(String username) {//i521Z5%8, ItLaMERIZ—



if("admin".equals(username)) {
return "dadadswdewqg2ewdwqgdwadsadasd";
}

return null;

}
}&nbsp;

AL SERIEE FinfE NRORBFEREBANAYER, AEEREANERSHEMRSRIFIIEERE, RE5
EFiRAHSREHTE,; MRCERBESEZFHRENR; BUEIEER. XMAREEREN, —E5l

NIREREIZIESR, alLAEEIEK; alLAZBRZBINBIBRLZ.
I Spring Bic&——spring—config—shiro.xml

<!-- RealmsH ——>
<bean id="statelessRealm"
class="com.github.zhangkaitao.shiro.chapter20.realm.StatelessRealm">
<property name="cachingEnabled" value="false"/>
</bean>
<I--SubjectT] ——>
<bean id="subjectFactory"
class="com.github.zhangkaitao.shiro.chapter20.mgt.StatelessDefaultSubjectFactory"/>
<I-— 1EEHERE ——>
<bean id="sessionManager" class="org.apache.shiro.session.mgt.DefaultSessionManager">
<property name="sessionValidationSchedulerEnabled" value="false"/>
</bean>
<l-- Z2EHEE ——>
<bean id="securityManager" class="org.apache.shiro.web.mgt.DefaultWebSecurityManager">
<property name="realm" ref="statelessRealm"/>
<property name="subjectDAQO.sessionStorageEvaluator.sessionStorageEnabled"
value="false"/>
<property nhame="subjectFactory" ref="subjectFactory"/>
<property name="sessionManager" ref="sessionManager"/>
</bean>
<I-— HBHFEASecurityUtils.setSecurityManager(securityManager) ——>
<bean class="org.springframework.beans.factory.config.MethodlnvokingFactoryBean">
<property name="staticMethod"
value="org.apache.shiro.SecurityUtils.setSecurityManager"/>
<property name="arguments" ref="securityManager"/>
</bean>&nbsp;

sessionManager i@ig sessionValidationSchedulerEnabled ZHisSiEAESE, FARNZERIETS

&, PR EBERTHRIET .
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<bean id="statelessAuthcFilter"
class="com.github.zhangkaitao.shiro.chapter20.filter.StatelessAuthcFilter"/>&nbsp;

BIRIERHITINER =SS

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="filters">
<util:map>
<entry key="statelessAuthc" value—ref="statelessAuthcFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
[**=statelessAuthc
</value>
</property>
</bean>&nbsp;

FrBiEREPEE statelessAuthe $2# 221 TIAE
HittE B2 ERRE.

SpringMVC Z3)i52%:

5 50z spring web mve REST Xi& HelloWorld
http://jinnianshilongnian.iteye.com/blog/1996071
IRFZF SpringMVC

http://www.iteye.com/blogs/subjects/kaitao—springmvc
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ItEAbMEEFE SpringMVC 12489 RestTemplate 17k . B2 WM EiH

Spring MVC WiftESZF—= P imlid
http://jinnianshilongnian.iteye.com/blog/2007180
Spring MVC it iEZFE—AR S imlik
http://jinnianshilongnian.iteye.com/blog/2004660

AT TSE, (EFRRER jetty BRSEEIRSIn:

public class ClientTest {
private static Server server;

private RestTemplate restTemplate = new RestTemplate();

@BeforeClass

public static void beforeClass() throws Exception {
/18— server
server = new Server(8080);

WebAppContext context = new WebAppContext();
String webapp = "shiro—example—chapter20/src/main/webapp";

,— e

1T

3

context.setDescriptor(webapp + ""WEB-INF/web.xml"); /A8Eweb.xmlBcE S5

context.setResourceBase(webapp); //AgEwebappBH

context.setContextPath("/");
context.setParentloaderPriority(true);
server.setHandler(context);
server.start();

}

@AfterClass

public static void afterClass() throws Exception {
server.stop(); /AN ERAY = LIRSS 22

}

}&nbsp;

EBENMAFHRZ B ERSS=E, BRI KRS

pliEvaAni- P

@Test
public void testServiceHelloSuccess() {
String username = "admin";
String param11 = "param11";
String param12 = "param12";
String param?2 = "param?2";

oo
=<
Aag o



String key = "dadadswdewg2ewdwqgdwadsadasd”;
MultiValueMap<String, String> params = new LinkedMultiValueMap<String, String>();
params.add(Constants.PARAM_USERNAME, username);
params.add("param1", param11);
params.add("param1", param12);
params.add("param?2", param?2);
params.add(Constants.PARAM_DIGEST, HmacSHA256Ultils.digest(key, params));
String url = UriComponentsBuilder
fromHttpUrl("http://localhost:8080/hello")
.queryParams(params).build().toUriString();
ResponseEntity responseEntity = restTemplate.getForEntity(url, String.class);
Assert.assertEquals("hello" + param11 + param12 + param?2, responseEntity.getBody());
}&nbsp;

MERSHENHEHEET R SHPERAIRSHRR, RE[HIEEIENEENMIKRS, ARREIEE.

u))

pliEw SR

@Test
public void testServiceHelloFail() {
String username = "admin";
String param11 = "param11";
String param12 = "param12";
String param?2 = "param?2";
String key = "dadadswdewg2ewdwqgdwadsadasd";
MultiValueMap<String, String> params = new LinkedMultiValueMap<String, String>();
params.add(Constants.PARAM_USERNAME, username);
params.add("param1", param11);
params.add("param1", param12);
params.add("param?2", param?2);
params.add(Constants.PARAM_DIGEST, HmacSHA256Utils.digest(key, params));
params.set("param?2", param2 + "");
String url = UriComponentsBuilder
fromHttpUrl("http://localhost:8080/hello")
.queryParams(params).build().toUriString();
try {
ResponseEntity responseEntity = restTemplate.getForEntity(url, String.class);
} catch (HttpClientErrorException e) {
Assert.assertEquals(HttpStatus. UNAUTHORIZED, e.getStatusCode());
Assert.assertEquals("login error", e.getResponseBodyAsString());
}
}&nbsp;

HFENBSRSHHEERER, ENTSHAS, RER[HEWEHTEREMBEERERIA—F, 1R 401 51X
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Ftt, BNUKTAT, SEEENR, AT, BERAXXTFANBIEN RIS R
SpringMVC HXFIRiES%E

5 935352 spring web mve REST X#& HelloWorld
http://jinnianshilongnian.iteye.com/blog/1996071

IRF= SpringMVC
http://www.iteye.com/blogs/subjects/kaitao—springmvc
Spring MVC M iEZRFiR—= Pimlihid
http://jinnianshilongnian.iteye.com/blog/2007180
Spring MVC M iEZRFfR—ARSimNNL
http://jinnianshilongnian.iteye.com/blog/2004660
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F-msd, HHINENASEA—LERNEHITERWIGH T LR, B bMus_ ERTFRIEAMbRY
W, ESMARIEKS / EREIFME, RJRBIEITESESM,; WRFIF((IRTLAER Shiro A9 RunAs I
88, BIRIF— P APREAS— AP (RMIRYF ) BISDPETIHEE,

AERBET (BB FGXLH ) , BETBEXMERENERNMEERFINE.

FEHIE SQL

151217 shiro—example—chapter21/sql/ shiro—schema.sql F&4514

181217 shiro—example—chapter21/sql/ shiro—schema.sql #i&

1

¥

B{xiE2%E com.github.zhangkaitao.shiro.chapter21 & ~AISLIR

public class UserRunAs implements Serializable {
private Long fromUserld;/f&ZF B/ 1KS
private Long toUserld;/#ZF S5 ks

}&nbsp;

ZEFENTETFESMIKS (A) SEETFEHIKS (B) AIXR, EEE B IKSKILURES A IKSHISHiE
TmE.

DAO
B{XiE2% com.github.zhangkaitao.shiro.chapter21.dao &8 A DAO $##O KL,
Service

BiXiE2% com.github.zhangkaitao.shiro.chapter21.service 8 FHI Service EOMSLI .

public interface UserRunAsService {
public void grantRunAs(Long fromUserld, Long toUserld);
public void revokeRunAs(Long fromUserld, Long toUserld);
public boolean exists(Long fromUserld, Long toUserld);
public List<Long> findFromUserlds(Long toUserld);
public List<Long> findToUserlds(Long fromUserld);
}&nbsp;

REEFERD . BWED . XEZEFEHMEER AP,
Web #5128 RunAsController

ZiEhgETen: BB [ BIWSD / IHRSHINEE .
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FErRISRAFREIREISMYIE, RIETFEHMARNSHIIE:

@RequestMapping
public String runasList(@CurrentUser User loginUser, Model model) {
model.addAttribute("fromUserlds",
userRunAsService.findFromUserlds(loginUser.getld()));
model.addAttribute("toUserlds", userRunAsService.findToUserlds(loginUser.getld()));
List<User> allUsers = userService.findAll();
allUsers.remove(loginUser);
model.addAttribute("allUsers", allUsers);
Subject subject = SecurityUtils.getSubject();
model.addAttribute("isRunas", subject.isRunAs());
if(subject.isRunAs()) {
String previousUsername =
(String)subject.getPreviousPrincipals().getPrimaryPrincipal();
model.addAttribute("previousUsername", previousUsername);
}
return "runas";
}&nbsp;

1. Subject.isRunAs(): FRZpIAFEERE RunAs BF, BIE&NRs%n 7 ;
2. Subject.getPreviousPrincipals(): S2IRBHZINER, — BRI LWIRRES R BN, ZRINSH
(FFEEIREIIRIFE;

B i)
EHRARBHETERS—1TAF, XES—TRFPYLREMHEIZER .

@RequestMapping("/grant/{toUserld}")

public String grant(
@CurrentUser User loginUser,
@PathVariable("toUserld") Long toUserld,
RedirectAttributes redirectAttributes) {

if(loginUser.getld().equals(toUserld)) {

redirectAttributes.addFlashAttribute("msg", "B S A REIREIE SIS H");
return "redirect:/runas";

}

userRunAsService.grantRunAs(loginUser.getld(), toUserld);
redirectAttributes.addFlashAttribute("msg", "#eERIN");
return "redirect:/runas";

}&nbsp;

1. BT EEEFSMHEES,;
2. A UserRunAsService. grantRunAs B HBiERAFPNSHIEFAENAREF;



[E =5
EEFEETBPIS M EEE.

@RequestMapping("/revoke/{toUserld}")
public String revoke(
@CurrentUser User loginUser,
@PathVariable("toUserld") Long toUserld,
RedirectAttributes redirectAttributes) {
userRunAsService.revokeRunAs(loginUser.getld(), toUserld);
redirectAttributes.addFlashAttribute("msg", "#ERIN");
return "redirect:/runas";

Plizd=g)

@RequestMapping("/switchTo/{switchToUserld}")
public String switchTo(
@CurrentUser User loginUser,
@PathVariable("switchToUserld") Long switchToUserld,
RedirectAttributes redirectAttributes) {
Subject subject = SecurityUtils.getSubject();
User switchToUser = userService.findOne(switchToUserld);
if(loginUser.equals(switchToUser)) {
redirectAttributes.addFlashAttribute("msg", "B S A REIREIE SIS H");
return "redirect:/runas";

}

B 21 E BFBHRIIREMD | 235

if(switchToUser == null || luserRunAsService.exists(switchToUserld, loginUser.getld())) {

redirectAttributes.addFlashAttribute("msg", "SR BETEEY, FEER");

return "redirect:/runas";

}

subject.runAs(new SimplePrincipalCollection(switchToUser.getUsername(), "));

redirectAttributes.addFlashAttribute("msg", "#ERIN");
redirectAttributes.addFlashAttribute("needRefresh", "true");
return "redirect:/runas";

}
&nbsp;

1. BRI switchToUserld EXEIZHREINS7D;

2. SREIEIY UserRunAsService. exists() #l¥rHpiER AP 2GS LIGREZ S50 ;

3. BT Subject.runAs() THREIZS%;

TR E—1 51



@RequestMapping("/switchBack")
public String switchBack(RedirectAttributes redirectAttributes) {
Subject subject = SecurityUtils.getSubject();
if(subject.isRunAs()) {
subject.releaseRunAs();

}
redirectAttributes.addFlashAttribute("msg", "#ERIN");
redirectAttributes.addFlashAttribute("'needRefresh", "true");
return "redirect:/runas";

}&nbsp;

1. @Y Subject.releaseRunAs() ks E—1515;

HANFERIRIEA T LUDRZ R B, W0 AR B, REBYIHRE C; BBAEEREAMIX Subject. releaseR
unAs() ZeEIRE A; BIRSMERKEIREMRFMETIRIAIAR; Subject. getPreviousPrincipals() 5% £
—RUIREINED, thilXeiR C; BRAERZ API 5152 B 95110

HiCRMECE ( B+ 8 ZRaXhl ) —F, B5F%E.
izl

1. B5EiAiE http:/localhost:8080/chapter21/, A admin/123456 #175%; B TRE:
T [adminl 2 T Shiroin & 0, B | 154 |

2. REtRBMRE, BEWNTRE:

DI & 4
TP H Al 5 43
;) k=4 BeE
admin WFEF|E ST
BT H47E HAb A -
RP# #1E
admin =7 By
wang O] B

FZREILENSHEEMA ( REENSHITLUEECHBHOIRIGEEMA /| SERINSHRLUIEZRIET
RISM#E ) |« stDREEMSD (AREAEMBMET) ;



3. HEREIZEMIRE, REENNSMHIET, :

i [adminF HShirokRE M, BH | M54

o it
T B 5 4
AREE S thong | RO SE
L p
x
BT B RS HAA
P et
zhang [l Bt
o ETas

ItLBS zhang RFD#E] admin Bf7; MIR<LEVREIZSD, SEIRSHTIRE zhang.
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EMABFPERINEER, REMEHRFTERIEDSE, WIHINENE N TS AESS AR ERMESIN
18], WMNBRNEEAFER / TEITeE. BRittA—LIEIHItLRES, Bid—LL OCR TEMILIETE

*k; BINEE—LINERILRESR (—REITINAE. 1%/ 1BSF T ) Bk OCR TRIRR; (BEEHE
MEAZ, VBT TSRS, FLAEREMERSIIEFES, ATIRBIIGIED; EIEEIRE
FAVNET . BHEERRIINIERSTERERBIAY. PILASIEFEtEAREINT I 5ERY, BRItRAEEEFVINIE
13, (BEXTRARREN T IR LR ARIAT o

MNFIIEBERAIER, TTLIBECEZM Java RIEHEGR API BESX4ERk, tBAJLMERLN JCaptcha iXFFIR
Java EELEMIEBEF; JCaptcha T HENAYMMAM . MESFTFEE. FEARET (F+AE &
Baxhl) o

—. &0 JCaptcha #k#

<dependency>
<groupld>com.octo.captcha</groupld>
<artifactld>jcaptcha</artifactld>
<version>2.0—alpha—1</version>
</dependency>
<dependency>
<groupld>com.octo.captcha</groupld>
<artifactld>jcaptcha-integration—simple—serviet</artifactld>
<version>2.0—alpha—-1</version>
<exclusions>
<exclusion>
<artifactld>servlet—api</artifactld>
<groupld>javax.servlet</groupld>
</exclusion>
</exclusions>
</dependency>&nbsp;

com.octo.captcha.jcaptcha 127 jcaptcha #/(y; i jcaptcha—integration—simple—servlet 2t 75 Ser

vlet &5k
—. GMailEngine

k8 https://code.google.com/p/musicvalley/source/browse/trunk/musicvalley/doc/springSecurity/sprin
gSecuritylll/src/main/java/com/spring/security/jcaptcha/GMailEngine.java?spec=svn4478&r=447 ( Bai
TRBET ), {588 JCaptcha2.0 /53U GMail BiEfBRIFL; BifiE£2% com.github.zhangkaitao.shir
o.chapter2?.jcaptcha.GMailEngine.

=. MyManageablelmageCaptchaService

RHTHErCERESARENAYSIEHSFE.



public class MyManageablelmageCaptchaService extends
DefaultManageablelmageCaptchaService {
public MyManageablelmageCaptchaService(
com.octo.captcha.service.captchastore.CaptchaStore captchaStore,
com.octo.captcha.engine.CaptchaEngine captchaEngine,
int minGuarantedStorageDelayInSeconds,
int maxCaptchaStoreSize,
int captchaStorel.oadBeforeGarbageCollection) {
super(captchaStore, captchaEngine, minGuarantedStorageDelaylnSeconds,
maxCaptchaStoreSize, captchaStorel.oadBeforeGarbageCollection);
}
public boolean hasCapcha(String id, String userCaptchaResponse) {
return store.getCaptcha(id).validateResponse(userCaptchaResponse);

P, JCaptcha TE%*
IREHERAY AP| SRIGIFHEIERMA B2 .

public class JCaptcha {
public static final MyManageablelmageCaptchaService captchaService
= new MyManageablelmageCaptchaService(new FastHashMapCaptchaStore(),
new GMailEngine(), 180, 100000, 75000);
public static boolean validateResponse(
HttpServietRequest request, String userCaptchaResponse) {
if (request.getSession(false) == null) return false;
boolean validated = false;
try {
String id = request.getSession().getld();
validated =
captchaService.validateResponseForID(id, userCaptchaResponse)
.booleanValue();
} catch (CaptchaServiceException e) {
e.printStackTrace();
}
return validated;
}
public static boolean hasCaptcha(
HttpServietRequest request, String userCaptchaResponse) {
if (request.getSession(false) == null) return false;
boolean validated = false;
try {
String id = request.getSession().getld();
validated = captchaService.hasCapcha(id, userCaptchaResponse);
} catch (CaptchaServiceException e) {
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e.printStackTrace();
}
return validated;

}
}&nbsp;

validateResponse(): I HFnERKEmARIIEIBEIER; FM CaptchaService Tl B4 AIIGIERD;
hasCaptcha(): IEIFHana RIS EIENS; B4 CaptchaService iR EL24ERAYIGIERS ( EE
a0 Ajax SSIERTRTLAERS, BrlEZ2IRERIIERS ) ;

F. JCaptchaFilter
FBFERIIERSE FREERS .

public class JCaptchaFilter extends OncePerRequestFilter {
protected void doFilterinternal(HttpServietRequest request, HttpServietResponse response, FilterChain filterChain) thr
response.setDateHeader("Expires", OL);
response.setHeader("Cache—Control", "no—store, no—cache, must-revalidate");
response.addHeader("Cache—Control", "post—check=0, pre-check=0");
response.setHeader("Pragma", "no—cache");
response.setContentType("image/jpeg");
String id = request.getRequestedSessionld();
Bufferedimage bi = JCaptcha.captchaService.getimageChallengeForlD(id);
ServletOutputStream out = response.getOutputStream();
ImagelO.write(bi, "jpg", out);
try {
out.flush();
} finally {
out.close();

}
}&nbsp;

CaptchaService ERZHEI=IE ID H{E key SREUBRMAVGIEREE R, BIMEEREMNABSAH TGS ImE
=

<filter>

<filter—-name>JCaptchaFilter</filter-name>

<filter—class>
com.github.zhangkaitao.shiro.chapter22.jcaptcha.JCaptchaFilter

<ffilter—class>

<ffilter>

<filter—-mapping>
<filter—-name>JCaptchaFilter</filter-name>



<url-pattern>/jcaptcha.jpg</url—pattern>
</ffilter—-mapping>&nbsp;

XA LAERE EA /jcaptcha.jpg it @7 RIGIFREE H .
75, JCaptchaValidateFilter
FBFIEIEABIEIERY Shiro 137888

public class JCaptchaValidateFilter extends AccessControlFilter {
private boolean jcaptchaEbabled = true;//2E RIS I
private String jcaptchaParam = "jcaptchaCode";//ai SI23cHIR TS S 412
private String failureKeyAttribute = "shiroLoginFailure"; /A& IERMEFEZIR B IS
public void setJcaptchaEbabled(boolean jcaptchaEbabled) {
this.jcaptchaEbabled = jcaptchaEbabled;
}
public void setJcaptchaParam(String jcaptchaParam) {
this.jcaptchaParam = jcaptchaParam;
}
public void setFailureKeyAttribute(String failureKeyAttribute) {
this.failureKeyAttribute = failureKeyAttribute;
}
protected boolean isAccessAllowed(ServietRequest request, ServletResponse response, Object mappedValue) throw
N, REMIHBEEFBEME, TEILREZEE R AEES BRKIS
request.setAttribute("jcaptchaEbabled", jcaptchaEbabled);
HttpServietRequest httpServietRequest = WebUtils.toHttp(request);
112 FIRTEAESEEER AR B (FhmE )
if (jcaptchaEbabled == false || I"post".equalsignoreCase(httpServietRequest.getMethod())) {
return true;
}
/13 WWETRFRPIRE, WIS 1EH
return JCaptcha.validateResponse(httpServietRequest, httpServietRequest.getParameter(jcaptchaParam));
}
protected boolean onAccessDenied(ServiletRequest request, ServietResponse response) throws Exception {
[TANREIEBRM T, FhiEkBkey B
request.setAttribute(failureKeyAttribute, "jCaptcha.error");
return true;

+. MyFormAuthenticationFilter

FBF3IERBIIIERY Shiro =828 BT BMINIERZEZR ZBIE T; (ERUNRIIEBIIIH=ER=AN T, MAFHE
EHITEMINEEESERIZE T PFABEEEX T FormAuthenticationFilter BDIAIE=#;28, ZIIEATI0IELk
MHS A BESHINEEERZR .



public class MyFormAuthenticationFilter extends FormAuthenticationFilter {
protected boolean onAccessDenied(ServietRequest request, ServletResponse response, Object mappedValue) throw
if(request.getAttribute(getFailureKeyAttribute()) '= null) {
return true;

}

return super.onAccessDenied(request, response, mappedValue);

}
}&nbsp;

BIaNRZeiE&E T, IEEPhdRIn,
J\. spring—config—shiro.xml

<bean id="authcFilter" class="com.github.zhangkaitao.shiro.chapter22.jcaptcha.MyFormAuthenticationFilter">
<property name="usernameParam" value="username"/>
<property name="passwordParam" value="password"/>
<property name="rememberMeParam" value="rememberMe"/>
<property name="failureKeyAttribute" value="shirolLoginFailure"/>
</bean>
<bean id="jCaptchaValidateFilter"
class="com.github.zhangkaitao.shiro.chapter22.jcaptcha.JCaptchaValidateFilter">
<property name="jcaptchaEbabled" value="true"/>
<property name="jcaptchaParam" value="jcaptchaCode"/>
<property name="failureKeyAttribute" value="shirolLoginFailure"/>
</bean>
<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="/login"/>
<property name="filters">
<util:map>
<entry key="authc" value—ref="authckFilter"/>
<entry key="sysUser" value-ref="sysUserFilter"/>
<entry key="jCaptchaValidate" value—ref="jCaptchaValidateFilter"/>
</util:map>
</property>
<property name="filterChainDefinitions">
<value>
/static/** = anon
/jcaptcha* = anon
/login = jCaptchaValidate,authc
/logout = logout
/authenticated = authc
[** = user,sysUser
</value>
</property>
</bean>
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. login.jsp ZRITME

<c:if test="${jcaptchaEbabled}">
JIERD:
<input type="text" name="jcaptchaCode">
<img class="jcaptcha—btn jcaptcha—-img"
src="${pageContext.request.contextPath}/jcaptcha.jpg" title="sa o5 ERIGIEFD">
<a class="jcaptcha—btn" href="javascript:;">#t—k</a>
<br/>
</[c:if>&nbsp;

1R#E jcaptchaEbabled K ERIGIERZE S o
+. Mt

N http://localhost:8080/chapter22 SEEQEIZERNE; BAEMRIIARS / B3 / RIEFSENaI I E
£, IRHANEIRAIISIED, BRI iSIRRm:

BTG4
RPa: |
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E—Le W AR BRI E — L EEMEEaE; TS REEPIREE, K#TZMENIREE; 5%
UEER—NSEEE, TIBERBMEINERESIES

FIREZHE, BHLEFEI (B1E FEE ) M(FHREFZELA) , FEXEEHRETXREILBRE
bt E5eRAY.

AETPIREESMMSE T, REFHEESE (F+HE ERER) (B +1EE OAuth2 &al ) T ##E
A CAS sk OAuth2 SEEIEEIHAISHIGIERIEIN . SIMNLINE PG / IRS[IRHNRERETSE (E_+E TR
& Web NFIEERL ) -
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BRE LR
P/ R
Server
. . W H
| I - 4
{... V| Nging; Appl
ity
i F
App?2

1. B=MMNA: BFAR/ SERESIRY Server (ixE: 8080 ) ; FANEA Appl (imHE 9080 ) F1 App2 ( i
[110080) ;
2. {#A Nginx REREX=1EA, nginx.conf A9 server BCEZHS 0T :

server {
listen 80;
server_name localhost;
charset utf—8;
location ~ */(chapter23—server)/ {
proxy_pass http://127.0.0.1:8080;
index /;
proxy_set_header Host $host;
}
location ~ */(chapter23—-app1)/ {
proxy_pass http://127.0.0.1:9080;
index /;
proxy_set_header Host $host;
}
location ~ */(chapter23-app2)/ {
proxy_pass http://127.0.0.1:10080;
index /;
proxy_set_header Host $host;
}
}&nbsp;

amijE  http://localhost/chapter23—server =EH#h&&ZE] http://localhost:8080/chapter23—server ;
308 http://localhost/chapter23-app1 =H=14%A&ZE http:/localhost:9080/chapter23-app1 ;
138 http://localhost/chapter23-app3 =Bzik&E http:/localhost:10080/chapter23-app3 ;
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Nginx RIZZERERIBETERESY, FXABEIR,
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ISEES
MySQL
AAEEiE
1% ]
Aprd
GIRYE T IR
Server e Client
F
Appi

1. BREIRERP /1R Server #PEF . M. SIRER; HUBEHSAMKE MySQL HUREF;
2. N Appl/ R App2 ERZE IS Client imiEEBRRF / 80R Server SREXS1E RAREE .

IAMER Mysql FEEIE, TARERI Memcached/Redis 2209, EEHNERIEZINA; RN
Redis b A=1RME; 40:

Redis
Server
(726
Appl
Hp/a| | - ) by '
Server "-.:-- Client
I
App2

/4N Redis IE—MFAb 2 THERF / XR Server R AXIETHIEE RS, oILUER Redis BSRITHATRER
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TRRK R

IFOM . Core

Client

Server Appl App2

pshirvo—example—chapterZ3—appl
o shirvo—example—chapterZ3—app?
g shirvo—example—chapter?3—client
pshirvo—example—chapter?3—core
g shiro—example—chapter23—pom

pshiro—example—chapterZ3—sexrver

1. shiro—example—chapter23—pom &i: 12T EttEraEia0kis; XEEMERBERZRNETEIT, @i
{KFRECE, %0 shiro—example—chapter23—server:
<parent>
<artifactld>shiro—example—chapter23—pom</artifactid>
<groupld>com.github.zhangkaitao</groupld>
<version>1.0-SNAPSHOT</version>
</parent>
2. shiro—example—chapter23—core &t : 2#4t%5 shiro-—example-chapter23-server. shiro—example-

chapter23—client. shiro—example—chapter23-app * &R CMKER, ELINEi2AREOS,;
3. shiro—example-chapter23-server {&: 2 7HP. MA. SEEEIEE;
4. shiro—example—chapter23—client #&t: $2#tLa N FEEHRENEE RN XS A IRIER ;

5. shiro—example—chapter23-app * 1&R: FPFLA, N—LRHMBERRRNA, HEZREBE shiro—ex
ample—chapter23—server &5%; S4MIRERM shiro—example—chapter23-server kB ( #Ni@1d iz
).



% 23 B SMAETREER S HRRIE | 251

shiro—example—chapter23—pom &

H pom.xml B9 packaging 228 pom, FEEZ pom FIIAEMERFEZAIKE, AEEMERIEEICZ
BHUSE R parent BIR BahdA X LE4KH, 20 shiro-example—chapter23-server f&ik:

<parent>
<artifactld>shiro—example—chapter23—pom</artifactid>
<groupld>com.github.zhangkaitao</groupld>
<version>1.0-SNAPSHOT</version>

</parent>&nbsp;

B EMRIRAEKIECES .
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shiro—example—chapter23—core &

M7 ERIREBRRE, WNinEEmaEO:

public interface RemoteServicelnterface {
public Session getSession(String appKey, Serializable sessionld);
Serializable createSession(Session session);
public void updateSession(String appKey, Session session);
public void deleteSession(String appKey, Session session);
public PermissionContext getPermissions(String appKey, String username);
}&nbsp;

RILT 215 CRUD, MARIERFE key FIFIFZKEWR E ™Y ( SIEABMNR=ME ) ; shiro-example—
chapter23-server EHRIRSSIHLI; shiro—example—chapter23—client &Rz FigiERE .

BIMEMT com.github.zhangkaitao.shiro.chapter23.core.ClientSavedRequest, E¥ E7T org.apach
e.shiro.web.util.SavedRequest; FBF shiro—example—chapter23—app * &R Y iHa—LEEEFZAEK
BF, BEBERIREFETE, REEEEE shiro—example—chapter23-server {&HREF; ERNINEBEETEM
[E3k; EA SavedRequest MERFE URL #1119 schema://domain:port 2h93; FRLAAEZEY R SavedReques
t; {878 ClientSavedRequest 82/%fF schema://domain:port ; XHEABEN—AEEER— (BERAR
BEE— R ANEED ) ¢

public String getRequestUrl() {
String requestURI = getRequestURI();
if(backUrl = null) {/1
if(backUrl.toLowerCase().startsWith("http://") || backUrl.toLowerCase().startsWith("https://")) {
return backUrl;
} else if(IbackUrl.startsWith(contextPath)) {//2
requestURI = contextPath + backUrl;
}else {//3
requestURI = backUrl;
}
}
StringBuilder requestUrl = new StringBuilder(scheme);//4
requestUrl.append("://");
requestUrl.append(domain);//5
/16
if("nttp".equalslgnoreCase(scheme) && port = 80) {
requestUrl.append(":").append(String.valueOf(port));
} else if("https".equalsignoreCase(scheme) && port = 443) {
requestUrl.append(":").append(String.valueOf(port));
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17

requestUrl.append(requestURI);

118

if (backUrl == null && getQueryString() = null) {
requestUrl.append("?").append(getQueryString());

}

return requestUrl.toString();

}
&nbsp;

1. WNERMIMERENT successUrl (BRmINZEEEQRIMNE ) , BLL htip:/ 8% https:// FFELBFABERER
B (FBNAEEEEEESEEQEIERIA ) ;
2. 0% successUrl BEERELETX, #HEETY;

3. &N, 0% successUrl BiE, BEWEL requestUrl BaT; &N, 0% successUrl i&{&, BBA reques
tUrl #E2HEnEkAIHBIL;

4. #$tE url 811889 schema, 0 http &% https;
5 ¥iEiEZ;

6. #EEEMIAIMH (FLETFX) ;

7. 3R successUrlixfE, BEAEIRIZH, HLE;

8. REIzibil, HENAY=EREEEEORICRIA,
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shiro—example—chapter23—server &R

EIERAISLA K R E

User App

- Role -

B ER R B
FBF (sys_user)
=18 it KE fk
id bigint e T
username varchar 100 |==] =>4
password varchar 100 R
salt varchar 50 Fie
locked bool KA RS HE
RF3 (sys_app)
HBIR it KE fk

id bigint fm= T
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name varchar 100 N PR
app_key varchar 100 R key ( ME—)
app_secret varchar 100 NBZE
available bool EEHME

1Y (sys_authorization)

ZFR it KE R

id bigint fR= EHE
user_id bigint FiEFF

app_id bigint IS

role_ids varchar 100 ek

FAF: L ($+77E ZEL) ) 27T role_ids, HAXERSTMEETIRERE; FrLUSRIHEEISERMAIN
F; MAREELERFEN; FrARSEERRPHEIL role_ids 75

NFB: FREERSIRAINA; I EEIEENE key(app_key) ML 2R (app_secret) , app fEiAIE
server HHEEIEEBCH app_key FIFARERIRENZ app MMEFPSIRER; 54 app_secret JLUAJ ap
p ERS, tHINFREZS RIS RERE, 5% ( B21+E IR Web MR ) . 54 available
EBUFRNZINALERIEETE;, NR false FNZMAZRIATA, RIAEREEBRNAMIRES .

&N SIEERRFTEEER app NI, BIMBESAFH app FAEXKXER
FAREERT (B 75 FEL6) ) 18, FLUSEEMBNAIERES (RERERT) .

2= | #i#E SQL
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BiNESE

* sgl/shiro—schema.sql (Z&&544 )

* sql/shiro—data.sgl (#IMAEEE )
SN
BiRiE2% com.github.zhangkaitao.shiro.chapter23.entity & NRISEIR, AT ARFIZT o
DAO
BiRE2% com.github.zhangkaitao.shiro.chapter23.dao & FH DAO #OKSCH .
Service

BiRiE2% com.github.zhangkaitao.shiro.chapter23.service 8 TFH Service #EONSLM ., LIFTEHTER
CRUD Z4M9cigzn:

public interface AppService {
public Long findAppldByAppKey(String appKey);// #EiEappKey&E#Appld
}

public interface AuthorizationService {
IiREAPpKey AR S EXERAE
public Set<String> findRoles(String appKey, String username);
IITRIEAPpKey AP B EHARF 1T
public Set<String> findPermissions(String appKey, String username);
}&nbsp;

RIE AppKey 1B REAEHRBPEEEN AP FIAEINSIEFHE .
UserRealm

protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection principals) {
String username = (String)principals.getPrimaryPrincipal();
SimpleAuthorizationInfo authorizationlnfo = new SimpleAuthorizationInfo();
authorizationinfo.setRoles(

authorizationService.findRoles(Constants.SERVER_APP_KEY, username));

authorizationInfo.setStringPermissions(
authorizationService.findPermissions(Constants.SERVER_APP_KEY, username));
return authorizationlnfo;

}&nbsp;

IALEEIFA AuthorizationService B9 findRoles/findPermissions 75i&EN AppKey 1B & R5FEVAEFRY
ABMNIRFRERES . HibaIH ( B8 &4 ) 8 —i*,
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ServerFormAuthenticationFilter

public class ServerFormAuthenticationFilter extends FormAuthenticationFilter {
protected void issueSuccessRedirect(ServletRequest request, ServietResponse response) throws Exception {
String fallbackUrl = (String) getSubject(request, response)
.getSession().getAttribute("authc.fallbackUrl");
if(StringUtils.isEmpty(fallbackUrl)) {
fallbackUrl = getSuccessUrl();
}

WebUltils.redirectToSavedRequest(request, response, fallbackUrl);

}
}&nbsp;

RANRLMBES, bR ENEMNBREEEIIR, BEEE Session #2EE  “authe.fallbackUr
17 B, NREFHANATCRANEEQIE; FUER Server B successUrl fEAZERAINEEE@E]
ROt ,

MySqlSessionDAO

BEIEIFANE Mysql #URE; LA RKeTLUSESCH AuNF(#EE) Redis/Memcached &, SLHIZRIRIES
Z(FH1+E SIFER ) PSIEEE / FAKEDH MySessionDAO, Te—1f,

MySqlSessionValidationScheduler

(1= SEEER ) PHSIERIIETES A0 MySessionValidationScheduler 72—+ . ANRER R
edis ZZEEBETHISEER DB, =2 LUUAHEEI SessionValidationScheduler, BEiZERTIXLE DB Y
1T HASEREEN AT .

RemoteService

public class RemoteService implements RemoteServicelnterface {

@Autowired private AuthorizationService authorizationService;

@Autowired private SessionDAO sessionDAO;

public Session getSession(String appKey, Serializable sessionld) {
return sessionDAO.readSession(sessionld);

}

public Serializable createSession(Session session) {
return sessionDAQO.create(session);

}

public void updateSession(String appKey, Session session) {
sessionDAO.update(session);

}

public void deleteSession(String appKey, Session session) {
sessionDAO.delete(session);
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}

public PermissionContext getPermissions(String appKey, String username) {
PermissionContext permissionContext = new PermissionContext();
permissionContext.setRoles(authorizationService.findRoles(appKey, username));
permissionContext.setPermissions(authorizationService.findPermissions(appKey, username));
return permissionContext;

}
}&nbsp;

B=ER HTTP BRARRENITERS, RN A LAERENAYE FimERX LR T Session AY
SRR RARIE AppKey FIRFPEREABE [ IIRFHFHRES . INRELNLZERIGINEE, WREBEHMAE
FARTLUBERRE IP 5erk; SNIFZMEAN ( B-+F TIRE Web NABER ) FARIRARTREZER

SRIGTE spring—mvc—remote—service.xml BeB XHERESREHX:

<bean id="remoteService"
class="com.github.zhangkaitao.shiro.chapter23.remote.RemoteService"/>
<bean name="/remoteService"
class="org.springframework.remoting.httpinvoker.HttplnvokerServiceExporter">
<property name="service" ref="remoteService"/>
<property name="servicelnterface"
value="com.github.zhangkaitao.shiro.chapter23.remote.RemoteServicelnterface™>
</bean>

Shiro Ee&3 14 spring—config—shiro.xml

F( E+E ZaX0 ) BeEEM, (BREELR shiroFilter FRY filterChainDefinitions FRiFINEN N ECE , BT
ERRAEESMIAL:

/remoteService = anon

T userRealm NEFEEEIRZER; FAMRAR, EXTHANRF2EMRLSHER; BINEESE(F
+—F FEHE ) HITEFOERERE.

ARS3 2R im A R4

1. BEFRE nognix REKIE; REFHBILAERESE hitp://localhost/chapter23—-server/; 2. BWAZIARER
ZEB: admin/123456 % 3. MAEE, #TNAN CRUD, EE24PNA KEY (wnl— ) MNAZE
15, ZEFuEFALMERNA KEY SREVBP XN AIIRERY .



57 FISTHE

B REK Bz FIEEY B REEN B1E

B IREES | 645babl6-370a-43a8-aR0-993e7ab90cf0 | bbTdabbf—bac0-47dd-aThl-9571ea3a0£33 | HB2E HMilFR
APP-1 645babl 2-370a-43a8-a820-993e7a500cf0 | bbTdabbl-bac0-47dd-aThl-9571ea3a0£33 | HB2f MR
APP-2 645babl 3-370a-43a8-a820-993e7ab90cf0 | bhbidabb3—bac0-47dd-aThl-9571ea3a0f33 | HB2L Mk

4. EINEE,

HEPEM N ARRFRSESIR. XEEF R LARENAE KEY REFRZREEIRINAIHEE

| BIRFFFERIIET o
e
|5:| HF fAeFE B1E
0 IR ES admin B EE N f8pt MFr
APP-1 admin SRR, AFPIEE R fepr Mk
APP-2 admin ST R, APPIETE R iBpk MEk
k- APP2 v
FHF' : admin ¥
AEFIE. BEEER
AFPPTEIE R
APPIEIE S
(F{Eshi FtE L)
fEH
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shiro—example—chapter23—client &R

Client TR LS EL{th N FRREERIKRE, IXAFELMB N FARIR R BEAKEL Client &RIR, AEBEMRNAIECE S4HES
BINSSIE, gl =#ERREERT, BUOEMNBRIRIEE .

EeEiiziRsS spring—client-remote—service.xml

<bean id="remoteService"
class="org.springframework.remoting.httpinvoker.HttplnvokerProxyFactoryBean">
<property name="serviceUrl" value="${client.remote.service.url}"/>
<property name="servicelnterface"
value="com.github.zhangkaitao.shiro.chapter23.remote.RemoteServicelnterface"/>
</bean>&nbsp;

client.remote.service.url RIZi2iREZ R =AU, EIIHENAY properties BEEBEXHELE, BENR. AR
LUBIE remoteService SAEXSIEN AR | IREHFERES T

ClientRealm

public class ClientRealm extends AuthorizingRealm {

private RemoteServicelnterface remoteService;

private String appKey;

public void setRemoteService(RemoteServicelnterface remoteService) {
this.remoteService = remoteService;

}

public void setAppKey(String appKey) {
this.appKey = appKey;

}

protected AuthorizationInfo doGetAuthorizationInfo(PrincipalCollection principals) {
String username = (String) principals.getPrimaryPrincipal();
SimpleAuthorizationInfo authorizationinfo = new SimpleAuthorizationInfo();
PermissionContext context = remoteService.getPermissions(appKey, username);
authorizationInfo.setRoles(context.getRoles());
authorizationInfo.setStringPermissions(context.getPermissions());
return authorizationlnfo;

}

protected Authenticationinfo doGetAuthenticationinfo(AuthenticationToken token) throws AuthenticationException {
KA =45 B
throw new UnsupportedOperationException("7KiE A~ #EA");

}

}&nbsp;



ClientRealm 2HEMIANEEEMFENER, ERASEMNAKIME PG, MXLNARASLIMEMDIA
iE, PLA doGetAuthenticationinfo 3SRENEIAIE S EEIELIELI ., BINFEISER, EEiIInERENR
%5 RemoteServicelnterface 3kKBY, 121t appKey FIFAFZIKENENE]

ClientSessionDAO

public class ClientSessionDAO extends CachingSessionDAO {
private RemoteServicelnterface remoteService;
private String appKey;
public void setRemoteService(RemoteServicelnterface remoteService) {
this.remoteService = remoteService;
}
public void setAppKey(String appKey) {
this.appKey = appKey;
}
protected void doDelete(Session session) {
remoteService.deleteSession(appKey, session);
}
protected void doUpdate(Session session) {
remoteService.updateSession(appKey, session);
}
protected Serializable doCreate(Session session) {
Serializable sessionld = remoteService.createSession(session);
assignSessionld(session, sessionld);
return sessionld;
}
protected Session doReadSession(Serializable sessionld) {
return remoteService.getSession(appKey, sessionld);
}
}&nbsp;

Session 4P BITITIEREREOSCH, BIAAYHRESIE,
ClientAuthenticationFilter

public class ClientAuthenticationFilter extends AuthenticationFilter {

protected boolean isAccessAllowed(ServietRequest request, ServietResponse response, Object mappedValue) {
Subject subject = getSubject(request, response);
return subject.isAuthenticated();

}

protected boolean onAccessDenied(ServiletRequest request, ServietResponse response) throws Exception {
String backUrl = request.getParameter("backUrl");
saveRequest(request, backUrl, getDefaultBackUrl(WebUtils.toHttp(request)));
return false;



protected void saveRequest(ServlietRequest request, String backUrl, String fallbackUrl) {
Subject subject = SecurityUtils.getSubject();
Session session = subject.getSession();
HttpServletRequest httpRequest = WebUTtils.toHttp(request);
session.setAttribute("authc.fallbackUrl", fallbackUrl);
SavedRequest savedRequest = new ClientSavedRequest(httpRequest, backUrl);
session.setAttribute(WebUtils. SAVED_REQUEST_KEY, savedRequest);

private String getDefaultBackUrl(HttpServietRequest request) {
String scheme = request.getScheme();
String domain = request.getServerName();
int port = request.getServerPort();
String contextPath = request.getContextPath();
StringBuilder backUrl = new StringBuilder(scheme);
backUrl.append("://");
backUrl.append(domain);
if("http".equalsignoreCase(scheme) && port 1= 80) {
backUrl.append(":").append(String.valueOf(port));
} else if("https".equalsignoreCase(scheme) && port 1= 443) {
backUrl.append(":").append(String.valueOf(port));
}
backUrl.append(contextPath);
backUrl.append(getSuccessUrl());
return backUrl.toString();
}
}&nbsp;

ClientAuthenticationFilter 2FFSCMBMDIAIERIFEESE (authe) , HEFEESHIAIERT;

1. BSEERIERSH backUrl, BIERAAINEERZAIMIL;
2. AERFREBERIEE, AEEQEIERMWIE (server &R ) ;

3. BZRINE, REMHHZEBINTTFIREKE: backUrl. FEFHIZHENHSRIIE. defaultBackUrl ( BMEEHRI su

ccessUrl) ;
ClientShiroFilterFactoryBean

public class ClientShiroFilterFactoryBean extends ShiroFilterFactoryBean implements ApplicationContextAware {

private ApplicationContext applicationContext;
public void setApplicationContext(ApplicationContext applicationContext) {

this.applicationContext = applicationContext;
}
public void setFiltersStr(String filters) {

if(StringUtils.isEmpty(filters)) {

return;
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}
String[] filterArray = filters.split(";");
for(String filter : filterArray) {
String[] o = filter.split("=");
getFilters().put(o[0], (Filter)applicationContext.getBean(o[1]));

}

}
public void setFilterChainDefinitionsStr(String filterChainDefinitions) {

if(StringUtils.isEmpty(filterChainDefinitions)) {
return;

}
String[] chainDefinitionsArray = filterChainDefinitions.split(";");

for(String filter : chainDefinitionsArray) {
String[] o = filter.split("=");
getFilterChainDefinitionMap().put(o[0], o[1]);

}

}
}&nbsp;

1. setFiltersStr: &KE&EZ#E2, REKW “filterName=filterBeanName; filterName=filterBeanNam
e’ ; BNZENSENE,; AEEY applicationContext $XEY filterBeanName X3RzAY Bean iEEIi=#28
Map ;

2. setFilterChainDefinitionsStr: & &E=#sehE, BRI “url=filterName[config],filterName2; url=fi

[terName1[config] filterName2” ; E1MN2ZEPS7E;

Shiro ZFixEcE spring—client.xml
R T ENABARY Shiro ERiRECE; XHENAREZSNEROZECERIA 5 Shiro ECE, Bt 7E
EUiE,

<context:property—placeholder location=
"classpath:client/shiro—client—default.properties,classpath:client/shiro—client.properties"/>&nbsp;

BIEAE P IRECERY properties B4, client/shiro—client—default.properties 22 kiR HAIZHARIED
&, classpath:client/shiro—client.properties EFFEBEEFinARLE, SMEBMZRHZEEN S, K5

RHUSNAMEERE.

<bean id="remoteRealm" class="com.github.zhangkaitao.shiro.chapter23.client.ClientRealm">
<property name="cachingEnabled" value="false"/>
<property name="appKey" value="${client.app.key}"/>
<property name="remoteService" ref="remoteService"/>

</bean>&nbsp;

appKey: /A ${client.app.key} GFEH, BIFEEZEIAY properties FHEE .
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<bean id="sessionldCookie" class="org.apache.shiro.web.servlet.SimpleCookie">
<constructor—arg value="${client.session.id}"/>
<property name="httpOnly" value="true"/>
<property name="maxAge" value="-1"/>
<property name="domain" value="${client.cookie.domain}"/>
<property name="path" value="${client.cookie.path}"/>
</bean>&nbsp;

Session Id Cookie, cookie &=F. 1§&. REFHEBIREEHEE .

<bean id="sessionDAO"
class="com.github.zhangkaitao.shiro.chapter23.client.ClientSessionDAO">
<property name="sessionldGenerator" ref="sessionldGenerator"/>
<property name="appKey" value="${client.app.key}"/>
<property name="remoteService" ref="remoteService"/>
</bean>&nbsp;

SessionDAO Y appKey, tBEi@id ${client.app.key} G{ufFEin, EEERBENHESE.

<bean id="sessionManager"
class="org.apache.shiro.web.session.mgt.DefaultWebSessionManager">
<property name="sessionValidationSchedulerEnabled" value="false"/>//&lEE
</bean>&nbsp;

Htt B AU T2iEd HIAE, Frld sessionValidationSchedulerEnabled=false.

<bean id="clientAuthenticationFilter"
class="com.github.zhangkaitao.shiro.chapter23.client.ClientAuthenticationFilter"/>&nbsp;

Ht BERIUHITSIETHIRAE, Frld sessionValidationSchedulerEnabled=false.

<bean id="clientAuthenticationFilter"
class="com.github.zhangkaitao.shiro.chapter23.client.ClientAuthenticationFilter"/>&nbsp;

M ARIBEDIAIEEER ClientAuthenticationFilter, BIIIEREBEMIAILE, NEEEM@E Server {ERTHEMDIA
ik, BMAERINEBEEGEEER.,

<bean id="shiroFilter"
class="com.github.zhangkaitao.shiro.chapter23.client.ClientShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<property name="loginUrl" value="${client.login.url}"/>
<property name="successUrl" value="${client.success.url}"/>
<property name="unauthorizedUrl" value="${client.unauthorized.urf}"/>
<property name="filters">
<util:map>
<entry key="authc" value—ref="clientAuthenticationFilter"/>



</util:map>
</property>
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<property name="filtersStr" value="${client.filters}"/>
<property name="filterChainDefinitionsStr" value="${client filter.chain.definitions}"/>

</bean>&nbsp;

ShiroFilter {ERE#AIBENXHI ClientShiroFilterFactoryBean, #A/F loginUrl ( ZZzibiit ) . successUrl (&
RENEIHIARERE @M ) . unauthorizedUrl ( SRIENEREQZRIAIMBIL ) B SUGEESNECE; S it

ersStr #1 filterChainDefinitionsStr t8.2(F /A 51 F

BRIAECE client/shiro—client-default.properties

\#Z R AARYappKey
client.app.key=
\imFEiRSZ URLitE

B;iepARE, XERIUESNAHTEEN T .

client.remote.service.url=http://localhost/chapter23—-server/remoteService

\#E Rk

client.login.url=http://localhost/chapter23-server/login

\EERHINGE, RAEEERIAOMBIE
client.success.url=/
AN EE @ EIA0HbHE

client.unauthorized.url=http://localhost/chapter23—server/unauthorized

\#session id 1573

client.cookie.domain=

\#session id &2

client.cookie.path=/
\#cookieAYsession id&ZFR
client.session.id=sid
\#tcookieFAremember meZ R
client.rememberMe.id=rememberMe
328 name=filter—ref;name=filter—ref
client.filters=

\iHIiEEEHE 8=t url=filters;url=filters
client.filter.chain.definitions=/**=anon&nbsp;

EENATEEEE client.app.key. clientfilters.

client.filter.chain.definitions.



shiro—example—chapter23—app * &k
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#¥7% shiro—example—chapter23—-pom &

<parent>
<artifactld>shiro—example—chapter23—pom</artifactid>
<groupld>com.github.zhangkaitao</groupld>
<version>1.0-SNAPSHOT</version>

</parent>

#&#fi shiro—example—chapter23—client &

<dependency>
<groupld>com.github.zhangkaitao</groupld>
<artifactld>shiro—example—chapter23—client</artifactld>
<version>1.0-SNAPSHOT</version>

</dependency>

= PFiREE client/shiro—client.properties
Fc& shiro—example—chapter23—app1

client.app.key=645ba612-370a-43a8-a8e0-993e7a590cf0
client.success.url=/hello
client.filter.chain.definitions=/hello=anon;/login=authc;/**=authc&nbsp;

client.app.key =2 server {&HR#EIFRY, BEEFEINIRBIA; client filter.chain.definitions X T1=#kz35%; tb

aniziEl / hello, E&BRIA,
Fc& shiro—example—chapter23—app2

client.app.key=645ba613-370a-43a8-a8e0-993e7a590cf0
client.success.url=/hello
client.filter.chain.definitions=/hello=anon;/login=authc;/**=authc&nbsp;

0 app1 Z£fl, client.app.key =2 server f&R#EIFRY, BEFEINIRENT; client.filter.chain.definitions EX

TIEESE; tkamisiE / hello, ERBRIAT,
web.xml

<context—param>
<param-name>contextConfigLocation</param-name>
<param-value>
classpath:client/spring—client.xml
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</param-value>
</context—param>
<listener>
<listener—class>
org.springframework.web.context.ContextL oaderListener
</listener—class>
</listener>&nbsp;

IEEINEZFis Shiro Bt&, client/spring—client.xml,

<filter>
<filter—-name>shiroFilter</filter—-name>
<filter—class>org.springframework.web filter.DelegatingFilterProxy</filter—class>
<init—-param>
<param—-name>targetFilterLifecycle</param—-name>
<param-value>true</param-value>
</init—=param>
<ffilter>
<filter-mapping>
<filter—name>shiroFilter</filter—-name>
<url-pattern>/*</url—-pattern>
</filter—-mapping>

BcE ShiroFilter =28,
EHIEE
shiro—example—chapter23—app1

@Controller
public class HelloController {
@RequestMapping("/hello")
public String hello() {
return "success";
}
@RequestMapping(value = "/attr", method = RequestMethod.POST)
public String setAttr(

@RequestParam("key") String key, @RequestParam("value") String value) {
SecurityUtils.getSubject().getSession().setAttribute(key, value);
return "success";

}
@RequestMapping(value = "/attr", method = RequestMethod.GET)
public String getAttr(

@RequestParam("key") String key, Model model) {
model.addAttribute("value",

SecurityUtils.getSubject().getSession().getAttribute(key));
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return "success";
}
@RequestMapping("/role1")
@RequiresRoles("role1")
public String role1() {

return "success";

}
}&nbsp;

shiro—example—chapter23-app2 R9=HIgE25(U, role2 7% @RequiresRoles("role2") iX##, EIFHE
e 2.

HittEcEiE S5 R,
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e

1. LEBCERRN nginx
1. B%3 http://nginx.org/en/download.html &, EbinFTEAIR windows MrASRY;
2. SAEYWEE conf/nginx.conf BEEX 4, 7E server P IIal &% :

location ~ */(chapter23—server)/ {
proxy_pass http://127.0.0.1:8080;
index /;
proxy_set_header Host $host;

}
location ~ */(chapter23—-app1)/ {
proxy_pass http://127.0.0.1:9080;
index /;
proxy_set_header Host $host;

}
location ~ */(chapter23-app2)/ {
proxy_pass http://127.0.0.1:10080;
index /;
proxy_set_header Host $host;

}
3. &\EXNE nginx.exe B0 Nginx BIE] .
BLEEIFA nginx 15%] shiro—example—chapter23—-nginx &R~ ~E nginx—1.5.11.rar BIe],
2. TEIKH

1. B5c&% shiro—example—chapter23—core %, % shiro—example—-chapter23-core &R Tiz1T mvn

install &% core &R,
2. #E% shiro—example—chapter23—client #R Fiz1T mvn install Z2EX= iRk,
3. Bz Server &R

% shiro—example—chapter23-server R i1 mvn jetty:run BENZER; €A http://localhost:8080/ch
apter23-server/ BIAIAE, EABET nginx, BPARILAERESE http://localhost/chapter23-server/ o

4. [35h App* iR
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3 shiro—example—chapter23—app1 #1 shiro—example—chapter23—-app?2 &R T3 8ia1T mvn jetty:run
BamziER; FE/ http:/localhost:9080/chapter23—-app1/ #1 http:/localhost:10080/chapter23—app2/ BIEJ
wia, RARBsT nginx, BRARILAERSAIE http:/localhost/chapter23—-app1/ #1 http://localhost/chapter2
3-app2/ -

5. RS EEumAuER
1. 1518 http://localhost/chapter23—-server/ ;
2. MARANBREZENS: admin/123456 &%

3. NS, TR CRUD, £24HPNA KEY (LAE—) RNAREE,; EFmMAILMFERNA KE
Y SRENFB RS RN FRRIAPR T o

5 PRI
B REK Bz FIEEY B REEN B1E
B IREES | 645babl6-370a-43a8-aR0-993e7ab90cf0 | bbTdabbf—bac0-47dd-aThl-9571ea3a0£33 | HB2E HMilFR
APP-1 645babl 2-370a-43a8-a820-993e7a500cf0 | bbTdabbl-bac0-47dd-aThl-9571ea3a0£33 | HB2f MR
APP-2 645babl 3-370a-43a8-a820-993e7ab90cf0 | bhbidabb3—bac0-47dd-aThl-9571ea3a0f33 | HB2L Mk

4. BINERE, HHPEBTNARRFNSesIR. XEEF R LRENE KEY REFREREERINAHEE
| BPRFRFRINRT o

v
B pitla mBFE BRIE
0BRSS EE admin HHREER ek MFe
APP-1 admin HEEE R, APPIEER feer HEk
KPP—2 admin TR, APPIEIE R B4 HFk
FE APP2 v
AP admin ¥
AEFIFE. e R
AFPTEHER
ARFEERR | (fEfEshiftBREE)
1% |

6. App* EREMHINIER X



1. EREFERTAE http:/localhost/chapter23—-appi/hello , EEITE:

hello appl.

2. BRIHEE http:/localhost/chapter23—-app1/login?backUrl=/chapter23-app1 , BIEZRKINEEEGEl ht
tp://localhost/chapter23—app1 (X2 MEiRiEE, ATHULEREINEEEQMI ) , SGERIZHEEED
Zl Server IERIVERF@E:

,EHF'% adrmin
%’ﬁ%: | ...... |
BREFR:

BE

3. BERNE, SEEORBENAOEFRINMNE; #EHA http:/localhost/chapter23—-appi/hello , BEIGIT
&:

hello appl.

Wi adminEF
i Erolel 86
g role?@ 6

wELSEREME
B2 & RELERY
I ey
i f&: FEESTE R

4. aILAEE) admin BF, REEEIEE rolel/role2 ft; BJLITE server &ERFE rolel B8 role2 A
BEEREEM;

5. BJLAfE http://localhost/chapter23—appi/helloc TRENREEE, 0 key=123; #FEHIAIE http:/localhost/cha
pter23-app2/attr?key=key FEILABZINIARENEME, WTE:



hella appl.

TP adminEF

T role?AE

g Arolel BE

BB 2 iE R

i =R BESIEEM

e g - s

2. 1E. h23 EIaEEY

SIME app2, FBFZRAEE role2 A, %A rolel B,

FLEERANNLTR 7, JUABEARAISEM Y SIERIDHURDRAVEFEIE.
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ATRBUER =

4.

. IRBIER;

s

FinEEREEIE [ SREHEZEBEE = Finip kS, ERRSIHESINERENDK; BLaJUAERBE
FREERERMRIR, IBRENKFBELERGEFRS=E (W Redis ) KRR, BIERRIE / RRETELE
HEFTPESFE, MREEERBIY; SNEERSW; FERIERES;

SIERE (LR ERN / EFfREHENEE ) BFERLIRS, BER TERENIX; &
LIEBEBKNIRERELS—REIE (BEX Shiro 2IEHTHIE, BIIU=#sSEHIT=IEKE5ME
£, RESRIBERRFLE—R) ;

RegEER A BeER, BISiE ID 2ME—MEE TR, WREEIEEEER CAS/OAuth? ZsEH,

PRLASERRN FRRY BT REIR R R EMERTY, (BAKERBEETZH,



=

ERSEg =it
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EEFEERINEEAY. SRIEEAF, AMETREFEERFIE AR TES, WHMEEREUENAIE
LA FHIT R E,

REET (BT ZEXH) ) L.
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SIEEHIEE

@RequiresPermissions("session:*")
@Controller
@RequestMapping("/sessions")
public class SessionController {
@Autowired
private SessionDAO sessionDAO;
@RequestMapping()
public String list(Model model) {
Collection<Session> sessions = sessionDAO.getActiveSessions();
model.addAttribute("sessions", sessions);
model.addAttribute("sesessionCount", sessions.size());
return "sessions/list";
}
@RequestMapping("/{sessionld}/forcel.ogout")
public String forcel.ogout(@PathVariable("sessionld") String sessionld,
RedirectAttributes redirectAttributes) {
try {
Session session = sessionDAO.readSession(sessionld);
if(session 1= null) {
session.setAttribute(
Constants.SESSION_FORCE_LOGOUT_KEY, Boolean. TRUE);
}
} catch (Exception e) {/*ignore*/}
redirectAttributes.addFlashAttribute("msqg", "s&FHEBHALID! ");
return "redirect:/sessions";
}
}&nbsp;

1. list Ai%k: BETERABELSIEYIE, BT sessionDAO.getActiveSessions() SKENFFBEELAISIE
2. forcelLogout Fi%: mHBEE— &1, EREEESIERIZRE Constants.SESSION_FORCE_LO
GOUT_KEY E%, ZE@E ForceLogoutFilter ¥k TiasiBE o

A EREIETIERRIREE: sessionDAO.getActiveSessions() 2t THEFIE ERSIRES, WRH—RD
WERRARBBAK, RATEARAZ,; ERNRNANEEZEFIEESZ, WA EMNEST, BREEMR

93 TA¥REN:

Page<Session> getActiveSessions(int pageNumber, int pageSize);
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Page X% TEE pageNumber. pageSize EtEZ4h, BB totalSessions ( 2&1E% ) . Collection

(HRIIAIRIE) o

D TRENEY, WNERE MySQL Xk REIEEFESIRLRF T, INRFER Redis IXMEUREELIEEIXER
filg:

session.id==1aFIIHETE
session.ids=£1%id Set?lzk (EETTLMEALLENSKEUSE, LRANGES TUXEY ) &nbsp;

SIEGIERT (40 sessionld=123) , BBA redis ap SN FA:

SET session.123 "SessionF7tEE3E"
LPUSH session.ids 123 &nbsp;

SIEMBRET (40 sessionld=123) , BBA redis as S FA=:

DEL session.123
LREM session.ids 123  &nbsp;

RENSERSIE
LLEN session.ids
D IREUER IR

LRANGE key 010 #3REXEI=IEID
MGET session.1 session.2:---- HRIEE—EmSREISIE DIREEIEHIE&NDSP;
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ForcelL.ogoutFilter

public class Forcel.ogoutFilter extends AccessControlFilter {
protected boolean isAccessAllowed(ServietRequest request, ServletResponse response, Object mappedValue) throw
Session session = getSubject(request, response).getSession(false);
if(session == null) {
return true;

}
return session.getAttribute(Constants.SESSION_FORCE_LOGOUT_KEY) == null;

}

protected boolean onAccessDenied(ServietRequest request, ServietResponse response) throws Exception {
try {

getSubject(request, response).logout();//saHIEE
} catch (Exception e) {/*ignore exception*/}
String loginUrl = getlLoginUrl() + (getLoginUrl().contains("?") ? "&" : "?") + "forcelLogout=1";
WebUtils.issueRedirect(request, response, loginUrl);
return false;
}
}&nbsp;

oo

smEBHE=E#2E, INRAFPSIEFEE Constants.SESSION_FORCE_LOGOUT_KEY &, E-EEER
sEHIBHT; ZAEVEA Subject.logout() iBY, BEEEEIERRME ( Bai#f L fourceLogout iI53kE% )
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£ LoginController 9 showlLoginForm 75ixF&/Eana i
if(req.getParameter("forcelLogout") = null) {
model.addAttribute("error”, "R EEWEIEREFIEY , BEHER");
}&nbsp;

BIANSRAIBERSH forceLogout RREEMERRHIRLEA, ARE LETENANEE
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Shiro Bic& spring—config—shiro.xml

MZBIHIE—X 327 shiroFilter Ff9 filterChainDefinitions =& 2&4%E X FhifINT forcelLogout $=#;28:

[** = forcelL.ogout,user,sysUser
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e

1. BN http://localhost:8080/chapter24/ BEAERIZRITEMA admin/123456 E;
2. BRHINE, REXEN ‘SESE7 , OUERHIESSIRYIE:

SRIESEAR. LA

281D HFP4& Futcht B a1 [E] B[] C3R HLR H B
1c3545b0-24al -
4059-alle- admin 127.0.0.1 2%4;33;}16 & SRR H
b55T7e9df dae e

3. mii “EBHEL" &, KIEENARFBRERENESEINTRE, RREEMEHERL T

TRAREERRMEL, BEFET
BEg. |

. |

EELET,

(% |

BHNETSEIM ES hRIELSIRETEINAL: UserOnlineController.java, EfFREIREFMESIE, F9 IR
EESE.
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http://wiki.jikexueyuan.com/project/shiro/
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